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ND ROLES OF THE CERTIFICATION
AUTHORITY

ng. Julius Lintner, RNDr. FrantiSek Kas¢ak!

The certification authority has an irreplaceable role in the information society, especially in the area of per-
manent provision of such security guarantees in the framework of constructing the Public Key Infrastructure
(PKI). Security guarantees have to form the framework for application of the legally determined conditions
Jor enforceability of the law for any participants in business or other legal acts carried out by electronic
means. The aim of this paper is to point out tasks facing the certification authorities in the stage
of building an information society.

Starting points for Public Key Infrastructure
Asymmetrical Ciphering

In so-called cryptography of a public key (or asymme-
trical ciphering), the ciphering key is different from the
deciphering key. There is an unambiguous link between
the two keys in this case. This means that one specific cip-
hering key has only one specific deciphering key, and the
value of the second key cannot easily be worked out from
knowledge of the other. Protection of the ciphering (so-
called public) key in a safe place is most important for se-
curity in asymmetrical ciphering. The deciphering (so-cal-
led public) key can appropriately be displayed in a
publicly accessible place. The reasons for these statements
are outlined in the following text.

One of the important possibilities for using the princip-
les of asymmetrical ciphering is the possibility of preser-
ving the principle of confidentiality in electronic commu-
nications, that is the possibility to send information (text,
data), which can only be read by the person it is addressed
to. This can be achieved by ciphering the original text with
his public key. Such a ciphered text can be deciphered on-
ly using his private key, which should be under his exclu-
sive control.
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Any change, deliberate or accidental, in using these ke-
ys may have the result that the authorized recipient of the
information or owner of the appropriate private key cannot
read the ciphered data. In the case of bad intentions, im-
portant data may be deciphered only by the person who
changed the key (the so-called attacker) or the recipient of
information will regard somebody different as its author.

So-called certification authorities (CA) are formed to
deal with such negative situations as frauds and mistakes.
They create an environment in which they should not
occur. They can be compared to verifiers of identity (for
example, notaries or registry offices, which issue certifica-
tes or documents confirming the connection between the
identity of the user and his public key.

The Use of Asymmetrical Ciphering in Practice

The principles of asymmetrical ciphering are used in the
idea of the electronic signature. A file, data or text in elec-
tronic form with an unambiguously determined "mark"
(so-called hash, mathematical result of the so-called hash
function) ciphered by the private key of the author can be
compared to a document signed by the hand of the author.
The hand written signature of the author is replaced by the
mark (hash) ciphered by the private key of the author.

In the case of an electronic document signed by an elec-
tronic signature, it is possible to attempt to change it (mo-
dification, misuse). In this case, cryptographic methods
and related applications make it possible, not only to
unambiguously identify who produced the text or who did
not produce it, but also whether the text was modified by
an unauthorized person from the time it was written or sig-
ned by the author until it was delivered to the recipient.
These claims derive from the mathematically provable fact
that if we decipher an electronic signature (that is hash of
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the original text ciphered by the private key of the author)
with the help of the public key of the author, the result of
this operation will agree with the "hash" of the delivered
text only if the text is exactly the same at the beginning
and end of its journey, and if the private ciphering key and
public deciphering key belong to each other.

It is clear that such a procedure is not sufficient to de-
termine precisely what was changed in the text, if data we-
re modified on the route from the author to the recipient,
but this is not the purpose of introducing the electronic
signature.

Claims about the security of the electronic signature, ba-
sed on the principles of asymmetrical ciphering algo-
rithms, and the potential possibility of its wide application
depend on the fulfilment of the two following pre-conditi-
ons. There must be sufficient certainty that the published
(public) key really belongs to the person who created the
information or data or is the author of the electronically
signed information (who signed the data using his private
key). There must also be certainty of secure storage of the
private key and its protection against unauthorized use,
that is against its misuse by unauthorized use by a person
other than its owner.

The Certification Authorities
and their Place in the PKI

The Main Functions of Certification Authorities

The certification authority and its functioning can be ve-
ry simply described as an institution, which provides the
certificates used for identification of the owner of the pub-
lic ciphering key. The certificate is an electronic document
signed by the private key of the CA. It contains the public
key and personal data of the holder of the certificate. By
its signature on the certificate, the CA confirms that the
owner of the public key contained in the certificate is real-
ly the person mentioned in the specifications of the certi-
ficate. Thus the certificate helps to prevent misuse or fa-
king of the key with the intention of pretending to be
somebody different.

So that a certificate can be trusted, the CA must prove
that it deserves trust. This means that, among other things,
it must perform its activity openly, publish and especially
observe its certification policy or rules for issuing certifi-
cates (the so-called Certification Practice Statement), its
operational rules and so on. Certificates produced by a
trustworthy CA cannot easily be falsified. They must be
obtained by secure procedures, and must be designed so
that they cannot be misused. Issued certificates must be re-
sistant to possible attack. The procedures for their use
must provide a sufficient degree of trustworthiness and a
simple method of verifying the authenticity of these certi-
ficates.

The CA should be a trustworthy third party, which "con-
nects" the public key with the identity of the user (his

REMARKS AR

identity is verified according to its internal procedures).
The CA uses its own pair of keys (private and public) to
confirm the identity of its clients. The certificate contai-
ning the public key of the client is signed with the private
key of the CA.

Certification Policy

Apart from signing of the public keys of applicants for
issuing of certificates or publication of data about issued
certificates, the CA can also perform further supplementa-
ry activity, connected with the use of certificates. All the-
se activities, together with the rules directing them, form
the certification policy of the given CA. In accordance
with its certification policy, a CA may issue certificates of
various levels according to the degree of trustworthiness,
for example:

* A certificate without verification of the identity of the
applicant, but not providing any guarantee of the identity
of the user. It may serve for testing the appropriateness of
use of the certificate for a specific application and so on.
The fact that the certificate has a limited range of applica-
tion and trustworthiness must be mentioned on the certifi-
cate and must be clearly recognizable to the recipient.
These certificates are usually not paid. They are also ava-
ilable from various commercial CA.

* A certificate with verified identity of the applicant -
usually for payment. A personal visit to the office of the
CA or its contractual partner is necessary when obtaining
it. After the client has filled in the appropriate forms and
the data has been verified, he will receive a valid certifica-
te. As in the case of other personal documents, the validi-
ty of the certificate has a time limit. Before it expires, the
CA can be asked for a renewal. This does not require the
personal participation of the applicant. It is enough to fill
in the appropriate electronically signed form.

In both cases, a way must exist to add to the application
the public key of the applicant for a certificate. There must
also be a way to verify that the client has a private key cor-
responding to the public key, which is added to the appli-
cation for a certificate. This verification must be done so
that the private key of the client cannot be revealed in any
situation.

The Structure of Certification Authorities

Certification authorities can have various structures, and
in connection with this various levels of trustworthiness.
Trustworthiness can be mutually confirmed, so that certi-
ficates issued by one CA can be verified by another CA.
This method is appropriate mainly for communication on
the Internet, which is not restricted by the frontiers of sta-
tes and the existence of locally appropriate CAs.

Since we can assume that the technological demands of
establishing a trustworthy certification authority will be
very high, we expect that only a small number of CAs, at

()}

BIATEC, Volume X, 5/2002 2



AR

VAN s marions

most two or three, will be established in Slovakia. This
clearly applies in the case of a so-called open system or of
a so-called public certification authority. Apart from them,
there will be an uncertain number of certification authori-
ties in so-called closed systems, which will provide their
services to a limited range of users, either clients of one
company, or within a limited LAN or WAN or otherwise
for the defined internal needs of the owner. These specific
certification authorities can also provide specific services,
which will go beyond the services and obligations defined
in legislation. They can go beyond the framework of the
demands of the law or they tighten up some security de-
mands of their certificates or some of the legally defined
obligations for the public CA. They do not have to be ful-
ly secured in the area of their activity.

The Place of Registration Authorities in the PKI

In the event of the existence of a smaller number of pub-
lic certification authorities, the accessibility of their servi-
ces will be important for the clients. For the lower level of
certificates, which do not require the personal presence of
the client for verification of identity or if verification of
identity is not done, accessibility of the service is guaran-
teed by access through the Internet.

The situation in the area of higher classes of certificate
will be different. Since the personal presence of the appli-
cant is necessary to verify his identity, the CA will dele-
gate some of its functions to other bodies (registration aut-
horities - RA), which have offices closer to the client. This
will especially concern functions connected with the col-
lection of primary data from clients and with verification
of their identity according to the rules valid in a given CA,
or deriving from legislative norms. The registration autho-
rities must provide the same level of security as the CA it-
self, especially from the point of view of the protection of
the data of clients, as well as from the point of view of gu-
aranteeing protection of the ciphering keys (of clients and
the CA) and certificates.

Certificates and their Use

After successful verification of the necessary informati-
on, the CA will give the client a certificate. This certifica-
te can be provided in various formats for various pro-
grammes working according to different norms, or they
can be placed on different media.

The client can use the certificate as evidence that he per-
sonally created the electronic signature used to sign a do-
cument (file, e-mail). The usual way of using a personal
certificate (issued to a person not to technical equipment)
results from its varied purpose. One of the usual methods
is that the client wants to electronically sign a document
(commercial document, order) with the private key corres-
ponding to the public key for which the certificate has be-
en issued. Then he will send it, perhaps by e-mail to a
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commercial partner. After signing the document, he can
add his certificate to it. The recipient of the document can
use the public key from the certificate, or he can verify the
validity of the certificate with the certification authority,
which issued it.

Verification of the Validity of Certificates

The validity of a certificate can be verified in two ways.
The first method assumes that the recipient of a document
will send a request to verify the validity of the certificate
to the appropriate CA. The reply of the CA will show
whether the certificate is valid and in order, or whether it
is not for any reason (the certificate could have expired, be
invalid, not existing, awaiting processing and so on). The
use of this method is appropriate if the reply of the CA is
prompt and precisely defined in time. Implementation of
this procedure is technically more demanding and it is ex-
pected to be a paid service.

The second method starts from the idea of so-called ne-
gation. This means that if we can exclude that the given
certificate is negative (at the moment of need, its use was
not revoked, it is not invalid or non-existent, awaiting pro-
cessing and so on) and there is no other state, in which it
could be found, then it must be valid. Use of this method
is represented in the existence of a so-called Certificate
Revocation List (CRL). It includes certificates, which are
unusable for any reason for proving the trustworthiness of
the given public key of the client to whom it was issued.
These lists are issued periodically and contain data about
the precise time of their issue.

Revocation of the Validity of a Certificate

Every client has the right to demand the early revocati-
on of his certificate, if he gets the impression that his pri-
vate key was misused and that it can no longer be trust-
worthily used. There may be reasons entitling the CA to
end the validity of one of its certificates early. The CA has
worked out its rules, according to which it deals with ap-
plications to revoke certificates. Every change of state of
the certificate must be correctly interpreted and the appro-
priate action implemented on this basis.

Guaranteeing the security of information by both met-
hods of verification of the validity of a certificate is another
of the critical functions of the correct functioning of any
certification authority, which wants to be trustworthy. In
both methods, time was an important part of the data, which
the CA must give to the client, whether from the point of
view of creating (signing, sending and so on) an electronic
document, or for the purpose of verifying various facts con-
nected with such a document. In the case of signing an elec-
tronic document, it can be essential to know whether the
certificate of the signing person was valid at a certain time
(for example at the time of signing the document or at the
time of verifying the validity of the signature), that is whet-
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her the signature is valid. Therefore, the so-called time
stamp service is one of the services provided by a CA.

The Main Roles of the Certification Authorities
in an Information Society

The aim of the preceding brief summary of terms was
also to show that the construction of a functional and es-
pecially a secure public key infrastructure (PKI) is highly
dependent on the degree and level of security, which the
certification authority can guarantee, and on the characte-
ristics and extent of the functions the CA is able to provi-
de for its clients. The degree of fulfilment of these aspects
also contributes to the potential possibilities for develop-
ment of secure electronic communication in the given re-
gion and the possibilities to widen the applications on the
basis of these principles.

Further potential possibilities for the development of se-
cure communication depend on the legal environment
connected with this area in the given region or country. It
is a matter of specific legislative norms determining the
basic framework for development in the given area and
prescribing what is possible or what is not permitted in a
particular area, with regard for the solution of this problem
in other countries and the recommendations of internatio-
nal organizations.

The Strategic Importance of Certification
Authorities

One of the most important positive features of this area
of information technology is an effort to substantially rai-
se the level of security in the existing kinds of electronic
communication and the creation of conditions for the de-
velopment of such secure communication in other areas.
Achievement of the necessary level of security for any
communication can also contribute to the spread of new
applications into different areas of the life of society and
their consistent use to raise and improve the quality of li-
fe of the inhabitants. The principles of cryptography based
on asymmetrical ciphering are considered sufficiently se-
cure at present, for a PKI system based on their use to be
considered stable.

Positive expressions about the possibility of secure elec-
tronic communication with the public administration and
the state in general are beginning to appear in the state-
ments of competent figures close to the problem of elec-
tronic signatures. This possibility should guarantee not on-
ly a simplification of contact between the citizen and the
state in most of its forms, but also improvement of the
links between the citizen and the state (for example in tax
administration, referenda, elections and so on.) The possi-
bilities of new comprehensive applications based on secu-
re communications between citizens in the health service
or between the elements of it (hospitals, pharmacies, insu-
rance companies, medical suppliers and others), are inter-
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esting. The advantages of secure electronic communicati-
on in business, especially in its electronic form, are clear.
The most rapid return on investment is expected here.

Protection of the Private Key — the Basis
for Security of the System

As we already said, protection against misuse of the pri-
vate key of each user is considered most important in the
PKI system. The need for protection is essentially the sa-
me, in the case of the private key of any participant in the
PKI, whether a private person, server or the certification
authority itself. There is a substantial difference in the po-
tential damage, which can result from misuse of the priva-
te key of individual participants. Misuse of the private key
of a private person can do harm connected with the activi-
ty of this person, and can be very serious, depending on
his activity. In the case of misuse of the private key of a
server belonging to a particular company or organization,
the harm may be many times greater, since various other
participants may use this server. Misuse of the private key
of the CA can have catastrophic results for the whole PKI.
In an extreme case it can affect the level of the state and its
economic or political institutions. The extent of the catas-
trophe depends on the degree of development of the infor-
mation society, the applications used and the penetration
of certificates from the given CA in society.

The Roles of Certification Authorities in the PKI

The main role of the CA is to become a trustworthy third
party, which can permanently secure protection of confi-
dential information against any misuse, by means of its
technical equipment, operational rules and internal securi-
ty attributes. It must be able to provide services compatib-
le with other existing certification authorities throughout
the world, especially because of the present internationali-
sation of business and electronic communication.

Users of the service of a certification authority must ha-
ve permanent security that the reliability of the data and
services of the CA and its products is not threatened, and
that they are fully under the control of the CA. The secu-
rity and reliability of the CA is not only a question of the
level of its hardware and software, but especially of its in-
ternal operational rules and procedures during the issuing
of certificates and the administration of products and in it
internal personnel reliability.

The construction of a CA is not a static process, which
ends with the completion of its hardware and software and
putting into routine operation. At present, the process of
building up a good name is only beginning. However, it is
a continual process with the certification authority and the
data of its certificates and clients on one side, and an unk-
nown number of attackers of various types, levels, degre-
es of knowledge, possibilities and interests on the other.
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