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Svetovy ML

Industry Revenue for 2023 (estimated)

1 Global Life & Health Insurance Carriers $4,629.2B
2 Global Pension Funds $4,015.9B

K] Global Money Laundering $4,000.0B

4 Global Commercial Real Estate $3,915.4B
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KYVpPto - % nelegalnych transakcii

2023

Illicit share of all cryptocurrency transaction volume
2018 - 2023



LV Krypte v absolutnych

cislach

Total cryptocurrency laundered by year
2019 - 2023




\/7zrast stablecoinov

Illicit transaction volume by asset type

2018 - 2023
== Stablecoins' share of total transaction volume Stablecoins Altcoine | ETH | BTC
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Illicit transaction volume by crime category and asset type

2023
Stablecoins Altcoins [ ETH | BTC
100%
T5%
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wm smeruju nelegalne toky?

Destination of funds leaving illicit wallets

2019 - 2023
[ Sanctioned jurisdiction Sanctioned entity Other No KYC exchange licit [ Mixing [ Mining
B Gambling DeFi [ Centralized exchange [ Cross-chain bridge [l ATM

100%



Brime as a service (Caa$)

' Penazenka |

Transfer Transfer Konverzia

|Ne|ega’|lne S €l|:>|Krycia entita ||:>| CASP Fond |

ffshore CASI:I




Povod darov na Pro-RF penazenky
JO¥zacati invazie na Ukrajinu

Origins of Donations to a Sample of Pro-Russian Wallets

Exchanges - 37.9%

Mixers - 33.5%

Decentralized Exchanges - 6.3%
Dark Markets - 5.9%

Privacy Wallets - 3.6%

OFAC sanctioned Entities - 3.0%
Coin Swap Services - 2.8%
Peer-to-Peer Exchanges - 1.4%
Credit Card Data Vendors - 1.0%
Others - 4.6%

Based on a sample of $2.56 million of BTC, ETH and USDT,

droj: Elliptic - Crypto in Conflict USDC and DAl on the Ethereum blockchain.
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Rozdelenie Stablecoinov
krypté FIAT menou

AX Gold)
1) Algoritmické stablecoiny



ysledky kontroly FSJ

7.

Singapur, s ktorym uzavrela Zmluvu o kiape a predaji kryptomeny (ddtum uzavretia
zmluvy absentoval v predloZenych dokladoch), poéas trvania obchodného vzt'ahu v obdobi od
02.08.2021 do 01.11.2021 pri 2 obchodoch (uvedensch v nasledujicej tabulke) v celkovej
hodnote 347 996,80 EUR, ktorych predmetom bola vymena kryptomeny BTC za fiat menu
EURO,

B N P N O s
obchodu objedndvky obchodu obchodu objednavky obchodu
[ 1. [02.08.2021 202 500,00 EUR 01.11.2021 || | 145 496,81 EUR

SwvajCiarsko, s ktorym diia 14.10.2021 uzavrela Zmluvu o kipe a predaji
kryptomeny, pofas trvania obchodného vzt'ahu v obdobi od 19.10.2021 do 29.12.2021 pri 12
obchodoch (uvedenych v nasledujicej tabul'ke) v celkovej hodnote 3 340 113,80 EUR, ktorych
predmetom bola vymena kryptomeny USDT (obchody &. 1, 2, 5, 6, 7 a 8), USDC (obchody &. 9
az 12) a BTC (obchody &. 3 a4) za fiat menu EURO,

objedndvky obchodu obchodu objedndviy obchodu
1] 102021 | NN | 187 020,43 EUR| 7. [09.12.2021 | [100 000,00 BUR|
5044,33 BUR| 8. [15.12.2021 | IS | 250 500,00 BUR|
| [ | 284 386,72 EUR | 9. [22.12. ?uJ.l 100 000,00 EUR
-| [|  1137,55 EUR|10.[23.12.2021 | 663 516,00 EUR
| 5. [04.11.2021 || || 581 163,42 EUR|11.]23.12.2021 | 251 980,00 EUR
6. [04.11.2021 | | 231536 EUR bl

913 050,00 EUR




1 Hong Kong, SAR Cina, s ktorym dita 09.11.2021 uzavrela Zmluvu o kipe
a predaji kryptomeny, poéas trvania obchodného vztahu v obdobi od 10.11.2021 do 28.02.2022
pri 14 obchodoch (uvedenych v nasledujiicej tabulke) v celkovej hodnote 2 787 306,65 EUR,
ktorych predmetom bola v¥mena kryptomeny USDT za fiat menu EURO,

Datum Cislo " Hodnota Ddtum Cislo Hodnota
obchodu objednavky obchodu obchodu objednavky obchodu
1. | 10.11.2021 ﬁ 198 374,91 EUR | 8. |20.01.2022 198 133,49 EUR
2. 116.11.2021 | I | 199 964,97 EUR| 9. [26.01.2022 | [ | 200 158,29 EUR
3. (18112021 | | 198 079.42 EUR | 10.]08.02.2022 | | | 200 150.48 EUR
4. |23.11.2021 | N | 195 378.21 EUR | 11.]14.02.2022 | I | 200 348.49 EUR
5. 126.11.2021 | I | 197 355.08 EUR | 12.[17.02.2022 | [ | 199 662,47 EUR |
6. [01.12.2021 | I | 198 309.61 EUR | 13. [22.02.2022 | I | 199 673.17 EUR
7. |18.01.2022 | N | 198 495.07 EUR | 14.|28.02.2022 | I | 200 219,98 EUR|
23.

Bulharsko, s ktorym diia 30.05.2021 wzavrela Zmluvu o kape
a predaji kryptomeny, pocas trvania obchodného vzt'ahu v obdobi od 14.07.2021 do 01.11.2021
pri 7 obchodoch (uvedenych v nasledujicej tabulke) v celkovej hodnote 669 841,55 EUR,
ktorych predmetom bola vimena kryptomeny BTC za fiat menu EURO,

Détum Cislo Hodnota Datum Cislo Hodnota
obechodu objedndvky obchodu obchodu objednavky obchodu
1. [14.07.2021 _ 82 914,44 EUR | 5. | 20.09.2021 _ 38 033,62 EUR
2. 123.07.2021 | I | 5423582 EUR| 6. (30.09.2021 | I | 36 923.72 EUR|
3. |02.08.2021 | I | 329 626,12 EUR| 7. [01.11.2021 ||| 77 886,26 EUR
4. |31.082021 | I | 8022157 EUR
22. Cyprus, s ktorym diia

27.09.2021 uzavrela Zmluvu o kipe a predaji kryptomeny, pogas trvania obchodného wveztahu
v obdobi od 28.09.2021 do 01.11.2021 pri 4 obchodoch (uvedenych v nasledujiicej tabulke)
v celkovej hodnote 4 218 352,81 EUR, ktorych predmetom bola vymena kryptomeny USDT za

fiat menu EURQ,
Datum Cislo Hodnota Ddtum T Cislo Hodnota

obchodu objednavk obchodu obchodu objedndvky | obchodu
.128.09.2021 H 238 973,93 EUR | 3. | 13.10.2021 H’ 471 733,48 EUR
2.105.10.2021 | N | 769 649,04 EUR | 4. [01.11.2022 | I | 2 737 996.37 EUR

[y
Ld




Janove raje podla EU Komisie...

WARLAK trosku je tam aj suvis s
Kryptom....

EU 'dQSignated tax h avens 9 countries or jurisdictions

considered tax havens

r Liechtenstein Bosnia H.
Serbia
Gre‘%nl?r:q st  Faroe Islands e San Mafrd \ . 55 others have made
(Denmark) Isle of Man Macedonia Mongolia commitments to the EU
Guernsey A _ on reforming their tax laws
I
Bermuda Jersey 7 T,urliy/ eorgn.a
Swnzorldnd/ 4 Armenia South Korea
: l St Vincent & Andorra *dl »
St Lucia ;
Jamaica the Grenadines Morocco’ & Bahrain Macao
- Tunisia Jordan | Hong Kongs yTaiwan
Cayman Islands ALRANGS Montenegro Gatar
A \ : Guam
Belize# LA— < 8 Albania JAE Oman Thasland* D vistnsim A bl
Panama Trinidad- ApVer . Islands
Aruba and-Tobago Maldivese * Palau . =
Malaysia Nauru
®Seychelles American
; . Labuan
Peru Curac ao ) S island Samoa/ Samoa
. v v S5 Vanuatue
Namlbla"' - MR New Caledonia e o Niue
B Swaziland 2 .
Uruguay Fiji Cook Islands

© AP

Source: European Commission




Graf ukazuje pocet odlahenych
spustenych scam tokenov za posledné
roky

Scam tokens deployed per year

125000

117 629

1548

2020 (Sept. - Dec.) 2022 (Jan. - Dec.)

Zdroj: NNN Community



Vioznosti SCAM pri ICO



GUARDIANNN.AI; o connect

BUILO SMARTER, GROW STRONGER

Wallet ~ Search Menu
OVERVIEW
</> Source Code: [v] Verified
Created at: Unknown
A Owner: 0x040b...48a4
# T.Supply 1 000M
® Burned Supply: (0173
= Pooled: 17.94%
& Liquidity: 53 498.65 USDT
($53 498.65)
(8 LP Lock: < 0.01%
99.95% unlocked (Holders) A
0.05% possibly unlocked A
&8 Holders: 343 2
1t Top 5: 50.41% 'g
30.32% | 10% | 4.13% | 3.86% | 2.10% E
E Tax Buy/Sell: 0% [§99%
& Max Wallet: Not Found
& Max Trade: Not Found [~]
8 Gas Buy/Sell: 132082 GWei | 81322 GWei

$0.16 | $0.10




BEFORE TRADE

2 Last Detected Threats

1  Newton Protocol NTFP Mint
2 HOLD EARN Proxy
5 Awurory AURY Hidden Mint
4  Byzantine Bznt Hidden Mint
5 Aradena AG Hidden Mint
6  Tether UsSD USDT_T Mint
7 GHIDMOON HID Hidden Mint
8 StarkNet STRK Proxy
9  Safe Bot SAFEEOT Disable Trading
10 NEOBOT NEOBOT Hidden Mint
11 RugPull RP$ Blacklist
12 Katana Inu KATA Proxy
13 Catcoin CATS Blacklist
14 Qadirah Chain Oadirah Hidden Mint

15 xAIBOT xAIBOT Hidden Mint



Smart Contract Check ©

This is just an automated check! Always do
your own research as well!

OVERVIEW

</> Source Code: [v| Verified

Created at: 17.11. 2021 13:24:40
& Owner: Renounced on 21. 11. 2021
& Creator: 0x23F6...8611
# T. Supply 1 000T
@ Burned Supply: 21.26%
= Pooled: 6.02%
&

119.8241 WBNB
($70 935.86)

Liquidity:

(% LP Lock: 96.48%
5% 62.05% locked in Burn Burned [v|
@ 11.85% locked until 1. 1. 2042 Valid [+
@ 11.29% locked until 1. 1. 2042 Valid [+]
@ 11.29% locked until 1. 1. 2042 Valid [+]
ET 3.52% unlocked (Holders) N

Explain

£2 Holders:
1 Top 5:

Re-check &

Last check: 5. 4. 2024

407
5.28%

1.07% | 1.06% | 1.05% | 1.05% | 1.05%

E Tax Buy/Sell:
& Max Wallet:
& Max Trade:

B Gas Buy/Sell:

DEEP Al CHECK
& Honeypot:
@ Disable Trade:
S8 Mint:

4 Hidden Mint:
> Proxy:

© Resend:
Blacklist:
Whitelist:

ElS Unverified Library:

(s Deployer:

10% | 9.70% @
Found & @
Found A @

150400 cwei | 81064 Gwei

$045 | 30.24

Not Found |v/
Not Found [~/
Not Found [v]
Not Found |+
Not Found [~
Not Found |~/

Found A ©

Found & @O
Not Found [+]

Coming soon =



Money lost to crypto project hackers by hack target (H1 2022)

Methodology: Monetary losses were calculated based on the conversion rate of a particular cryptocurrency
at the time of a hack or scam event.

Total

ETH ecosystem
Solana ecosystem
Other

BSC ecosystem
NFT

$1,976,122,656
| $1,014,265,748

Fantom ecosystem

Hack target

Exchange

Polygon ecosystem
Avalanche ecosystem
Blockchain

Wallet

$0.2B $0.4B S0.6B S0.8B $1B $1.2B $1.4B $1.6B $1.8B $2B $2.2B $2.4B $2.6B
Money lost

e .




lanipulacia trhu

&P Private Crypto Pumps
Forwarded from + Crypto Pumps | Insider Information g
4 THANK YOU FRIENDS - YOU ARE AMAZING AS ALWAYS! =’

Hey champs! We did it again! Look at this crazy 3323.61% for $ADIZ
that we made today! Congrats to those who took a partin our

pumplef &

E¥Jstart Price: $0.0061
lal Price after Pump: $0.209
&) Profit: 3323.61%

4 MOON IS HERE! %
. Addirize DA [ ADIZAWENE) 1




>

I strategic reserve deployment 20%
I T he founding team reserves 15%
I Marketing 30%

I Technology development 15%

I Ecological construction 20%

STRATEGIC RESERVE
DEPLOYMENT

5% will be unlocked upon
launch, and the remaining will
be unlocked in two years.

FOUNDING TEAM RESERVES

no lockup.
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Re: Invite N27453 ¢

Roxane Howad zajtra —:
komu: aP4YrérK v

g Vzdy zobrazovat obrazky od tohto odos.

£

N
Welcome Back!

Dear user,
the account in our project was previously
registered to your email address.

You haven't visited AIRDROP for more than 300 days.
Your account has accumulated free ETH. Please get your
Ethereum.

MY ETHEREUM .i
+68 ETH

= Note: Your wallet must have assets worth a minimum of
but not limited to 0,9 ETH.
= This requirement is in place in order to avoid bots, abuse
and multi accounts.



VAt v Krypte

ntrakt dokaze zderivovat ¢okolvek



e kryptomeny

ny pristup:

- = Juzna Korea



pozornost.



	Slide 1: Aktuálne trendy kriminality v kryptosvete
	Slide 2
	Slide 3: Objem obchodov 2017 - 2024
	Slide 4: ML v TradFi vs DeFi
	Slide 5: 2 až 5 %
	Slide 6: Svetový ML 
	Slide 7: 10,4 mld USD
	Slide 8: Krypto - % nelegálnych transakcií 2023
	Slide 9: ML v krypte v absolútnych číslach
	Slide 10: Vzrast stablecoinov 
	Slide 11
	Slide 12: Kam smerujú nelegálne toky?
	Slide 13: Crime as a service (CaaS) 
	Slide 14: Pôvod darov na Pro-RF peňaženky po začatí invázie na Ukrajinu 
	Slide 15: Nesting 
	Slide 16: Stablecoiny
	Slide 17: Rozdelenie Stablecoinov
	Slide 18
	Slide 19
	Slide 20: Daňové raje podľa EU Komisie... A tak trošku je tam aj súvis s kryptom....
	Slide 21: I C O 
	Slide 22: Možnosti SCAM pri ICO
	Slide 23: ICO Scamy 
	Slide 24: ICO scamy II - GuardiaNNN
	Slide 25
	Slide 26: H a c k e r s k é    ú t o k y
	Slide 27: Manipulácia trhu
	Slide 28
	Slide 29
	Slide 30: Derivát v krypte 
	Slide 31: Anonymné kryptomeny
	Slide 32: Ď a k u j e m  z a p o z o r n o s ť.

