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Embedded supervision: how to build regulation into
decentralised finance

Raphael Auer’

Abstract

The emergence of so-called “decentralised finance” (DeFi) and a shadow financial system of cryptocurrency
exchanges and stablecoin issuers raises the challenge of how to apply technology-neutral regulation so
that similar risks are subject to the same rules. This paper makes the case for embedded supervision, ie a
regulatory framework that provides for compliance in decentralised markets to be automatically
monitored by reading the market's ledger. This reduces the need for firms to actively collect, verify and
deliver data. The paper explores the conditions under which distributed ledger data may be used to
monitor compliance. To this end, a decentralised market is modelled that replaces today's intermediary-
based verification of legal data with blockchain-enabled credibility based on economic consensus. The key
results set out the conditions under which the market's economic consensus would be strong enough to
guarantee that transactions are economically final, so that supervisors can trust the distributed ledger's
data. The paper concludes with a discussion of the legislative and operational requirements that would
promote low-cost supervision and a level playing field for small and large firms.
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Introduction

Authorities around the world are grappling with the rise and fall of cryptocurrencies, so-called
"decentralised finance” (DeFi) and the general role of distributed ledger technology (DLT) in finance.?
Cryptocurrency valuations are on a perennial role coaster ride (Graph 1, left panel), but underlying this,
market share has continuously shifted from Bitcoin to Ethereum and other cryptocurrencies that enable
increasingly complex automated financial products (middle panel). However, the “decentralised” label is
elusive as trading is concentrated in centralised exchanges, while centralised stablecoins provide liquidity
to this ecosystem (right panel).?

In particular, the emergence of a lightly regulated shadow crypto financial system (Auer et al (2022)) put
to the fore the challenge of how to best apply technology-neutral regulation, so that similar risks are
subject to the same regulation.* This paper investigates how the “same risk, same rules” principle might
be applied to the financial supervision of DLT-based markets. It argues that, while regulation should remain
technology-neutral, supervision should evolve in parallel with technology.’

Value locked in DeFi, cryptocurrency valuations, market shares and trading volumes Graph 1
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' As of 13 May 2022. Categories comprise the largest eight stablecoins, 59 DeFi coins and 58 other cryptocurrencies. 2 Cryptocurrencies
issued by DeFi platforms and with a market capitalisation to total value locked ratio as reported by DeFi Llama smaller than 50 on 15 March
2022. 3 Total value locked refers to the size of capital pools underpinning DeFi protocols. The sample includes more than 1500
protocols. * Based on market capitalisation. > Based on four stablecoins, 8 DeFi coins and six other cryptocurrencies. Monthly average of
daily volume. Sources: CoinGecko; Defi Llama; authors’ calculations.

2 This paper defines DeFi as decentralised financial engineering based on computer programs (“smart contracts”) and deployed on
top of distributed ledgers such as Ethereum or Solana. Appendix Table 1A contains a glossary of the terminology used throughout
this paper. See also Kitzler et al (2021). See Carter and Jeng (2021), FSB (2022) and Aramonte et al (2021) for a discussion of recent
market developments and a risk assessment.

3 Aramonte et al (2021) coined this the “Decentralisation Illusion.” Arner et al (2021) discuss various stablecoins and their function in
decentralised finance ecosystems.

4 The rise of so-called cryptocurrencies has also threatened to bypass existing legislation, in particularly with regard to anti-money
laundering/know-your-customer (AML/KYC) legislation and facilitating illicit activity (see Moser et al (2013), Foley et al (2018) and
Fanusie and Robinson (2018)). This calls for a regulatory response to level the playing field and address risks (see Carstens (2018a,b,c),
Landau and Genais (2018), Auer and Claessens (2018), FATF (2018), and BCBS (2019 and 2020)).

> Whereas “regulation” is the process of writing the rules that apply to the regulated entities, “supervision” is the enforcement of
these rules. Regulatory automata are thus a regulatory framework that allows for automated supervision.



The basic premise of this paper is that although DeFi and DLT more broadly may not change the underlying
risks, they may open up new ways of supervising these risks.® So, instead of focussing on fitting DeFi and
crypto-assets into existing regulations, such as securities laws formulated long before the advent of DLT,
it is worth asking how new technologies could serve to better monitor risks in financial markets. Based on
these characteristics, this paper puts forward the concept of "embedded supervision”. This comprises a
regulatory framework that provides for compliance to be automatically monitored by reading the market's
ledger. As such, it reduces the need for firms to actively collect, verify and deliver data.’

DLT enables DeFi: decentralised financial engineering based via self-executing contracts and deployed on
top of distributed ledgers such as Ethereum, Solana, and recently also Bitcoin (after the “Taproot” upgrade
in late 2021). If such innovations take root, they will drive the development of financial markets through
new forms of transparency and data credibility.® The fundamental novelty is that DLT builds such credibility
with a decentralised data structure based on economic consensus. Effectively, this harnesses the incentives
of individual market participants to replace data verification based on middlemen.

Compliance monitoring would then be automated, by relying on the trust-creating mechanism of
decentralised markets for supervisory purposes. For example, for the case of a bank that holds asset-
backed tokens, compliance with the Basel Ill capital standards could be automatically verified. This would
be done by computing the ownership of (borrowing and lending) balances and the associated risk weights
in the relevant distributed ownership ledgers. In similar vein, in a token ecosystem, the full asset backing
of a stablecoin could be monitored automatically.®

Embedded supervision could ease the conflict between data availability, the cost of data collection and
verification, and privacy. Compliance expenditure weighs heavily on financial institutions, and even more
so on smaller firms. Supervisors thus face a trade-off between getting the data they need and keeping the
costs of compliance within reasonable limits. Embedded supervision could further help maintain the
confidentiality of firms and their customers, since cryptographic tools can be used to report an institution’s
aggregated financial exposures to the supervisor without disclosing the underlying individual transactions.

At this point, it should be noted that the concept of embedded supervision goes much further than simply
reading a distributed ledger. The key issue is that data are not necessarily valid just because they are stored
in multiple places. In today's compliance process, the trustworthiness of data is guaranteed by the legal
system, the relevant authorities and the threat of legal penalties. In DLT-based markets, by contrast, data
credibility is assured by economic incentives. In this world, the supervisors must primarily examine the
conditions under which the market's economic consensus is strong enough to guarantee the quality of
the data contained in the distributed ledger.

But what principles should govern a regulatory framework designed to use a market's distributed ledger
for financial supervision? This paper discusses four principles for the deployment of embedded supervision
(see Table 1).

Near-term applications of DLT allow for novel, intermediary-free ways to trade conventional assets (ie
asset-backed tokens). They also allow for financial engineering, new forms of payment and settlement (ie

6 FIMNA (2018) and HM Treasury-Financial Conduct Authority-Bank of England Crypto-assets Taskforce (2018) apply existing
regulatory frameworks to new DLT-based financial products according to underlying economic activity. They argue that, in most
cases — such as the funding of a business via an initial coin offering (ICO) or a traditional initial public offering (IPO) — the choice of
financial technology (ICO vs IPO) does not change the underlying risks.

7 Brummer (2022) proposes that also investor disclosers could be made available in DeFi environments in native form (i.e., on the
blockchain or indirectly via Non-fungible tokens (NFTSs)).

8 Another purported motive for trading in these ecosystems is distrust in fiat currencies and regulated finance. Yet there is empirical
evidence that this is not a relevant driver of cryptocurrency investments; see Auer and Tercero-Lucas (2021).

° Following the taxonomy of Bullmann et al (2019), this applies only to “on-chain collateralised stablecoins”. In the latter, the value
backing is provided by asset-backed tokens traded on the same market. The coin itself is hence a smart contract that aims to create
a stable value via financial engineering based on the underlying tokens.



central bank digital currencies and privately issued stablecoins) and the possibility of automated financial
products via self-executing (“smart”) contracts.’

To overcome the limitations in scale inherent to decentralised exchange (see Auer, Monnet and Shin
(2021)), these applications could run on “permissioned” DLT, in which peer-to-peer exchange is facilitated
by decentralised economic consensus. At the same time, such systems retain an overarching coordination
mechanism — tied to the legal system — that determines who can participate in the market and that
guarantee the quality of the underlying assets.

Hence, the first principle of embedded supervision is that it must be part of an adequate entity-based
regulatory framework, backed up by an effective legal system and supporting institutions. Foremost, this
means that asset “tokenisation” — the process by which claims on real assets are digitally represented — is
validated by the legal system. Although cryptography and distributed ledgers can prove the transfer of
asset-backed tokens from one entity to another, the connection between the underlying asset and the
digital token must ultimately be guaranteed by the legal system — which alone can underpin the ownership
of assets such as real estate or shares in a brick-and-mortar business.

Principles of embedded supervision Table 1

Embedded supervision is a regulatory framework that provides for compliance with regulatory standards in DLT-
based markets to be automatically monitored by reading the market’s ledger. It would reduce the administrative
burden for firms, while increasing the quality of data available to the supervisor. Four principles would guide their
use:

. Embedded supervision can only function as part of an overall regulatory framework that is backed up
by an effective legal system and supporting institutions.
DLT-based exchange can evidence the transfer of ownership of asset-backed tokens from one known entity to
another, but the connection between the underlying asset and the digital token must be guaranteed by the
legal system. Additional institutions may also be required, for example, to guarantee the accuracy of external
reference points that are relevant to payoffs of smart contracts.

. Embedded supervision can be applied to decentralised markets that achieve economic finality.

If there is no central intermediary to guarantee that a transfer of funds or securities has become irrevocable, an
economic one must be applied. Following Auer (2019), economic finality means that a transaction can be
considered as final once it is certain that, from a specific moment, it will never be profitable to undo.

. Embedded supervision needs to be designed within the context of economic market consensus, taking
into account how the market will react to being automatically supervised.
Embedded supervision creates incentives for a regulated firm to cheat the supervisor by altering the transaction

history in the blockchain. Supervisors thus need to ensure that the market's economic consensus is so strong
that any attempt to deceive the supervisor will be unprofitable.

. Embedded supervision should promote low-cost compliance and a level playing field for small and
large firms.
Embedded supervision should be designed to keep the fixed costs of compliance low. The supervisor may need

to monitor aspects of decentralised markets — such as the verification market and the governance of
decentralised systems) to ensure a level playing field for entrants.

Source: Author’s elaboration.

Summing up, the first principle of embedded supervision calls for a proper understanding of what DLT-
based trading can achieve, and what it cannot. Just as in today’s system, a decentralised financial system
would need to be solidly rooted in both the legal system and supporting institutions such as land registries

10 The starting premise is hence that one needs to look beyond liability-less cryptocurrencies that still face substantial economic
challenges (see eg Carstens (2018 a,b,c), BIS (2018), Budish (2018) and Auer (2019)).



or rating agencies. What differs from today’s system is the operational setup of how these entities trade
with each other, how such trading is recorded, and how misbehaviour is deterred."

The second and third principles — which constitute the paper's core theoretical results — concern the
economic incentives at work to guarantee the finality of transactions in decentralised markets. For a
supervisor to monitor compliance involving any set of transactions and ownerships, these transactions
must be irrevocable and final (see CPMI-IOSCO (2012)). If there is no central counterparty capable of
vouching with a legally binding signature, some different criterion for transaction finality must be
established.

This paper focuses on the concept of economic finality proposed in Auer (2019), ie the notion that a
transaction is final once it is no longer profitable to reverse it."? To this end, | develop a distributed and
permissioned market in which “blocks” of financial contracts are verified by third parties. These verifiers
stand to lose a given amount of verification capital should a blockchain reversal ever occur that voids
existing transactions. From this setup, | develop the concept of “certain economic finality”, meaning that
a verifier’s total skin in the game is so high that no market participant would ever find it profitable to bribe
a verifier into reversing a transaction. | then argue that, if transactions are economically final, the supervisor
can take them at face value.

The third principle is that, when designing embedded supervision, supervisors need to take into account
the impact of their own actions on the regulated market. Regulated firms incur a cost in complying with
regulation that they would not incur voluntarily.” By the same token, in the DLT world, this creates
incentives for a regulated firm to cheat the supervisor by altering the transaction history in the blockchain.
| thus also model the supervisor’'s impact on the market and show that, if a supervisor wishes to monitor
compliance in real time, one strategy is to mandate a commensurate increase in the total amount of skin
in the game for the verifiers.

The fourth and last principle concerns the broader societal goals when designing embedded supervision.
The regulator’s goal is neither a specific market structure nor a specific form of exchange. Rather, it is to
create a stable financial system that offers high-quality services to consumers and business at the lowest
possible cost. In this regard, a key puzzle is that, despite ample technological progress, financial services
remain stubbornly expensive (see Graph 2). This might partly reflect the high barriers to entry created by
the costs of complying with financial regulation.

Against this backdrop, | discuss how embedded supervision could be designed with a view to harnessing
the "fintech opportunity” highlighted in Philippon (2016), as well as promoting low-cost financial service
provision and a level playing field for both incumbents and potential entrants. In this aspect, the
operational dimension is important. Public authorities can digitally sign and time-stamp relevant
information — for example, the central bank’s policy rate, data from national statistical offices or public
land and firm registries — so that it can be fed directly into relevant market ledgers. Further, the fixed costs
of compliance could be kept low by ensuring blockchain interoperability and developing an open-source
suite of monitoring tools accessible to potential market entrants.

" An additional key element is a watertight and ideally globally coordinated AML/KYC identity framework that keeps illicit activity
out of this novel ecosystem.

12 Auer (2019) examines economic finality for the case of proof-of-work-based consensus schemes. Bonneau (2016), Chiu and Koeppl!
(2017) and Budish (2018) offer related concepts and analyse the conditions under which blockchain transactions become prohibitively
expensive to reverse via so-called 51% brute force attacks.

'3 Underlying regulation addresses issues related to limited liabilities, market contagion, and other externalities (see eg Allen and
Gale (2000), Admati et al (2011), Admati and Hellwig (2013)).



Low-cost information technology has not yet brought down the price of financial services Graph 2

Prices of financial services have not ...despite availability of low-cost IT"2  Cross-border payments are
come down...! particularly costly?
1995 = 100 1995 = 100 US dollars
130 100 20
115 70 15
A A .~ 100 40 10
Pttt e 8 rprrrrrrrrrrerrrerrrrrr 0 e b b b b by 5
97 99 01 03 05 07 09 11 13 15 97 99 01 03 05 07 09 11 13 15 17 13 14 15 16 17 18
- DE = FR us — IN SA — G20
= CN = US

' Gross output price index normalised to equal 100 in 1995. 2 Simple average of the prices of computer components, software and
communication equipment. For DE, price of software. 3 Average total cost for sending $200 with all remittance service providers worldwide.
For CN and IN, receiving country average total cost; for G20, SA and US, sending country average total cost.

Sources: EU KLEMS; Eurostat; US Bureau of Economic Analysis (BEA), World Bank, Remittance Prices Worldwide,
remittanceprices.worldbank.org; World Bank; BIS calculations; author’s calculations.

| conclude by discussing challenges for legislators and regulators. The main legislative challenge is to
provide for the concept of decentralised economic finality in legislation governing financial market
infrastructure, ie to allow for ownership to be transferred without the involvement of a central registry.
Regulators and supervisors would further need to develop auxiliary frameworks that govern distributed
markets and their infrastructure, for example, when assigning the responsibility for dealing with crime in
decentralised markets. With this, the rise of DLT might lead to higher-quality compliance at a lower cost.
This stands, of course, in stark contrast to the current situation where DLT investors lobby for light
regulatory regimes while supervisory agencies struggle to apply AML/KYC standards to cryptocurrencies.

The structure of this paper is as follows. The next section outlines a potential future landscape for the
financial industry in which regulated financial entities trade in decentralised marketplaces. It also discusses
how these novel compliance processes could be organised. The next section develops a theoretical model
of a decentralised market, and sets out the conditions under which embedded supervision could operate.
The following section discusses what these considerations would entail on the part of regulators and
supervisors and, in particular, how novel regulatory frameworks could harness a technological opportunity
with a view to creating a stable and competitive financial sector.

Embedded supervision of decentralised finance: a primer

This section discusses the current compliance process and its costs, and how embedded supervision could
improve the compliance process in DLT-based markets that allow for decentralised trading of asset-backed
tokens, as well as, decentralised financial engineering based on these tokens.

4 Quintenz (2018) offers a very useful discussion regarding under what conditions software developers, transaction validators, or
users might be accountable for illegal activity on distributed platforms.
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The trade-off between costs and data gaps in today’'s compliance process

Today's compliance process involves compiling reports at multiple levels of data granularity. In both their
retail and wholesale businesses, banks engage in millions of individual transactions. These data need to
be collected, aggregated and delivered to a host of internal stakeholders (internal risk control, internal
compliance, management, trading desks etc) as well as to supervisors.

These data not only need to be delivered, but they need to be continuously deliverable. For example, to
ensure that account holders have access to their insured deposits in the event of a bank failure, 12 CFR
Part 370 of the FDIC's Rules and Regulations requires larger insured depository institutions to identify all
of their insured depositors (ie each individual account), so that their account information is always available
in the event of a failure."

Compliance is thus resource-intensive, confronting supervisors with a trade-off between getting the data
they need and keeping the costs of compliance within reasonable limits. On the cost side, surveys indicate
that compliance costs typically account for several percentage points of all operational costs at financial
institutions (see Graph 3, left-hand panel), although not all of this is due to the administrative cost of
complying with financial supervision. Costs are substantial for supervisors too (see Graph 3, right-hand
panel).

Data gaps are the inevitable price paid by supervisors as they seek to keep the costs of compliance within
limits. But the cost of such gaps can be devastating, as the collapse of Lehman Brothers in 2008 showed.
At the time, the worlds' major financial institutions were not able to compute their consolidated exposure
to the many subsidiaries of Lehman, so that “what would have been systemic risk morphed into systemic
uncertainty” (see Haldane et al (2015)).

The costs of compliance Graph 3
Firm surveys point to high compliance costs’ 2 Costs are substantial for supervisors too
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T Question: “As a percentage of annual revenue, how much do you believe your company spent or will spend on compliance?” Data do not
specify the cost subcomponent of complying with financial supervision.? Remaining percentage of respondents answered “did not
know”. 3 Overall supervision and regulation and related operating expenses of the Federal Reserve System. *# Supervisory fees.

Sources: Duff & Phelps “Global regulatory outlook”, various years; ECB Banking Supervision, www.bankingsupervision.europa.eu; Board of
Governors of the Federal Reserve System, Supervisory Assessment Fees Archive, www.federalreserve.gov/supervisionreg/supervisory-
assessment-fees-archive.htm; national data; author’s calculations.

> See www.fdic.gov/regulations/resources/recordkeeping/index.html. Similarly, under too-big-to-fail regulation, large banks
worldwide must have resolution plans ready, ie be able to separate their international and domestic financial businesses to insulate
local credit conditions from turmoil abroad. This requires that banks can, at short notice, identify and classify all business activities
as either domestic or foreign.
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While important gaps have been filled since the Great Financial Crisis (GFC),'® new ones are constantly
emerging as the financial industry evolves.”

Embedding supervision in DLT-based markets

How might the compliance process change in a Defi econsystem? To be sure, DLT-based innovations have
the potential to transform financial markets, in part as they offer radically new forms of transparency and
contestability.'® The starting premise is that one needs to look beyond Bitcoin and other “permissionless”
cryptocurrencies or cryptoassets' and instead focus on a “permissioned” version of the technology, which
facilitates normal market functioning by decentralised consensus, yet retains, as a backup, an overarching
(ie legal) coordination mechanism.

Such permissioned technology primarily enables the decentralised trading of stablecoins and other asset-
backed tokens, as well as decentralised financial engineering based on these tokens via self-executing
("smart”) contracts.

The near-term potential of such tokenisation is highest in wholesale markets, ie trade between registered
financial entities (see Mills et al (2016) and Benos et al (2017)). One example is the loan securitisation
market, which has significant scale in the United States. In international markets too, banks' wholesale
financial exposures are larger than their underlying business with non-financial customers. The dominance
of wholesale financing and trading is most evident when it comes to payments: across the world, over 90%
of all payments are of a wholesale nature. DLT could find widespread applications in such markets.

Exchanges or OTC markets could also be automated, as DLT can match demand and supply and automate
price discovery. Similar developments could be envisaged for options and futures clearing houses. A
principal application for DLT is to automate the flow of funds and the updating of security registers, which
could reduce administrative costs and, most importantly, settlement risk (see Ruttenberg and Pinna (2016)
and Chiu and Koeppl (2019)).2°

For their part, smart contracts (as outlined in Szabo (1997)) could replace central securities depositories
(CSDs). The latter are specialised financial organisations that hold securities so that ownership can be easily
transferred through book entry. CSDs thus make electronic trading possible, by doing away with the
transfer of physical certificates and by supporting trade automation. They also process dividend, interest
and principal payments, as well as corporate actions including proxy voting. All these activities could, in
principle, be automated via smart contracts.

Options and futures clearing houses could also be automated. These are financial organisations that clear
payments and financial products (securities and derivatives), thus reducing the risk of non-payment or
non-delivery of the financial products. In these instances, a DLT-based clearing system would have on its
ledger both cash (for settlement) and the financial product, or operate via smart contracts that would
connect a cash with a securities blockchain. As a smart contract can impose conditionality on both parties
to a transaction (cash vs deliverables only), settlement risk would be eliminated.?’

16 The cost of data gaps during the GFC was so evident that the G20 took the initiative in plugging them via a cooperation between
the world’s major international financial institutions, and national regulators.

7 One contentious example, which demonstrates the trade-off between getting relevant data and keeping the costs of compliance
within reasonable limits, is the supervision of the Basel lll leverage ratio. The ratio sets a lower limit on banks’ core capital as compared
with their total assets. For banks in the European Union, the leverage ratio is implemented using quarter-end snapshots, while in
other jurisdictions it is calculated on a daily average basis. This disparity creates incentives for banks to engage in regulatory arbitrage
in the form of trading around quarter-end dates (see Munyan (2017), CGFS (2017), and Aldasoro et al (2018)). A consultative process
proposing a globally uniform implementation of disclosure requirements has met with strong objections to the high process-related
burden (see BCBS (2018)).

'8 see ie FSB (2019) and Schar (2021).

1% Following FSB (2018a), a cryptoasset is a private asset that depends primarily on cryptography and distributed ledger or similar
technology as part of its perceived or inherent value. An asset-backed token is a digital representation of an actual asset or revenue
stream. The appendix contains a glossary of expressions used.

20 See also Malinova and Park (2017), Lee (2015), and ECB (2019) for how DLT could further develop in financial markets.

21 Of course, as is witnessed by recent flash-crashes, automation of financial trading can also create novel operational risks.



In the more distant future, exchanges or OTC markets for securities and derivatives might also become
candidates for automation, and in particular less liquid OTC markets. In these markets, potential sellers are
wary of disclosing their trading intentions in order to avoid driving prices against themselves. Instead of a
standard open order book, they prefer to trade through a network of dealers/brokers, who in turn can rely
on trusted contacts to execute trades with less effect on prices. A DLT-based version of such a market
could automate the price discovery process via the demand and supply curves fed into the markets by the
participants.

In all of these examples, it must be noted that the technology’s primary advantage is automation (ie of the
transaction process), thus reducing costs and settlement failure risks. But automation could also be
provided through a centralised organisation, as currently. The advantage of DLT is that market participants
could set up a market platform that would then function autonomously after the point of release.?

However, if such DLT-based markets were to develop, new ways of delivering data to financial supervisors
and other stakeholders would open up. The key is that a DLT-based market already embodies all the
relevant information, which supervisors could then readily access. Obviously, as financial firms will not
want to reveal their trades, the ledgers would normally be encrypted. The compliance process would then
consist essentially of determining which internal and external institutions could access which part of the
underlying data and at what level of aggregation (see Graph 4).

Compliance process using embedded supervision Graph 4
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Embedded supervision can verify compliance with regulations by reading the distributed ledgers in both wholesale (symbolised by the green
blockchain) and retail banking markets (symbolised by the yellow blockchain). Supervisors could access all transaction-level data. Alternatively,
the use of smart contracts, Merkle trees, homomorphic encryption and other cryptographic tools might give supervisors verifiable access just
to selected parts of such micro data, or relevant consolidated positions such as to institution-to-institution or sectoral exposures. Firms would
only need to define the relevant access rights, obviating the need for them to collect, compile and deliver data.

Source: Author’s elaboration.

22 When evaluating the economic case for DLT and its embedded supervision, therefore, the potentially cumbersome process of
setting up a decentralised system must be compared with the cost of rent extraction by a monopolist providing a similar but
centralised service, or the potential political economy dynamics if a government institution were to run the associated system. It is
not a given that the decentralised system is more efficient (see Yermack (2017), Aste et al (2017), and Catalini and Gans (2017), and
the formal analysis of Huberman et al (2017).



As noted above, embedded supervision could monitor compliance with the Basel Il capital standards.??
The latter could be automatically verified by computing the borrowing and lending balances and the
associated risk weights in the relevant distributed ownership ledgers. Such calculations can apply not only
to stock positions, eg end-of-reporting period compliance, but also be used for real-time sensitivity
analysis of a balance sheet’s exposure to market fluctuations, eg automated calculation of value-at-risk via
simulation of ledger-based structured products and contractual obligations. In similar vein, also the full
asset backing of an “on-chain” collateralised stablecoin could be automatically verified. For such a
stablecoin, the value backing is provided by assets that are themselves traded on a distributed market.
The coin itself is a smart contract that aims to create a stable value via financial engineering based on
these underlying assets.*

Notably, this does not imply that data would need to be openly accessible,?> nor does it mean that any
supervisor would have access at an all-item level. Supervisors would gain access only to the relevant data,
depending on whether they need transaction-level information or a more aggregated view. In this way,
embedded supervision could help to maintain the confidentiality of firms and their customers, since
cryptographic tools could be used to limit access only to selected parts of the underlying data or relevant
aggregates. For example, information on aggregated financial exposures could be disclosed, but without
revealing the underlying micro data.?®

Graph 5 summarises the elements of a blockchain adapted for embedded supervision. In the envisioned
markets, the legal system would validate “oracles” — external reference points, such as ratings, on which
the payoffs of certain ledger-based financial products may depend. Rating agencies, as well as land and
other registries, and other external data providers would feed external data into a ledger, while
decentralised exchanges would facilitate the trading of tokenised assets and financial contracts.

It can also be surmised from Graph 5 that the first principle of embedded supervision calls for a proper
understanding of what DLT-based trading can achieve, and what it cannot. As regulatory compliance only
applies to regulated entities, embedded supervision can only be useful in the context of transactions
involving regulated financial intermediators.

Embedded supervision would not relieve the boards and senior management of financial intermediaries
of their responsibility to comply with regulation (see the United Kingdom's senior manager regime as
detailed in Financial Conduct Authority (2017) for an example of current legislation). One aspect is that
technology is fallible and management needs to know how adequately their institution is fulfilling the
prudential requirements in order to correct any issues. But more fundamentally, even if a given institution
is transacting on a DLT-based financial market, it might also be active on other non-DLT based markets,
and reporting whether this is the case must be a management obligation.

Moreover, while DLT can evidence the transfer of ownership of asset-backed tokens from one entity to
another, the connection between the underlying asset and the digital token must be underpinned by the
legal system. For example, if there is a token-based bond of a specific company that itself does not
participate in the distributed market, a legal institution must enforce the payment of interest and principal.
Legal backing is also needed for the validity of oracles. For example, for the trading of a smart contract
that reproduces the payoffs of an inflation-linked bond, the payouts depend on the inflation measure that
is fed into the ledger from an external source. A final key element must be a watertight and potentially
globally coordinated KYC identity framework that keeps illicit activity out of this novel ecosystem.

2 See BCBS (2017) for a high-level overview of these standards.

% See the stablecoin taxonomy of Bullmann et al (2019), and more generally the taxonomies of digital money of Bech and Garrat
(2017) and Adrian and Mancini-Griffoli (2019).

% Due to coordination issues, it might not be socially desirable to make transaction data public (see in particular Morris and Shin
(2018) for payments, Dang et al (2017) for banks, Goldstein and Leitner (2018) for stress tests and information disclosure, and the
empirical treatise on bank transparency and deposit flows by Chen et al (2018)).

% The current state of technology supports this for transactions that encode pre-defined transfers of cryptoassets. In the field of
computer science, it is an open question as to how far smart contracts can be used in such a setting. Of course, market participants
must be obliged at all times to use transaction systems that allow access to supervisors.



Example of a DeFi market ledger providing for embedded supervision Graph 5
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The blockchain records the history of transactions and contractual obligations, as well as links to relevant external information sources (oracles)
and a vector giving regulatory bodies access to the information. Market participants transact on the blockchain, which records their
transactions and obligations in the form of smart contracts. Payoffs of structured financial products, etc may depend on oracles, which are
external reference points such as official interest rates, exchange rates, or market rates elsewhere. Supervisors in various jurisdictions have
access to the (non-public) information in the ledger, can apply their regulatory model and may also specify circuit-breaker rules for the
resultant payoffs.

Source: Author’s elaboration.

Embedded supervision in markets that achieve economic finality

Novel distributed markets can only be automatically supervised if transactions in these markets are final —
the notion that the perceived balance of ownership that one communicates to the supervisor is immutable,
or that “a transfer of funds [or] a transfer of securities that have become irrevocable and unconditional”
(see CPSS (2003, p 496)). Traditional institution-based exchange is protected by the legal system: it is final
by law and cannot be revoked.

Embedded compliance would replace this legal and institutionally based trust with a scheme by which the
distributed market applies an economic incentive to achieve agreement (ie a consensus) on updates of
the ledger (ie on transactions). The supervisor would then accept this consensus as valid if it can be proven
to be irreversible. But what are the conditions for such irreversibility?

The remainder of this section exemplifies the conditions under which a supervisor can trust the information
contained in a DLT-based market that lacks such a legal criterion. To this end, | examine under what
conditions a distributed market functions, and derive the conditions under which the supervisor can trust
the ledger’s data. In doing so, | build on Auer (2019) and define a payment as final once it is certain that,
from a given moment, it will never be profitable to undo the transaction via a double-spending attack.



Economic finality in a permissioned market with decentralised verification

In what follows below, | model a distributed market in which transactions are verified by third parties
standing to lose a given amount (verifiers’ “skin in the game”, “stake”, or “verification capital” in what
follows below) should a blockchain reversal ever occur that voids existing transactions.

The model | describe is general. It could, from a technical perspective, be implemented in various ways.
One is a permissioned DLT-based market with an overarching coordination mechanism that deters
misbehaviour by ensuring that verifiers lose a given amount of deposited capital or pay a fine should they
ever verify conflicting blocks.?” Further in the future would be permissionless “proof-of-stake” consensus
algorithms that tackle the so-called "nothing-at-stake” and “long-run attack” problems that plague current
versions of this technology.?®

The first theoretical result | derive is a sufficient condition for transactions in this market to be economically
final. At each point in time, each block contains contracts that generate net transfers. This creates
incentives for the party on the losing side of the contract to bribe verifiers into undoing the blockchain
and voiding the contract. The total amount put up by the verifiers as skin in the game has to be high
enough to deter this.

| show that economic finality in this market requires that the total amount of verification capital securing
the block is higher than the maximum net transfers that could be generated by undoing the block in
question. | derive this result by, first, showing that, while potential attackers could attempt to undo a chain
of any length (ie undo only the last block, undo the last two blocks together, undo the last three blocks
together etc), the most profitable attack strategy is to reverse only the last block. | then show that undoing
the last block is never profitable if the maximum net transfers generated by the block in question are
smaller than the total amount that is at stake for the verifiers, which is a sufficient condition such that there
can be no coalition of losing parties who would find it profitable to bribe verifiers to undo the chain.

The second result concerns the supervisor’s impact on the market. Embedded supervision is no free lunch,
as the supervisor's actions might themselves strain market consensus. Axiomatically, regulatory
compliance creates a financial burden for the regulated entities (for, if it did not, there would likely be no
need to regulate the market). For example, if a market participant would like to finance the loss from a
contract with debt, but minimum equity regulation were to bind, the cost of any loss created by the
contract would be that of the marginal cost of equity, which many argue is higher than that of debt.

Thus, if market participants know that the market’s data are being used to determine whether they are
compliant with regulation, this would create incentives to fool the supervisor and undo the blockchain.

| show that there are two potential responses. If a supervisor wishes to monitor compliance in real time,
they must mandate a commensurate increase in the total verification capital. However, an alternative
strategy is to embed embedded supervision in the market equilibrium without requiring any additional
verification capital, which is possible if the supervisor applies compliance with some time lag. The
underlying intuition is that, while a competitive verification market will generically set a verification capital
such that blockchain reversals are made marginally unprofitable at the time of signing, less capital is
needed once a transaction is “buried” in the blockchain, ie once subsequent blocks have been verified and
added to the chain. The supervisor can utilise the resultant residual verification capital in the deeper layers
of the blockchain and read the market data with some lag without straining market consensus.

27 |n case of a permissioned model with fines, the market is similar to today’s arrangements. One key difference is that fines would
depend not on legal arguments but on cryptographic proofs of events or actions.

2 See Kiayias et al (2017), Buterin and Griffith (2017) or Zamfir et al (2018)) for proposed implementations. The “nothing at stake
problem” refers to the difficulty of deterring that verifiers can create multiple conflicting blockchain histories at no cost (see Poelstra
(2014) for a description and Saleh (2018) for an economic analysis). “Long-range attacks" refers to early verifiers inventing alternative
transaction histories long after having withdrawn their stake from the system. In particular, the latter problem might require some
form of institutionalisation for successful proof-of-stake implementations.



To establish these results, it is necessary to introduce some notation.

Notation: time t and block number b. |n the environment described below, time is discrete and indexed
by t, and one new block indexed by b is added to the blockchain in every time period.

Importantly, b is normalised so that it is equal to t. With this definition, block b is the one that was added
to the chain at time t, and b-t corresponds to the time that has elapsed since block b was written into the
blockchain.

Financial contracts and payoffs. In each block b, N, market participants pay a fee m (solved for below),
which gives them the right to sign a financial contract into the block. These contracts are indexed by i. b;
denotes the bock in which contract i is signed into the blockchain. After financial contract i is signed into
block b;, it generates a series of net payoffs for the involved parties. These financial contracts can be
thought of as any type of financial transaction with uncertain future net payoffs. One example for such
contracts is an American put option on a stock at strike price X issued by A and held by B. The net payoff
to A is equal to the price of the put option when the contract is initially signed, equal to
min[0, —(X — Price)] when the stock matures, and 0 at any other point in time.

| assume that, before engaging in any transaction, market participants must hold on-ledger funds that are
always sufficient to meet the contract’s net payoffs directly on-chain (thus doing away with settlement
risk).

While they remain on the blockchain, contracts generate losses or gains. | denote the payoff generated by
contract i at point in time ¢ > b; by ¢;,.?° | am assuming that the total cumulative payoff (ie the net present
value of all the payouts that the contract has generated in its lifetime or is expected to generate) at point
in time t is distributed i.i.d. over time:

(M

_ € [—g, g] if contract remains on the ledger
LE=bi 0 if the contract has been netted

Contract netting. | allow market participants to enter and leave the market. If they leave the market,
participants can cash out of the market, ie they settle their contracts using off-ledger funds: the party with
a negative balance transfers off-chain funds to the party with positive funds, and the two parties then void
the contract on the blockchain.3® | am assuming that this happens at least every L blocks (ie all contracts
are taken off the ledger after L blocks) and also, that in each block thereisashare 1 - (0<1-8<1)
of contracts that are netted early (again, netting means to net on-chain positions via off-chain payments
and then void the contract on the chain). All contracts are hence netted if t — b; =L. Before that point in
time, a share of f¢+D~Pi js not yet netted.

Transaction verification. Blocks of new contracts are signed into the blockchain by verifiers, which are
third parties who stand to lose should the block they have verified be reversed at some future time. Since
contracts can generate net on-ledger payoffs, the losing party has an incentive to undo the blockchain
and with it the transaction. There is thus a need for some actors to verify the contracts that are written
into the blockchain. These verifiers could also perform other actions, such as KYC/AML or other legal
background checks.

| assume that verification happens at the block level, and that this is done by verifiers indexed by v € V.
For each block b, the system randomly assigns a sufficient number of verifiers and a pre-determined order
in which they can verify blocks. Each verifier has a verification capital of s,3" which can be interpreted as
the actual capital at stake or as the expected cost of legal fines in the case of misbehaviour. The latter

2 |f contract i is between A and B, the payoffs to B are the exact mirror image of A's payoffs. Without loss of generality, we thus focus
on A’s payoff.

30 Technically, one important condition is that the netting of a contract must not be subject to a double-spending attack. One
implementation could be that participants issue each other “proof-of-netting” receipts that can be attached to the blockchain at any
point in time, ie they could be reinserted to the blockchain by either party in case of a blockchain reversal.

31 The assumption that verifiers are homogenous is made for ease of exposition. The model at hand with v verifiers each posting a
stake s is isomorphic to a model in with heterogeneous competitive verifiers whose total verification capital sums to vs.



amount is equal to the amount the verifier stands to lose should they verify a block that later turns out to
be invalidated (ie is not included in the blockchain the market coordinates on).32

At a point in time/block b, the selected set of validators have two options: verify block b with their
verification capital, earning the fees, or not to verify the block and invest their verification capital elsewhere
to earn a return of §.

The fee income is split among the validators, each receiving a fee income of f = N,m/v,. The latter fee
income is paid with a delay of L, ie once all contracts have been netted. Once a validator has used its
verification capital to verify a block, the verification capital is blocked for L blocks until when it is released
and can be used to place as verification capital again.

If, in the meantime, a blockchain emerges in which v has verified any different block, v's verification capital
is lost (and so is the fee f). | further assume that market participants know the set of verifiers of each block
before they sign a transaction into the blockchain, and that market participants follow two rules.

a) If two or more rival blockchains emerge, market participants sign their blocks only into blocks
added to the blockchain with the highest cumulative amount of verification capital.

b) Market participants sign their contracts into a block only if the verification capital in the
respective block is sufficient to ensure that the blockchain will never be reversed.

Given rule (b), no rival blockchains will ever come into existence, but equilibrium still requires a statement
on the assumed off-equilibrium behaviour of market participants.3

Validators are assumed to act selfishly, ie they can be bribed and will take part in a "blockchain history
reversion” attack if they receive a bribe marginally larger than their verification capital s plus the income f
they lose on the voided chain.3* Let b denote the most recent block and assume that an adversary wants
to undo a contract that is contained in block b-x. The adversary needs to bribe an amount such that the
resultant chain has more verification capital, ie an amount larger than ¥¥=2_ (s + f)v,,.

Rule (b) hence requires the incentives of a potential attack on this market to be analysed. The gain from a
potential attack to the attacker is the value of the contracts that are being undone. At any point in time,
since any contract only generates a transfer between two parties, many agents will have contracts with a
losing value. These losing parties might form a coalition and jointly pay to undo the blockchain. We thus
need to define C,, the maximum gain from voiding block b in the chain at time t:

— (t+1)-by. . _
Cb,t = Zieb Hi,tmax“Ci,t” = {ﬁ ) ZLEb max“Cl't” - sl

2
0,t—b=L ©)

Picking the maximum among the absolute values of payoff realisations (max||c;.|]) reflects the fact that
either A or B could be the losing party of contract i, and the highest loss has to be considered.

IT; . is the indicator function, taking a value of 1 if the contract is still active, and 0 otherwise. Fort —b < L,
the latter happens with probability ¢+, ie one period after block b is added to the blockchain only
B < 1 of the contracts are still live.

With the above-assumed support of potential payouts (see equation (1)), it holds that C,, = B¢*Y=PN, ¢
as long as t — b < L. Armed with the maximum value that can be gained by undoing block b at point in

32 Technically, this can happen. The original blocks created by the attackers can simply be imported into the main chain as “proof-
of-malfeasance”.

3 Rule (a) is an equilibrium strategy (as it coordinates market participants on a common chain and nobody would want to transact
on a chain that is not transacted on in the future). The game theoretical analysis of Biais et al (2017) is likely also to apply in the
setting of the present paper, meaning that there could be different strategies that are also an equilibrium.

34 Such bribery would take place via off-chain payments.

% In summing over all maximum losses, | am allowing for the possibility that contractual payoffs are perfectly correlated across
contracts in a block, so that idiosyncratic large payoffs do not even out. If instead contract transfers is idiosyncratic, the right-hand
side summation in (1) is over the mean absolute loss rather than the maximum.



time t, it is possible to derive the amount of verification capital that is high enough to guarantee that it
certainly will not be profitable to undo the blockchain.

One necessary (but alone not sufficient) condition needed for economic finality is that block b will not be
reversed at period b+1:

BNpc < vp(s +f)

Where v, is the number of verifiers guaranteeing block b. The condition that it must be unprofitable to
reverse the latest block is not sufficient, however, as it must also hold that it is not profitable at point b to
undo both block b and the previous block b—1. Generally, the necessary and sufficient condition is that it
will be unprofitable to undo any attack of length x:

Certain economic finality. Transactions on the market can be considered final if
E [max Y=o Coke — Vp-i(s + f)] <0 3)
x<L

Equation (3) says that no strategy to undo only the last block, or the last two blocks, or the last three
blocks, and so forth, can ever be profitable, even under the most adverse realisation of payoffs.

However, it is noteworthy that an induction argument shows that 2N,¢c < v,_,(s + f) and that, therefore,
if one can assume that market participants one period previously have set the total verification capital high
enough to ensure that under no circumstances will it be profitable to undo block b — 1, it also holds that
with BN,c < S,, it will not be profitable to undo a chain of length 2, as

(Vp-1(s + ) = B2Npe) + (vp(s + ) = BNpc) > (vp-1(s + f) — BNyc) + (vp(s + f) — BNyc) > 0

Further iteration of this argument shows that SN,c < v, (s + f) is not only necessary for the equilibrium,
but also sufficient.

The described market can hence be viewed as final if v, the number of verifiers of block b is equal or
BNpe

exceeds .
(s+f)

Free entry of verifiers and market equilibrium. Entry into the pool of potential verifiers is open to
anyone, but requires the verification capital s to be locked in, which could otherwise be invested at rate §
per unit of time/block.

In equilibrium, it holds that

v = A @
m=Bc(1-(1+6)7h ©)

Proof: In equilibrium, transactions must be final and validators must break even. Given that the stake

needs to be deposited for L periods, a potential verifier compares investing the amount s for L periods to

receive the compounded return s(1 + §)% with the alternative of receiving stake s plus fee income f at

the end of the period. The free entry condition of potential verifiers thus implies f +s = s(1 + §)*.
BNpc

Combining the latter free entry with the finality condition (3) yields v, = ST and in turn also solves for
(5).

The equilibrium user fee 7 is independent of s, the amount that is deposited by each verifier. This is so as
lower s means that a proportionally higher number of verifiers is needed to ensure finality, leaving the
total amount of verification capital and thus implied opportunity costs unchanged.?® The equilibrium fee
is also independent of N}, the number of contracts that are written into the chain. This is so because an

% This consideration also makes it clear that, while in the model at hand it is assumed that each verifier has to deposit a fixed amount
s, as long as entry is contestable and no verifier has market power, the results are isomorphic to allowing for heterogeneous amounts
of verification capital and fees that are proportional to a validator's verification capital.



increase in the number of contracts requires a proportionally higher number of verifiers to ensure finality,
leaving average cost per contract unchanged.

The equilibrium user fee m is proportional in ¢, the upper bound on losses that needs to be deterred:
higher potential losses require more verification capital, in turn leading to higher costs per contract. Fees
also increase with the opportunity cost of verification capital §, the length L for which such capital has to
be locked in, and decrease in (1 — B), the share of contracts that expire early.

Residual verification capital buried in the ledger. An important insight is that, because the condition
that the most recent block is not undone is the most stringent of the set of no-attack conditions in
Equation (3), an excess of verification capital starts to build up in the ledger. The reason is that the
verification capital is only freed after L periods, although a fraction of 1 — B of the contracts are settled in
each period. Therefore, if the current block is b, the free verification capital of block b-2 is equal to
N,Bc(1 — B). More generally, the residual verification capital in the chain from block b to b+t is equal to

Residual verification capitaly, ;4 = BNpC Xk—o(1 — %) 4

Embedding supervision in decentralised markets

Equation (3) sets out the conditions for the market to be economically final if working on its own. But this
does not automatically mean that the supervisor can trust the market's ledger: if market participants know
that the supervisor will use information from the blockchain, this in itself might give market participants
an incentive to report false information in order to fool the supervisor.

To model the supervisor’'s impact on the market, | assume that each contract, as long as it is live, generates
an additional supervisory payoff r; ...,,.. The supervisory payoff can be thought of easily in the context of
minimum equity regulation. If the contract is such that a negative payout for A is expected upon
settlement, this reduces A's equity, which might bring it below the supervisor's mandatory target and
necessitate a costly capital injection. If this is true, the regulatory cost is the marginal additional cost of
equity over that of debt. For example, if the cost of debt is 2%, but the cost of equity is 6%, any loss ¢
would cost 1.02¢ if the firm can finance itself with debt, but 1.06¢ if it is mandated to finance losses by
raising additional equity. In this example, the net payoff would thus be c;; = 1.02c, while the regulatory
payoff would be the additional cost r;; = 0.04c.

Going beyond the specific example, | assume that, much like the actual payoffs c, the regulatory payoffs r
too are bounded by r. Arguing along the above lines shows that, for the market to keep functioning (ie
without any blockchain history reversals to a very high degree of certainty), with the supervisor applying
compliance in this way, additional verification capital would be required equal to SN,r.

Defining the maximum regulatory gain from voiding block b in the chain at time t by R,,,

pErD-bY. max[|ri,t|], t—b<lL

Eb,t = Yieo Hi,tmax“ri,t” = { 0 t—b>1L

Supervision-resistant economic finality. If the market is supervised via the distributed ledger's
information, transactions in the market can be considered final if

IEEZ([Z%ZO Choiet + Ro—kt = Vp-ieS] < 0 (5)

One solution for the supervisor is thus to mandate that the total verification capital satisfies vs =
BN,(r + ¢), but this necessitates a higher amount of verification capital, which is costly.

Equilibrium allowing for real-time embedded supervision: a market can be automatically supervised,

BNp(r+c) If the

with the regulator reading the ledger in real time, if the number of verifiers satisfies v, > Sl -

latter inequality binds, the fee m for a transaction is equal to B(r + ¢)(1 — (1 + §)71).



Another solution is possible, which is to lag the appliance of supervisory compliance. For example, assume
that the supervisor sets equity requirements such that a firm's equity has to meet the block requirements
one block removed. Then, it holds that residual capital equals:

(Sb—l — BNy (r + E)) +(Sp = BNyc),

which can be positive if r < ¢(87* — 1). More generally, consider a supervisor who allows regulatory
requirements to be applied following an integer number of X blocks after the actual transaction block. The
residual verification capital at lag x is equal to

BP~*Ny_rc = Sy
k=0
The supervisor can thus apply embedded supervision, without mandating a higher verification capital, by
applying compliance with a lag x, satisfying:

X
Zk B ¥Ny_c = Sp_ > BNy
=0

Note that, in all existing regulation, data are delivered to the supervisor with a substantial lag. Here, the
supervisor gets instant access to the data, but does not apply any supervisory measures until after a certain
time lag has elapsed.

Operational aspects of embedded supervision: harnessing the fintech
opportunity

The above section explores the conditions under which a supervisor might take the data of a distributed
ledger at face value. However, it is mute on why supervisors and regulators should actually invest in an
infrastructure allowing for embedded supervision. Their goal is neither a specific market structure nor a
specific form of exchange, but to assure high-quality, low-cost, and inclusive financial services, as well as
a stable financial system. With these goals in mind, there are operational aspects to consider, aimed at
bringing down the fixed and the marginal cost of doing business.

Bringing down the fixed cost of doing business is an important step towards levelling the playing field for
small and large firms.3” As a side effect of this focus on detailed regulation and supervision to tackle the
risks of complex large financial intermediaries, supervisors may have created compliance costs that
disproportionally affect smaller intermediaries (see Graph 6 and Philippon (2016)), thus favouring
concentration.3®

37 n particular, following the Great Financial Crisis, politicians, legislators and supervisors have focused on increasing the resilience
of the financial system and, in particular, of the large banks that account for the bulk of total positions and thus aggregate risk (see
G20 Leaders' Statement (2009)), an effort that is still ongoing (see Caruana (2016), BCBS (2017), FSB (2017), Carney (2017 and 2018),
BIS (2018), and Carstens (2018e)).

31t is well-established that despite ample technological progress, financial services remain expensive (see Philippon (2015), and
Bazot (2018), as well as Graph 1 above).



Smaller financial institutions are disproportionately affected by compliance costs
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A first goal of embedded supervision should be to lower the fixed cost of compliance, thus levelling the
playing field for large and small institutions.3® One operational aspect is for regulators and supervisors to
take an active role in the design of the market, in particular regarding standardisation of the database
structure (by ensuring interoperability of various blockchains). Another one is developing a freely available
open-source suite of monitoring tools to create clarity regarding how specific regulatory frameworks are
applied in practice.

Efficient guidance of market standards to ensure contestability may also require adequate definitions of
what it means to truly "decentralise” decision-making, risk-taking and system governance (see Buterin
(2017) for a discussion and Walch (2017, 2019) for critical reviews).*° Regulators and supervisors can steer
some design elements of new decentralised markets, as they will set the market standards under which
regulatory compliance can be automated.

A second operational goal is to reduce the marginal cost of doing business by facilitating access to
trustworthy official information. One easily implementable aspect is for public authorities to directly offer
digitally signed and time-stamped information that can be fed into relevant market ledgers. In many cases,
financial contracts may reference data originating from the official sector, such as the central bank’s policy
rate or data releases by the national statistical officers. Moreover, in many jurisdictions, firm and land
registries are operated by the government. Enabling low-cost tokenisation of the underlying firms and real
estate will be facilitated if these registries make their information accessible in digitally signed, time-
stamped and publicly available form.

A last operational aspect concerns the handling of disputes. Regulatory frameworks or standards could
determine arbitration processes if information referenced in smart contracts turns out to be fraudulent.

3 Independent of technology, a regulator may want to offer differently tiered regulations that provide for lighter regimes for smaller
ventures or for investors better equipped to analyse and deal with risk (“qualified investors”). For example, the US Securities and
Exchange Commission (SEC) adopted Regulation Crowdfunding in 2015. ICO regulation could thus be seen as an "IPO light” for small,
early-stage and risky ventures. Hohl et al (2018) offer a general review of how various jurisdictions apply the concept of
proportionality to avoid excessive regulatory burden for smaller entities.

40 Even with the most decentralised systems, many aspects of centralisation remain, for example when it comes to the evolution of
the code (core developers etc). Further to this, as shown by the concentration of the mining power of all of the world’'s major
cryptocurrencies in the hands of only a few companies or mining pools, even systems that are intended to be decentralised have a
tendency to centralise due to unforeseen returns to scale. Regulators and supervisors could counteract this, for example, by setting
standards that guide or encourage entry into the verification market.



This could happen where the smart contract has a security vulnerability (which is frequently the case, see
Luu et al (2016)) or in other unforeseen events such as if a smart contract is based on an interest rate
benchmark that ceases to exist. Ultimately, the world is often too complex to be put into code, and the
added value of decentralised automation has to be seen as simplifying the standard execution of a
contract, while more complex cases might need to be handled via a legal procedure.

Conclusion

This paper has argued that supervisors might build on decentralised finance to use DLT to efficiently
supervise financial markets. The basic premise is that regulating blockchain-based finance should not
require a departure from long-established principles on the regulation of specific economic activities.
Rather, regulators and supervisors might consider investigating how their use of technology could evolve
alongside that of the financial industry.

Embedded supervision is distinct from other forms of “suptech” or “regtech”, which aim to use machine
learning or artificial intelligence to more efficiently monitor the financial industry (see FSB (2017) and
Broeders and Prenio (2018)).

The key principle of embedded supervision is to rely on the trust-creating mechanism of decentralised
markets for regulatory purposes too. DLT-based markets change the way assets are traded and how they
are packaged into complex financial products. Since the information contained in the blockchain is verified
by decentralised economic consensus, it could replace current processes for data delivery and verification.
In today’s compliance process, the data’s trustworthiness is guaranteed by the legal system, the relevant
authorities and the threat of legal penalties. In DLT-based markets, by contrast, data credibility is assured
by economic incentives. In this world, the supervisor must examine the conditions under which the
market's economic consensus is strong enough to guarantee the quality of the data contained in the
distributed ledger.

These considerations highlight the main legal challenge facing legislators, regulators and global standard-
setting bodies. This challenge goes deeper than current discussions on under what circumstances
cryptocurrencies should be considered as commodities, securities or other asset classes.*' Rather, it is how
to embed the concept of economic finality in today’s legal system, and the adjacent question of how to
treat such assets on balance sheets.*’ In most jurisdictions, the legal setup is such that a single and
regulated clearing and settlement provider is required to verify that an irreversible transfer of ownership
has occurred. DLT, however, achieves such a transfer via the economic incentives of verifiers rather than
by the authority of a central institution. Only if the principles of finality underlying the regulation and
supervision of financial markets infrastructures are modified to recognise decentralised exchange could
DLT ever gain traction in regulated finance.** Along with this, regulators and supervisors would also have
to design rules regarding the assignment of responsibility in decentralised markets in the case of illegal
activity.

To implement embedded supervision, regulators would also be required to acquire substantial
technological know-how and the willingness to adjust their operational approach to the technology that
is being developed by the financial sector.

4! Financial Market Supervisory Authority (2018) is an early contribution. It sets out how the existing regulatory frameworks will be
applied to new DLT-based financial products according to underlying economic activity. Further, see US CFTC (2015), Financial Market
Supervisory Authority (2018), HM Treasury-Financial Conduct Authority-Bank of England Crypto-assets Taskforce (2018), Gensler
(2018), Clayton (2018), or Pierce (2018). FSB (2019) surveys regulators and their mandates for cryptoasset regulation.

42 See European Banking Authority (2019) and BCBS (2019 and 2021) for current guidance on the treatment of cryptoassets on
balance sheets. These do not discuss the explicitly discuss the notion of finality, but focus more generally on the great risk such
investments carry.

4 Indeed, the Principles of Financial Market Infrastructures (see CPMI-IOSCO (2012)) are intended to be neutral to the organisation
and function of financial market infrastructures (see paragraph 1.9).



Around the globe, many supervisors are open to this possibility and some have developed the requisite
sandboxes. One example is “LBchain”, the Bank of Lithuania’'s blockchain-based sandbox that seeks to
embed a regulatory infrastructure in a DLT-based market. Another one is the Federal Reserve Bank of
Boston’s supervisory node case study.** The benefits might include lower costs for both market
participants and supervisors, real-time monitoring, deeper insights into the use of internal models, and
improved detection of potential window-dressing and other abuses. In this way, contrary to the current
situation where cryptocurrencies threaten to undermine AML/KYC standards, efficient supervision could
become a key use case for DLT. With this, the advantages of a contestable financial system that is open to
novel innovators might be realised, also contributing to a diversified and resilient financial ecosystem (see
FSB (2019)).

Last, also central banks could play a role. Once Defi ecosystems are properly regulated and supervised,
central banks could support them by developing wholesale central bank digital currencies with
programmability similar to today's cryptocurrencies. These could overcome trust problems that plague
privately issued stablecoins (see ie Frost et al 2020) act as a trust anchor to support these markets, allowing
them to grow.*
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Appendix: glossary and list of “DeFi” chains

Glossary

Table A1

Asset-backed token

Cryptoasset

Cryptocurrency

Decentralised finance
(DeFi)

Double-spending

Economic payment
finality

Miner

Permissionless

Proof-of-work

Proof-of-stake

Protocol

Smart contract

A DLT-based digital representation of a genuine asset, revenue stream, or legal claim based on
DLT.

Often used synonymous for cryptocurrencies (see BCBS (2019)).

A cryptocurrency is a digital asset that can be traded on a blockchain or other distributed ledger
that is protected from sybil attacks using a permissionless economic mechanism such as proof-
of-work or proof-of-stake. Cryptocurrencies do not constitute claims or ownership rights on
other legal entities. They gain their worth from the assumption that supply is fixed or follows a
predetermined pattern, and that cryptocurrency units can be used for payments, speculation, or
other purposes.

DeFi is decentralised financial engineering based on computer programs (“smart contracts”) and
deployed on top of distributed ledgers such as Ethereum or Solana.

Strategy that consists of spending in one block and later undoing this by releasing a forged
blockchain in which the transactions are erased. This needs short-term access to enough
processing power to overwhelm the remainder of a cryptocurrency's network of miners in proof-
of-work blockchains. In proof-of-stake systems, this entails owning or bribing a majority of the
staked resources.

Definition of payment finality in blockchain transactions developed in Auer (2019). A
cryptocurrency payment can be considered as final once it is certain that, from a certain moment
of time onwards, it will never be profitable to undo the payment via a double-spending attack.

Agents who update the blockchain through computational work and receive block rewards and
transaction fees in exchange for adding batches of valid transactions to the blockchain.

If anyone can participate in a system and all users have the same access rights, the system is
permissionless.

Mathematical evidence that a certain amount of computational work has been completed,
necessitating the use of expensive equipment and electricity. Relies on one-way functions, which
require little computing power to compute the image of a random input but a
disproportionately large amount of computing power to perform the inversion (ie compute the
random input of an image).

A system in which blockchain update coordination is enforced by requiring transaction verifiers
to pledge their coin holdings as guarantees that their payment confirmations are correct.

The coded “laws” of a cryptocurrency. Set of rules that governs what constitutes a blockchain
that is accepted by the network of users.

Computer programs that are either self-executing or triggered by external transactions (Oracles).

Sources: Authors elaboration, Financial Stability Board (2018a,b); Auer (2019).
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Defining "DeFi” coins by market capitalisation-to-total value locked ratio Table A2

Chain List of “DeFi" coins, ie those cryptocurrencies with a market capitalisation-to-total value
locked ratio of 50 or below on March 15.03.2022

Nervos 0
Skale 0
Fusion 0.23429
Fantom 0.52084
Kava 0.85532
Sifchain 1.08199
Waves 1.09331
Sora 1.17414
Telos 1.46482
Tron 147947
Wanchain 1.67672
Osmosis 1.77038
Terra 1.94826
Avalanche 1.97585
Harmony 1.99321
Gnosis 2.01347
Klaytn 2.53805
Celo 2.7622
Polygon 2.7858
Ethereum 3.5319
Oasis 3.82787
Cronos 3.90296
Heco 4.05943
Solana 4.06228
Meter 5.00885
Kusama 5.09529
Elrond 5.10142
Energi 5.26439
Nuls 5.36159
Fuse 5.80833
Lamden 5.89113
Ubiq 6.29552
Icon 6.77643
BSC 6.87569
Polis 747944
Kardia 74915
HPB 7.56776
EOS 7.7586
Proton 8.02975
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28

OKExChain
Thorchain
Ontology
Everscale
loTeX
Near
Elastos
ZYX
ThunderCore
Theta
Stacks
NEO
Songbird
Polkadot
Velas

Ultra
Secret

csc

Tezos
Zilliga

TomoChain

8.20943
8.98012
9.02307
9.16029
9.97136
10.51091
10.79693
10.91878
11.22601
11.86064
12.4348
12.83889
13.36598
14.59413
15.45607
17.62019
18.87951
22.61118
29.61371
39.83168
443715

Data accessed on 15 March 2022.

Source: Defi Llama.
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