Methodological Guideline No 6/2013
of the Financial Market Supervision Unit of Narodnabanka Slovenska
of 2 December 2013

regarding the prevention by payment institutions, éctronic money institutions, payment
service agents, branches of foreign payment institions and branches of foreign electronic
money institutions of money laundering and terroris financing

The Financial Market Supervision Unit of Narodrenka Slovenska, on the basis of Article
1(3)(a)(3) of Act No 747/2004 Coll. on financial rkat supervision, as amended, in collaboration
with the Ministry of the Interior of the Slovak Rdpic, and the Financial Intelligence Unit of the
Police Force Presidium’s National Crime Unit (heefier “the FIU”) has issued this
methodological guideline:

Article 1
Purpose

(1) The purpose of this methodological guideline is pi@vide payment institutions,
electronic money institutions, payment service égdiranches of foreign payment institutions and
branches of foreign electronic money institutiohgréinafter the “financial institution” or the
“branch of financial institution”) a more detailedplanation for fulfilling their duties arising ued
legal regulations focused on the prevention of myolaindering and terrorist financing in the
financial system, which are based not only on lgdslovak legislation, but also international
standards and, not least, on knowledge, experiance practice gained in the performance of
supervision and control by the NBS and FIU. Finahgistitutions have been required to comply
with duties laid down by Act No 297/2008 Coll. ohetprevention of money laundering and
terrorist financing and on the amendment of cerfaws, as amended (hereinafter “Act No
297/2008”), whilst proceeding also in accordancthwther legal regulations, in particular Act No
492/2009 Coll. on payment services and on amendirtentertain laws, as amended (hereinafter
“Act No 492/2009").

(2) In preparing this methodological guideline thehors have worked from the fact that the
rules laid down by the legal regulations represemimum requirements; the authors, through this
methodological guideline, neither seek to nor ciare ghstruction for solving all cases that arise in
practice. The rules do, though, give financial itntbns the freedom to use other sources of
information and to set their own rules, if neceggapre stringent than those required by Slovak
legislation. In accordance with the objective perslby the above-mentioned acts and by this
methodological guideline, financial institutions ynalso use more sophisticated methods,
particularly those already used and proven in tbein practice or that of their parent companies
from other Member States of the European Unionefhafter “the EU”). In so doing they can
better contribute to the implementation of the gloABML/CFT policy in the framework of the
financial group of which they are part.

(3) The provisions of this methodological guidel@pply mutatis mutandis to electronic
money institutions, branches of foreign electrani@ney institutions and payment service agents
under Article 75 of Act No 492/2009 that provideypeent services for payment institutions in
another Member State.

Article 2

Policy for protecting a financial institution against
money laundering and terrorist financing
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() A financial institution is required to have wwn policy in the field of the prevention and
detection of money laundering and terrorist finagci(hereinafter referred to as “AML/CFT
policy”). The AML/CFT policy must be set so as tosare effective performance of activities
aimed at preventing and detecting money laundednd terrorist financing at the financial
institution.

(2) In setting and applying the financial instibuts AML/CFT policy a suitable tool and
valuable source of information are Slovak and maé@pnal standards, opinions and guidelines of
Slovak and foreign regulators, analyses by majov&} and foreign institutions or consultancy
firms, and not least also the experience and tipeoaph of other companies within the group of
which the financial institution is part. In creaithe AML/CFT policy, the financial institution
shall take into account its business objectivesstieg clientele, range of activities and products
(types of transaction) and the associated potettiaht of their misuse for the purposes of money
laundering and terrorist financing.

(3) The AML/CFT policy forms a part of risk managent, with particular relevance to
operational risk management, at the financial tastn.

(4) Important components of the financial instdaats AML/CFT policy are:
(a) a programme of internal activities pursuanitticle 20 of Act No 297/2008 (hereinafter the
“Programme”);
(b) an organisational structure ensuring effecéime independent performance of activities in the
field of the prevention of money laundering anddast financing (hereinafter the “AML/CFT").

(5) Pursuant to Article 69 of Act No 492/2009 aaincial institution’s articles of association
shall define in particular the financial institutie organisational structure and the division of
powers and responsibilities of persons and unitsluding AML/CFT. The financial institution
shall, in the framework of the organisational stuwe, designate a member of the statutory body or
a managerial employee as responsible for the dradlb (hereinafter the “Responsible Person”).
The AML/CFT policy, in written form, shall be adegt by the statutory body, which is also
responsible for implementing it.

(6) A branch of a financial institution shall, ime framework of the organisational structure,
designate a managerial employee as responsibtedoAML area, or shall designate that the head
of the branch is responsible for the AML area (mefer the “branch’s Responsible Person”). The
foreign branch’s AML/CFT policy, in written formhall be adopted by the branch’s Responsible
Person, who is also responsible for implementing it

Article 3
Organisational structure ensuring effective and inépendent performance of activities in the
field of the prevention of money laundering and terorist financing

(1) The statutory body of the financial institutisnresponsible for the financial institution’s
overall prevention of money laundering and tertdrisancing and for implementing the AML/CFT

policy.

(2) A branch’s Responsible Person is responsibietlie overall prevention of money
laundering and terrorist financing at the finandiatitution’s branch and for implementing the
AML/CFT policy.

(3) Responsibility for the practical implementatiof activities in the field of AML,
primarily the performance of day-to-day activitiessuring the implementation of the AML/CFT

2/34



policy, the reporting of unusual transactions asrdohgoing contact of the financial institution kit
the Financial Intelligence Unit lies with the Norated Officer. In this methodological guideline the
term “anti-money laundering and counter terrorisificing compliance officer” referring to the
employee of the financial institution in chargeAML/CFT tasks and used in the terminology of
international institutions promoting the principle$ the prevention of money laundering and
terrorist financing, is replaced by the term “Noatied Officer”.

(4) 1t is not appropriate to outsource the adgegitof the Nominated Officer.

(5) A financial institution shall ensure full suibstability for the post of the Nominated
Officer, by means of a deputy Nominated Officer.

(6) In filling the posts of the Nominated Officend deputy Nominated Officer the financial
institution shall require candidates to demonstraitgc integrity, appropriate education and
corresponding professional experience, approppatéessional competence in implementing the
applicable programme and main legislative regutetio the field of AML.

(7) The Nominated Officer and deputy Nominatedic@if of a financial institution are
appointed and dismissed by the statutory bodypWolg prior consultation with the supervisory
board. The financial institution’s Nominated Officeshall report directly to the financial
institution’s statutory body.

(8) The Nominated Officer of a financial institutis branch is appointed and dismissed by
the Responsible Person or head of the branch. Tmidited Officer of a financial institution’s
branch shall report to the Responsible Personeobthnch or head of the branch.

Where a financial institution has several placethe Slovak Republic at which it performs
its activities, it may nominate an employee at ¢hpksices, who need not be a member of the unit
responsible for performing activities necessary @msuring tasks of the preventive system
(hereinafter the “Prevention Unit”), and entrusattemployee with the performance of selected
activities pertaining to the Nominated Officer ore¥ention Unit (hereinafter the “Authorised
Employee”). The Authorised Employee is in continsionorking contact with the Nominated
Officer. If a financial institution also establisha Prevention Unit, the Nominated Officer shall be
the manager of that unit.

(9) The job description of the Nominated Officeallnclude in particular:
(a) ongoing preparation and updating of the Prognanand any other necessary regulations and
procedures for the AML field;
(b) the fulfilment of management and control taskthe field that he performs and for which he is
responsible in the framework of the Prevention Uhgstablished;
(c) communication, cooperation and maintaining amgocontacts with the FIU, including the
timely reporting of unusual transactions;
(d) organisation and setting of rules for the tiragnof the financial institution’s relevant staff,
including new staff;
(e) analytical and advisory activity in relation tbe assessment and reporting of unusual
transactions by the respective staff in connecovgh the execution of customers’ transactions and
financial operations.

(10) The Nominated Officer and his deputy are meguto perform their duties with due
diligence.
The Nominated Officer of a financial institutionathsubmit a report on his activity or on the
activity of the Prevention Unit, if established, ttee financial institution’s statutory body at leas
once a year. The Nominated Officer of a finanamstitution’s branch shall submit a report on his
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activity, or on the activity of the Prevention Unit established, to the Responsible Person of the
branch and to the head of the financial institudmmanch at least once a year.
The activity report shall contain in particular fiedowing information:
(a) statistics and a brief description of unustesactions reported by staff;
(b) statistics and a brief description of unusuah$actions that were not reported to the FIU, with
reasoning;
(c) statistics and a brief description of unusuahs$actions reported to the FIU;
(d) overview of identified deficiencies and drafeasures and deadlines for their rectification,
(e) information from inspections carried out;
(f) information or overview of staff training conched.

(11) An important element of AML/CFT policy is emsure that the Nominated Officer, his
deputy and the Prevention Unit have a sufficienmtyependent status in the structure of statutory
bodies, managerial staff and organisational uAitdominated Officer’s classification in a financial
institution’s organisational structure shall contaihe following elements guaranteeing an
appropriately defined standing of the Nominatedd@ff his deputy and, as relevant, the Prevention
Unit:

(a) arrangement of powers and duties of the NormadchdDfficer and his deputy in their job
descriptions, with emphasis on the primary arethef operation, which is to ensure the prevention
and detection of money laundering and terrorisricing (other activities may not impede them in
promoting effective measures in this primary area);

(b) separation from units responsible for executmgstomers’ transactions and/or financial
operations,

(c) unrestricted access of the Nominated Officed his deputy to all documents, databases and
information at the financial institution;

(d) autonomous and independent decision-makinghef Nominated Officer and his deputy in
assessing the unusualness of customers’ transscteported by the respective staff in the
framework of the internal reporting system,;

(e) autonomous and independent decision-making hen processing and sending of unusual
transaction reports to the FIU;

(f) control function of the Nominated Officer, hdeputy, or the Prevention Unit in relation to units
and staff responsible for executing customers’daations and financial operations;

(g) separation of the Nominated Officer, his depuatythe Prevention Unit from staff responsible
for internal control in the organisational struetuwhilst preserving follow-up inspection of their
activity conducted from the side of the staff rasgible for performing internal control;

() in the case of extraordinarily serious circuamgtes or situations, immediate information to the
statutory body, or the Responsible Person of thadtr.

Article 4
Financial institution’s programme of internal activities

(1) Pursuant to Article 69 of Act No 492/2009 aaincial institution is required to divide
and arrange in its articles of association the pswad responsibilities for AML/CFT.

(2) A financial institution shall draw up the Praghme as an internal regulation, approved
by the statutory body of the financial institution head of the financial institutionisranch. The
Programme shall be based on generally binding leggallations and it shall also take into account
the financial institution’s articles of associatiand the financial institution’s AML/CFT policy.

(3) The Programme of a financial institution stadl regularly updated and its content shall
meet the statutory requirements under Article 2BafNo 297/2008. The Programme shall contain

4/34



information on statutory provisions, staff respbilgies, operational procedures and duties off staf
at the financial institution in performing custor®dransactions and financial operations.

(4) The Programme shall represent a transposdfotmne AML/CFT policy into practical
principles, tasks, procedures, duties and respiitis® in the fields of AML and prevention of
terrorist financing. It shall also contain specifigthorisations, duties, responsibilities and tagks
the Nominated Officer, or the Prevention Unit, agtkvant staff of the financial institution in the
performance of activities, transactions and finahoperations of customers in terms of statutory
requirements that require the prevention of momaewdering and terrorist financing, as well as the
control powers of these subjects and control powetise internal control unit (see Article 11). The
Programme shall also define information flows, miation systems, control processes and
mechanisms in this field.

(5) In creating the Programme the financial ingiin shall take into account its own
specific characteristics, in particular its sizel anarket share, organisational arrangement, the typ
and range of performed activities, the types aigeztions and financial operations, their range and
specifics, the type and number of customers andspeifics and range of these customers’
operations. The Programme shall contain not onfgrination on statutory provisions, staff
responsibilities, but also all operational procesguand duties of staff at the financial institution
the performance of the relevant type of customasisactions and financial operations, as well as
the most common types of unusual transactionseagitren financial institution.

(6) The Programme shall set out in particular:
(a) the specification of tasks, duties and respmlitges for the financial institution's comprehéres
prevention of money laundering and terrorist finage at the individual levels of management
from the statutory body of the financial institutjcor from the Responsible Person of the financial
institution's branch down to the units of first taet with the customer, including the Prevention
Unit;
(b) the nomination of the Nominated Officer purstu@anArticle 20(2)(h) of Act No 297/2008;
(c) the nomination of persons at the financialitngbn who assess whether an intended or ongoing
transaction is unusual;
(d) the specification of the time when the assessnseto be performed (where possible, always
before execution of a transaction or in the prooé$ts preparation);
(e) the specification of the method of performisgessment pursuant to points (c) and (d), i.e. to
state what needs to be performed in an assesswiattaids are to be used (e.g. an overview of the
types of unusual transactions, publicly availabihorimation on customers, internal lists of
customers, etc.), how and where to record the sissad result;
(H arrangements for the prevention of money lauingeand terrorist financing, the receipt of
notifications on identified unusual transactionsnir organisational units, the evaluation of these
notifications and the reporting of unusual transas to the FIU and arrangements ensuring
ongoing working contact with the FIU, or law-enfengent bodies;
(9) the specification of basic tasks of the redpedcitaff at all levels of management, the detectio
of unusual transactions and the reporting of irgkemotifications of unusual transactions to the
Nominated Officer (possibly also a specimen formm foternal notifications of an unusual
transaction) and the manner of ensuring the priotecif the respective staff in connection with the
unusual transactions they identified and reporbettié Nominated Officer;
(h) the duty to identify customers in executinghgactions and individual financial operations and
the duty to verify this identification;
(i) the duty to record the identification made ahd verification of customer’s identification, as
well as all financial operations executed for costes;
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() the obligation to retain records on customeeniification and on the verification of their
identification and on the financial operations coctéd by customers, and this for the period set by
the Act;

(k) an overview of known types of unusual trangatdi broken down by activity and type of
transaction and financial operation executed,

() the evaluation and management of risks asstiatith money laundering and terrorist
financing, taking account of the results of initiahd ongoing customer identification and
verification of their identification, broken downyhtype of transaction and type of financial
operation and account;

(m) the specification of the nature and extenthef implementation of customer due diligence on
the basis of risk evaluation results pursuant tiickr 10(4) of Act No 297/2008,;

(n) detailed signs of unusualness by which a cust@unusual transactions can be recognised;
(o) the manner and scope of feedback at the fiahmstitution on internal notifications of unusual
transactions;

(p) the procedure of the respective staff and Nawmeith Officer in postponement an unusual
transaction under Article 16 of Act No 297/2008;

(q) the content and timetable of staff trainingirimg staff for performing AML/CFT tasks in the
performance of particular activities, types of ousér transactions and financial operations;

(r) the duty to maintain confidentiality regardiag internal notification of an unusual transaction
and its reporting to the FIU and regarding measperormed by the FIU (Article 18 of Act No
297/2008), primarily in relation to the customemcerned, as well as toward persons having a
certain relationship to the customer (e.g. othéh@nsed users of the customer’s account, or where
this concerns multiple owners of funds on one aotar owners of a legal person or other
beneficial owners associated with the operatios),weell as toward third parties, other than
exceptions as provided for by the Act;

(s) measures and control mechanisms preventingaltise of position or function by staff to
knowingly engage in money laundering or terrorisancing in the exercise of their function,

(t) the method and periods for retaining data anxlichentation;

(u) an internal control system focused on AML/CIEdnsisting of control mechanisms, process
controls of managerial staff, including controlsthg Nominated Officer and internal audits;

(v) definition of information flows and descriptionf information systems focused on the
collection, processing and reporting of informatior AML/CFT, including regular reports
submitted to the statutory body and supervisorydaé the financial institution and Responsible
Person of the financial institution’s branch, oatie®f the financial institution’s branch.

(7) The financial institution is required to ensuhat the Programme be drawn up as an
integral regulation accessible to all the finanoatitution’s staff via an internal computer netko

(8) It is necessary to update the Programme nigtiorthe case of a change in the relevant
generally binding legal regulations, but also ie dase of changes concerning the own performance
of activities and types of transaction and finahgeration, as well as in the case of changekdo t
financial institution’s organisational arrangemef. appropriate period for updating is once a year.

Article 5
Staff awareness and training

(1) The statutory body of a financial institutiam Responsible Person of the financial
institution’s branch, jointly with the Nominated fi@kr, must ensure that staff are aware of the
financial institution’s responsibility, as well ag the personal responsibility of staff and their
protection in the case of identifying unusual temt®ns in this area. A customer’s knowing
facilitation or unwitting involvement through negdince in money laundering or terrorist financing
represents an operational risk, whereby not omlgrfcial institutions as legal persons are subgect t
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penalties for a violation or failure to fulfil des in this field, but members of the statutory hody
supervisory board, head of abranch, the Respendt@drson of a branch, managerial staff
performing control and the respective staff in direontact with the customer and who execute the
customer’s instructions for performing transactiand financial operations may also be held liable.

Success in applying an ongoing AML/CFT processeddp on effective staff training and
their proper familiarisation with duties and powers

(2) A financial institution shall publish in apgmeate manner information for staff as
regards who performs the function of the Nominaddficer and who deputises for the Nominated
Officer.

(3) A financial institution shall determine in tReogramme the optimal regime and method
for:
(a) informing its staff about the AML/CFT systenmdarelated procedures, duties and powers;
(b) making the Programme and any other relevantiaégns available to the respective staff;
(c) organising regular staff training and educatloactivities for staff, where regular training is
performed via e-learning, it is recommended indage of finding the need to raise staff awareness
of the Programme, to appropriately supplement gileg training by personal or other training so
that the training system is effective.

(4) The financial institution, in informing andatning staff, shall take account of its
conditions, in particular its size and organisaglcsrrangement, activities and types of transastion
and financial operations performed for customayghat all necessary information reaches all staff
for whom the information is intended.

It is important that the mechanism of providindonmation to staff from the side of the
statutory body, the Responsible Person of the hratite Nominated Officer and respective
managerial staff of the financial institution, aglhwas the model for performing staff training is
effective, flexible and fulfils the desired obje] therefore it is essential that it be updatethwi
regard to changing conditions.

(5) The effectiveness of a financial institutionpgsevention of money laundering and
terrorist financing depends in large part on thesllef knowledge on the side of managerial and
other staff of the financial institution about theren problem, consisting in familiarisation with
basic legal regulations, the Programme and othiatec internal regulations of the financial
institution.

The diversity of activities, types of transactiarsd financial operations and, in particular,
the diversity in the structure of customers giveerito varying degrees of risk and different
techniques of money laundering or terrorist finagci

The relevant staff (staff of first contact withethcustomer) must have all necessary
information on the activities, types of transactioand financial operations they execute for
customers and they must learn as soon as posk#leriteria (signs of unusualness) for assessing,
or detecting, unusual transactions. These staftt in@isable to assess the conduct of the financial
institution’s customers, as well as the contenfirmdincial operations performed by customers in
terms of their degree of risk, unusualness or simmsness. Staff training should significantly
contribute to staff acquiring the prerequisitesrf@stering procedures for applying the Know Your
Customer principle (hereinafter referred to as “KY@nd for recognising the degree of risk from
the customer’s actions, also with regard to thearner’s categorisation into one of the three groups
for mandatory customer due diligence:

- basic,

- simplified, and

- enhanced customer due diligence.
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The relevant staff are an important element f@venting the misuse of the financial
institution for money laundering or terrorist fireang. Likewise, however, they can also be its
weakest element, if they do not fulfil the set dstior if they knowingly or unwittingly participate
in the execution of a customer’s unusual transastio

(6) Before an employee enters employment at thenial institution in a post or function
where they will, in direct contact with customeessure the execution of financial operations, the
financial institution shall check a copy of the grutial employee's entry in the Criminal Register to
establish that he has not been convicted of anpeptp, economic or other serious crime. The
financial institution may require from the potehtiamployee information also beyond the
framework of an excerpt from the Criminal Registarso doing though, it should take account of
the fact that pursuant to Act No 300/2005 Colle @riminal Code, as amended, if the conviction of
a person has been expunged, this person is toeweedias having a clean criminal record. The
financial institution should require from a potahtiemployee also a sufficiently satisfactory
reference, or assessment of his prior work intggissued by his previous employer.

(7) In the framework of training, the financialstitution shall ensure that staff are
familiarised with the consequences of negligenceegligent fulfilment of their work duties and of
any knowing or unwitting participation in money talering or terrorist financing, as well as the
consequences of a breach of the prohibition ofidmog a customer with information to which the
duty of confidentiality applies (Article 18 of A&to 297/2008); as well as with the manner of their
protection in the case of detecting an unusuak#etion.

(8) The financial institution must have a projeciplan of staff training, taking into account
the employee’s work classification (own categor@atccording to job positions, taking account of
the employee’s exposure to opportunities for arndngtts at misuse for the purposes of money
laundering and terrorist financing) and the resgltresponsibilities, duties and the level and
frequency of training pertaining thereto. In deteimg the appropriate frequency of training, the
financial institution shall observe the provisiooisArticle 20(3) of Act No 297/2008 (once per
calendar year and always before an employee igreessito work in which he performs tasks under
the Act). The plan of training, or its basic pripleis, should form a part of the Programme and
should determine the basic outline, periodicity ammhtent of staff training, in particular the
provisions of the respective acts, internal regohest and rules of the financial institution or goou
to which the financial institution belongs, as wael an analysis of the content and circumstances of
the most frequently occurring types of internalifiedtions of unusual transactions within the
financial institution, or within the group.

(9) The financial institution is required undertidle 20(3) of Act No 297/2008 to ensure
staff training focused on familiarisation with tiReogramme at least once per calendar year and
always before an employee is assigned to work ilctwhe will perform tasks set by the Act and by
the Programme. Each competent employee who perftasiks under the Act must be familiarised
with the applicable Programme governing procedimeassessing customers and their financial
operations, and concurrently the financial insittutis required to ensure that each employee has
permanent access to the Programme.

Staff training shall include in particular:

(a) familiarisation with the Programme;

(b) knowledge arising from the Nominated Officeastivity, from the activity of other financial
institutions, as well as available knowledge agsfrom the activity of the FIU, or supervisory
authority.

Specialised training that staff should completoleethey process customers’ instructions
for the execution of financial operations shouldegihem the necessary knowledge for ascertaining
and verifying a customer’s identity upon the creatdf a business relationship and in the execution
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of transactions and financial operations. Througlrtipipation in training events (seminars,
educational stays) staff shall acquire the necgssalls enabling them to know the expected type
of a customer’'s commercial activities from theiated financial operations, and, therefore, also th
necessary knowledge and capability to identify Samtitside the customer’s expected behaviour,
and specific manifestations of their unusual tratisas.

A financial institution should repeat and supplemeaining with new knowledge, where
necessary, also more frequently than in a 12-mantie (e.g. in the case of achange in the
Programme), so as to ensure that the relevantas&fiible to continuously perform their duties and
exercise their powers. Forms of training (classitiure, electronic, or other) should be regularly
alternated. It is appropriate that the relevarft btested on the knowledge acquired.

(10) A financial institution shall draw up records staff training conducted, containing the
date the respective staff participated in the inginthe content and form of the training, and, xehe
relevant, an evaluation of the test completed, &l as the employees’ signatures or other
electronic confirmation. In addition to this, it reecessary to obtain from the respective staff a
written or electronic confirmation that they haveeh familiarised with the Programme and related
regulations governing AML/CFT procedures.

Article 6
Information system at a financial institution

(1) A systematic approach to the financial insimio's risk management and AML/CFT
requires the creation of appropriate informatiawi for ensuring the smooth, timely and regular
flow of information between individual levels of magement at the financial institution, including
its statutory body, the Nominated Officer, the dgg@dominated Officer, or the Prevention Unit, the
internal control and the relevant staff. A systamapproach for ensuring information flows also
requires support in the form of application softeyar.e. a specialised information system, or
systems. In broad terms this means a system ofiraguprocessing, evaluating, transferring and
also using information concerning this area. Thiallsinclude flows of AML/CFT information in
the processes of the financial institution’s indival activities and types of transaction and fimanc
operations performed. For effective preventiorsiessential to ensure that it is regularly updated,
with emphasis on the timely introduction of new dgpof transaction and financial operations
(which, prior to their inclusion in the existingnge of products and services, are assessed by the
Nominated Officer also in terms of the risk of theiisuse for the purposes of money laundering
and terrorist financing) in the information systems

In addition to the information systems and appitca software for ensuring information
flows for the AML/CFT system, the financial institn may for support use a specialised
automated system for detection of unusual trarmast@nd designated persons (i.e. persons subject
to sanctions) in the financial institution’s relevanformation systems, and which operates on the
basis of set scenarios on databases of customaersacttions and/or financial operations.

(2) The financial institution is required to ensimformation flows for:
(a) the transmission of information to staff on AMIET principles, procedures, duties and powers
and the related performance of day-to-day tasks;
(b) making the Programme and other relevant inteagulations available to employees;
(c) transmission of necessary information betwéenResponsible Person and Nominated Officer;
(d) transmission of information between staff anel Nominated Officer and vice versa, including
the internal reporting of unusual transactions;
(e) record-keeping, i.e. the recording, processaang updating of data on customers and the
recording and monitoring of customers’ financiaéaions;
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() communicating to the statutory body or RespblesPerson the results of control performed by
the Nominated Officer and staff responsible forf@@ning internal control, as well as informing
staff of these results;

(g) transfer of information between the Nominateffig®r and FIU, including the reporting of
unusual transactions and provision of other necgsstormation and source documentation to the
FIU, as well as the provision of feedback from g to the financial institution;

(h) searching for unusual transactions in the forrninstitution’s relevant information systemsttha
contain data on customers and their operations.

(3) The form, content and rules of informationwi should be set by the financial
institution depending on its size, focus, scopethedcomplexity of its activities and on the tygds
transactions and services offered by it, as welbrashe characteristics of its customers and their
transactions.

The information system(s) shall conform to the c#pe conditions of the financial
institution and, from the technical aspect, havepeeters so that the financial institution is cdpab
of fulfilling the duties arising to it under the A@n particular Article 24(4) of Act No 297/2008%
an obliged entity.

(4) An essential component of a financial insktots information system is an electronic
information system (hereinafter referred to as BIS") that complies with statutory requirements,
with the aim of ensuring sufficient quality in tipeevention of money laundering and terrorist
financing.

An EIS, recording and processing data on custoamraigheir financial operations must take
account of the requirements provided for in Artig{e) of Act No 297/2008:

a) in the case of a natural-person customer, tBenkilst contain records of at least the first name,
last name, date of birth or birth registration nemfncluding the customer’s account numbers, if
they exist), and in the case of a sole proprietpralso the identification number, if assigned,;

b) in the case of a legal-person customer, the r&lSt contain records containing at least the
customer’s name (business name) and identificationber.

The EIS must also contain information or recordstte nature of the customer’s business
relationship. The nature of a business relationghigiven by the type of transaction pursuant to
Article 9(i) of Act No 297/2008 or solely by a trsaction pursuant to Article 9(h) of the Act, whilst
the nature of the business relationship is primartkedetermined by the actual product or service
that the customer uses. The EIS and the mannesing ut should make it possible to identify
unusual transactions performed by customers, asdrekevant, monitor also their course or
development, as well as the connections betweefintuecial operations of a certain customer and,
where possible, also the unusual transactionsfiefreint customers.

A special part of information recorded and momtbrby the EIS consists in data on
politically exposed persons (Article 6 of Act No722008) and on shell banks (Article 9(d)) and
Article 24(1) of Act No 297/2008), which the respee staff received in performing their work
tasks.

The EIS should enable the financial institution inamediately provide the FIU, upon
request, information as to whether it has or hasahhusiness relationship with a specified person
in the past five years, as well as on the natuthatfbusiness relationship (Article 24(4) of Aad N
297/2008).

The EIS should also be capable of providing inreety manner and sufficient scope data to
the FIU, the Narodna banka Slovenska — FinanciatkBtaSupervision Unit as the supervisory
authority and law enforcement authorities in cagesified by law.

The EIS should also satisfy requirements for theppses of control for the financial
institution’s own needs and for the needs of the FArticle 30 of Act No 297/2008) and for
statistical purposes.
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Article 7
Customer identification and customer acceptance, aiomer risk profile; basic, simplified,
enhanced customer due diligence, performance by tii parties

(1) The basic obligations of a financial institutiin these areas are laid down in particular
in the provisions of Articles 7, 8 and 10 to 13Aaft No 297/2008, Articles 31, 80, 88, and 88a of
Act No 492/2009.

(2) Pursuant to Article 88(3) of Act No 492/2009imancial institution is entitled in any
transaction to require from a customer or paymemvise user, or his representative, for the
purposes of ascertaining, verifying and checkirantdication, for the purposes of entering into and
executing transactions in the provision of payms&snvices under this Act, for the purposes of
accepting and handling complaints and for otheppses referred to in paragraph (5) of this Act,
the data defined in paragraph (3)(a) and obtaimthg the means defined in paragraph (3)(b).

(3) A financial institution shall perform all elemts of basic customer due diligence (natural
person and legal person) under Article 10(1) of Kot297/2008 always in situations referred to in
paragraph 2 of that provision of the Act.

In the case of one-off transactions outside ofigirtess relationship, the financial institution
shall identify and verify identification alwaysttie transaction value is at least €2000.

(4) A financial institution is required to obsemye duty to ascertain whether the customer is
acting on their own behalf; for the purposes o$ thiethodological guideline the “execution of a
transaction on the customer’s own payment accoont'with their “own funds” should be
understood as the customer acting on their ownlbehecording to Article 10(10) of Act No
297/2008 it is necessary to ascertain this fachgdnin the situations referred to in Article 10(2)
even where this concerns a transaction at leagshenamount of €15 000 (i.e. not only an
“occasional” transaction as implied by the Act).

(5) The process of determining and, to an appatpextent also verifying identification, the
beneficial owner is governed primarily by the pmons of Articles 9 and 10 of Act No 297/2008.
This means that it is always necessary to deterrtiieebeneficial owner in the case of legal
persons, whilst the legal form of a company (emtjstock company with bearer shares or an asset
pool) may not obstruct the detection of the bemafiowner. Verification of information acquired
on the beneficial owner in accordance with the &ubuld be performed to an appropriate extent,
e.g. by requesting a written declaration on theekeial owner and subsequent verification of this
information from available sources. Where the omios risk profile so allows, the financial
institution in applying basic customer due diligenmay determine the beneficial owner on the
basis of information from available sources, withthe need to contact the customer or verify this
information with the customer.

In this regard it is necessary to respect theajund of the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/finpeEPS-usmernenie-20052011.pdf).

To illustrate possible situations in determinihg tustomer’s beneficial owner in the case of
legal persons there is an overview of practicacedores used in EU Member States, which are
listed in the material drawn up and published inriA@012 in the Anti-Money Laundering
Committee — AMLC) operating in the Joint Committeé European Supervisory Authorities,
available on the website (http://www.esma.europaystem/files/jc_2011 096.pdf).

(6) The importance of the provisions of Article(1)§a) to (c) and Article 10(10) of Act No
297/2008 is highlighted in the provisions of Arécl5 and Article 24(2) of the Act, which impose
on the financial institution the duty to refuse ewncustomer, terminate an existing business
relationship with a customer, or refuse to perf@rspecific transaction in the case where it is not
possible to perform basic customer due diligence.
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In this context, it is necessary to respect thdeajune of the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/finiasmernenie_paragraf 15.pdf).

(7) In the case of new customers, the customeepaance process should include basic
customer due diligence, as well as the customeat®gorisation into a certain risk group,
accompanied by thorough application of the KYC @pfe, meaning the acquisition of sufficient
information on the nature of the customer’s expdtansactions and any foreseeable scheme of
financial operations to be performed by the custorBased on this, it is possible to create the
customer’s risk profile.

In applying basic customer due diligence, a fimanastitution may not enter into a
business relationship with a customer without b#iaascertaining all relevant circumstances
concerning the customer (including ascertaining tlemeficial owner and taking appropriate
measures for verifying this information), as wedl ascertaining the expected nature of trading,
business or other activity anticipated by the austio Managers and staff of a financial institution
must know its customers and their usual commertiakiness or other activity. Based on the
information acquired, staff of the financial ingtibn and their direct superiors are then ableingur
the existence of the financial institution’s busimeelationship with the customer, to assess each
instruction of the customer for handling funds eg.the customer’s account against the expected
behaviour of that customer. In so doing they staddé account of circumstances that may indicate a
change in the nature of the customer’s businesa @hange in its usual activity and shall
appropriately verify these facts.

The financial institution shall continuously upelahe customer’s risk profile according to
the risk group to which the customer is assignediHis purpose it shall require from the customer
the updating of data that the customer originatiyved it, and this in appropriate time intervals
and depending on changes concerning the custopensen, or their commercial or other activities
with which the customer’s financial operations peried by the financial institution are connected.
Updating may be performed also by way of requedtiegcustomer to complete the relevant form,
for example once a year, unless more frequent updat necessary, or by agreeing a contractual
condition with the customer on the duty to notthe financial institution of relevant changes.

(8) By means of categorising customers accordmgthieir risk profile the financial
institution can then in practice apply Article 1J{fl) of Act No 297/2008, namely ongoing
monitoring of the business relationship, which k#ol recognition and also reporting of unusual
transactions. (6) In connection with the risk categation of customers, the financial institution
should consider also Article 10(1)(d) and Article(8) of the Act, which establish the duty to
continuously update the customer risk profile oe thasis of a permanent monitoring of the
business relationship. The appropriate frequencypaating depends on the financial institution’s
assessment and decision; in each case this dutydsthe included in the internal regulation
arranging the Programme.

In connection with the consideration of risk irs@ssing a financial institution’s customers,
it is appropriate to use materials prepared by egpef the Financial Action Task Force (the
intergovernmental body is the lead institution attieg international standards in the fight against
money laundering and terrorist financing on a gldzale; hereinafter referred to as the “FATF”)
and the MONEYVAL Committee of the Council of Eurgpegularly published (updated three
times a year) conclusions from the ongoing momtpriof countries that have significant
shortcomings in the enforcement of AML/CFT measuess.:

(@ the FATF Public Statement available on the webs (http://www.fatf-
gafi.org/topics/highriskandnon-cooperativejurisiios/); i.e. the “black list”;

(b) Improving Global AMLCFT Compliance: ongoing pess available on the website
(http://www.fatf-gafi.org/topics/high-riskandnonquerativejurisdictions/
documents/improvingglobalamicftcomplianceongoingess-19october2012.html); i.e. the “grey
list”;

12/34



(c) valid conclusions from FATF monitoring availaldn the website of the FIU
(http://www.minv.sk/?vyhlasenia-fatf);

(d) the Public Statement on a member state, comgrthat the country does not comply with the
basic reference documents for appropriate preverianoney laundering and terrorist financing,
available on the website (http://www.coe.int/t/dgidnitoring/moneyval/);

(e) currently valid conclusions from monitoring greblished also on the website of the financial
police intelligence (http://www.minv.sk/?moneyvathlasenia);

(f) detailed evaluation reports on each membeesdatl its system of prevention and repression in
the field of money laundering and terrorist finaxge(in the form of a “Mutual Evaluation Report”),
available in English on the website (http://wwwifgafi.org/topics/mutualevaluations/ and
http://www.coe.int/t/dghl/monitoring/moneyval/Evaliions/Evaluation_reports_en.asp);

(9) the list of equivalent third countries, whiclasvcreated on the basis of agreement of the EU
Member States in the European Commission comn{it&@MLTF’ — Committee on Prevention of
Money Laundering and Terrorist Financing), avakablbn the Committee’'s website
(http://ec.europa.eu/internal_market/company/doesftial-crime/3rd-country-equivalence-
list_en.pdf) as well as on the website of the At/ www.minv.sk/?ekvivalent).

(9) The Act, in accordance with the implemented &téctives, defines only the basic
situations that pose an increased risk of monegdatng and terrorist financing. However, the
financial institution must apply a more stringenbgedure for the identification and verification of
facts ascertained and subsequent monitoring obtiseness relationship with a customer also in
other situations, according to the customer’s pslfile or according to the degree of risk inherent
in the service or type of transaction providedhe tustomer (e.g. legal persons not entered in the
commercial register, political parties, legal pasm the form of joint-stock companies with bearer
shares, joint payment accounts, accounts connegteadustodianship, etc.).

(10) Enforcement and compliance of all these pmtooes and rules (identification,
verification, KYC) provides, besides the recogmitiof unusual transactions and minimisation of
the risk of money laundering and terrorist finaggialso protection against fraud. At the same time
it enables the financial institution to select affitr from the range of transaction types those tha
are suitable for particular customers accordinthéocontent and scope of their activities. Thiphel
the financial institution retain customers not cected with money laundering and fraud and
concurrently eliminate the risk of financial lossdaeputational risk.

(11) Where the customer poses a high risk, thasiires more detailed assessment of the
customer, the customer’s behaviour and orders diyetine customer for financial operations. It is
then necessary to take measures to eliminategkéarian acceptable level.

The financial institution shall exercise enhancedtomer due diligence in situations that,
with regard to their nature, may pose a high riEknoney laundering or terrorist financing. The
financial institution shall pay particular attentido selected groups of subjects, e.g. politically
exposed persons (Article 6, Article 10 and Arti¢f2 of Act No 297/2008), asset pools (Article
25(2)), etc.

In the case of identifying politically exposed gems, financial institutions are
recommended, in accordance with the new FATF iateonal standards published in February
2012 on the website
(http://www.fatfgafi.org/topics/fatfrecommendatiddescuments/fatfrecommendations2012.html) to
exercise enhanced customer due diligence not guite sphere of persons referred to in Article
6(1) of Act No 297/2008, but also to persons wighnpanent residence in the Slovak Republic.

In the process of the identification and verifioat of politically exposed persons it is
recommended to use the existing commercial datahafskigh-risk customers, e.g.: World-Check
database of high risk individuals and companiedisite (http://www.world-check.com/).
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In monitoring existing customers it is essentmafdcus also on the ongoing monitoring and
verification as to whether the customer has becarpelitically exposed person; in such a case the
consent of a managing employee, meaning an emplogyeeor more management levels higher
must be required for continuing the business @hatiip. Where a politically exposed person owns
or works in the managing structure of a customimgal person, or is a beneficial owner, in such a
case this constitutes a situation requiring thdiegjon of enhanced customer due diligence toward
the customer — legal person.

In this regard it is necessary to respect theaine of the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/finpeEPS-usmernenie-20052011.pdf) (second
part of the instruction).

A financial institution shall apply enhanced custy due diligence also if it is preparing to
establish a new business relationship or paymertust without the customer being physically
present.

(12) The Act in Article 13 allows the use of basistomer due diligence already performed
by a different financial institution in applying smer due diligence procedures, i.e. performance
by third parties, other than the ongoing monitorafig business relationship under Article 10(1)(d)
of Act 297/2008. This means that, as regards canpd with the conditions referred to in this
provision of the Act, it is possible to rely oneddy-performed identification and verification bét
customer and beneficial owner and to receive ovigeodata on this identification and verification
from/to a financial institution (in the scope undeticle 5(1)(b) points 1 to 10 of the Act) operdi
in the territory of a EU Member State (i.e. a thpatty), including those institutions operatinghe
territory of the Slovak Republic.

Exchange offices and other payment institutiores @utside the sphere of obliged entities
from which it is possible to accept identificatiamd verification of a customer and beneficial
owner.

Responsibility for the fact that data thus acqlimeet the requirements for exercising
customer due diligence under the provisions of Alse nonetheless remains with the financial
institution that decided to rely on the third-pamerformance approach. In such cases, in
accordance with the practice in EU Member Statefs, not necessary to specifically require the
customer’s consent to the provision of data tara tharty.

Under Article 13(4), Act No 297/2008 considerssauircing to be an activity performed for
a financial institution on the basis of its rulexlaegulations, and therefore such situations ate n
deemed to constitute third-party introduction. Wikee, where a payment service agent, as an
obliged entity, performs identification, verificati or due diligence in respect of a customer in
accordance with the Act this is not deemed to ¢tutstthird-party introduction; these acts are
considered as acts made by the financial institutself.

(13) Article 11 of Act No 297/2008 defines the geoand conditions for exercising
simplified customer due diligence; it must be engied here that this concerns the possibility to
apply a less demanding procedure in customer ittsatton.

The financial institution may use this option aftareful consideration with the use of a
risk-based procedure in the case of such situatadscustomers where it is possible to obtain and
verify basic information from publicly available dmeliable sources — as referred to in Article
11(1) of the Act.

Article 11(2)(d) and (e) of the Act lays down thges of product in which simplified
customer due diligence approaches may be used.

It is important that before deciding to use sitigdi customer due diligence the financial
institution first obtain information about the coister or type of transaction (financial operation)
that justifies the application of simplified custendue diligence.

The use of simplified customer due diligence inway represents an exemption from the
duty to monitor the business relationship on amnoorgbasis (Article 10(1)(d) of the Act), or from
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other duties defined by the Act, so that it is gassto comply with the provisions of Articles 14
and 17 of the Act, as well as others, including diaées to process and archive data according to
the provisions of Articles 19 and 21 of the Act.

In connection with the use of simplified customéwe diligence there comes into
consideration also the possibility to use a lisegfiivalent third countries, as created by agre¢men
of the EU Member States, and published in Englishtte CPMLTF website, and on the FIU
website. The fact that a country is included in lisg however, does not preclude that a particular
customer from the country may be included in a @igisk category. Indeed, it is always necessary
to consistently fulfil duties under the provisiasfsArticle 10(1)(d), Article 10(4) and (8) of thecA

Article 8
Detection, reporting and postponement of unusual &insactions

(1) For identifying unusual transactions it is @al that a financial institution apply the
provisions of Articles 2 to 4, 10 to 12, 14 andd#QAct No 297/2008. Under Article 14(1) of this
Act a financial institution is required to asseskether an intended or ongoing transaction is
unusual. Under Article 20(1) and (2)(d) of the Acfinancial institution must regulate this part of
the procedures in its Programme. Duties referreah tarticle 14(1) and (2)(a) and (b) of the Act
must be fulfilled demonstrably so that the finah@atitution can, in accordance with Article 30(3)
in the case of an inspection, provide informatiod aritten documents on the fulfilment of these
duties.

Article 14(3) of the Act also emphasises the dotglraw up records on transactions under
Article 14(2)(a) of the Act (i.e. internal reporirof unusual transactions), which must be archived
in accordance with Article 30(3) of the Act for Bays.

(2) Under Article 4 of Act No 297/2008 an unustrahsaction is a legal act or other act that
indicates that its execution may lead to moneydaung or terrorist financing. Article 4(2) of the
Act gives a demonstrative presentation of unugaalsctions. In each unusual transaction listed in
this provision there are, however, several indicatd unusualness (e.g. an unusually high volume
of funds with regard to the type of transaction,ususually high volume of funds without clear
economic or legal purpose, etc.) that the finanastitution is required to assess and concurrently
apply the KYC principle (the Act does not defineyddYC principles, though where an obliged
entity applies them in practice, it is necessarthtes define them in the Programme). Only by such
action can it competently assess whether a custeiméended or ongoing transaction is or is not
unusual. The Act in Article 4 does not stipulatg anteria, e.g. in the form of threshold amourits o
funds that would lead to the automatic finding lie ttase of a certain type of financial operation
that it undoubtedly constitutes an unusual tramsactThe decisive element for assessing a
customer’s transactions is the application of théCKprinciple and the proper recognition of
indicators of unusualness, as well as other sigesiteria that the financial institution is regegr to
determine for itself, depending on the subject aoape of its activity and the type and extent of
transactions and financial operations performedctmtomers, in the framework of drawing up an
overview of the types of unusual transactions (tR0(2)(a) of the Act).

(3) The conditions for the proper application leé KKYC principle derive from the duties of
the financial institution and customer, as setiauthe provisions of Articles 10 to 12 of Act No
297/2008. The crucial provisions are those of Aetil0(1), (4) and (5) and Article 11(3) of the Act.
The procedure under the provisions of Article 1G(Agl Article 11(3) of the Act enables a financial
institution to satisfy itself as to the actual itlgnof each customer and identify the purpose and
planned nature of commercial activities that a @ustr will probably conduct. This procedure is
also the starting point for a financial institutiondetermining the customer’s risk profile, anérh
determining the degree of customer due diligenasyant to Article 10(4) of the Act and for
accepting a customer. A financial institution theepending on the result, shall apply procedures in
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the framework of basic customer due diligence ufdécle 10 of the Act or simplified customer
due diligence under Article 11 of the Act or enhethcustomer due diligence under Article 12 of
the Act.

(4) Irrespective of whether a financial institutiproceeds under Article 10, 11 or 12 of Act
No 297/2008, it is required always to also procee@ccordance with Article 14 of the Act. A
financial institution is required, in applying eatpe of customer due diligence, to assess whether
an intended or ongoing transaction is unusual ¢frtil4(1) of the Act) and to pay particular
attention to all complicated, unusually large tat®ns and all transactions of an unusual nature
that do not have a clear economic purpose or tgat purpose and to make an appropriate record
on them in accordance with Article 14(3) of the Acke. internal reporting of an unusual
transaction); it is also necessary to archive theserds in accordance with the period referreia to
Article 19 of the Act.

(5) A financial institution shall perform skilledssessment of intended and ongoing
transactions and financial operations under Articleof the Act at various time intervals and at
various levels. The assessment process takes place:

(a) on the frontline, where the financial institutis staff are in contact with an existing or padien
customer,

(b) in the framework of ongoing monitoring of ans#ng business relationship;

(c) in the framework of subsequent (retrospectassessment of a customer’s transactions.

(a) assessment of transactions at initial contactith the customer before and during execution
of a transaction orfinancial operation

The assessment of a customer’s transactionsfisrperd by staff of the financial institution
who, in fulfilling their duties, are in contact \withe customer, particularly those staff who reeeiv
or process a customer’s instructions for executibthe customer’s transactions and/or financial
operations. The assessment of a transaction andiglaoperation by an employee of the financial
institution is, thus, performed largely at the glaxf executing the financial operation and prior to
its performance, or at an attempt to execute asé@ion so that an unusual transaction can be
postponed and promptly reported. The assessmemtan$actions is dependent on the staff’s
expertise and knowledge that they have acquirgtianframework of mandatory training (Article
20(3) of the Act).

Each of the relevant staff is required to haveRhmgramme permanently available, either in
paper or electronic form and is required to learand proceed according to it. An employee of a
financial institution is governed in this stagenparily by Article 10(1) as well as by Article 11(3)
of Act No 297/2008, which enables the employee dcedain to an appropriate degree the real
identity of the customer and to know the purpose planned nature of the commercial activities
that the customer will probably perform. This prdgee is also the starting point for the financial
institution in accepting a customer, determining ¢istomer’s risk profile and then determining the
degree of customer due diligence pursuant to Ati€l(4) of the Act.

Another crucial element for assessing a customé&assactions is the appropriate
application of the KYC principle and its proceduraead skilled identification of signs of
unusualness. This procedure enables the employessiess a customer’s intended or ongoing
transactions by comparing them against an ovenoéwypes of unusual transactions (Article
20(2)(a) of Act No 297/2008), as well as againsinf® referred to in Article 4(2) of the Act and to
detect those that are unusual in relation to ttetocmer and his otherwise usual transactions and
financial operations.

If an employee judges an intended or ongoing #etien to be unusual, he shall make a
written record on this transaction in accordancéhwirticle 14(3) of Act No 297/2008 and
promptly notify this finding to the Nominated Offic (hereinafter simply “notification of unusual
transaction”).
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(b) assessment of transactions and financial operahs in the framework of ongoing
monitoring of a business relationship

Depending on whether this concerns:

1. contracting of a business relationship (Artit0$2)(a) of Act No 297/2008), or

2. an occasional transaction (Article 10(2)(b) &rjdbf Act No 297/2008),
the competent staff of the financial institutioralassess the customer’s transactions and financia
operations also in the framework of ongoing momigiof the business relationship.

The assessment of intended or ongoing transadtiahge framework of ongoing monitoring
of the business relationship is specific in that thusiness relationship has already arisen and
continues (Article 10(2)(a) of the Act). The cusemmay also be known to the financial institution
where the customer has already executed severasiooal transactions (Article 10(2)(b), or (c) of
the Act). This, therefore, is not the first contadth the customer and the financial institutionyma
take account of the customer’s existing risk peofind history of transactions performed by the
customer.

The procedure according to Article 10(1)(d) of Ad 297/2008, including verification of
the completeness and validity of identificationadahd information under Article 10(8) of the Act
and the customer’s duty under Article 10(5) of &at form the basis for ongoing monitoring of the
business relationship. This type of monitoring fieggithe creation of customer risk profiles and
their classification with regard to the possiblskriof money laundering and terrorist financing
under Article 10(4) of the Act. Ongoing monitorin§the business relationship requires the use of
an appropriate EIS that enables the financialtutsbdn, in accordance with risk-based prevention,
to create financial or other criteria or limits iaslicators of unusualness in customers’ financial
operations so as to allow their differentiationointertain levels of the monitoring process,
corresponding to the degree of risk inherent indperations performed by customers. The criteria
or limits defined by the institution for this pug@must be regularly verified so that it is possiiol
determine their adequacy in regard to the idewtifievels of risk. The financial institution is
required also to regularly review the adequacyhef eéxisting system and individual processes of
protection and prevention.

For assessing transactions, importance shall Bengiin the framework of ongoing
monitoring of the business relationship, to inteahde ongoing transactions of a customer that do
not correspond to the customer’s known or expeatgidity or that correspond to types of unusual
transactions referred to in the Programme or inchxrt4(2) of Act No 297/2008. Such transactions
of a customer shall form the subject of assessiffetitle 14(2) of the Act) and it is necessary to
make a written record of them (Article 14(3) of tAet); these records must be archived in
accordance with the period referred to in ArticBedt this Act.

The Nominated Officer may, on the basis of restritsn the assessment of the various
circumstances of a transaction and financial omeraand with regard to the overview of types of
unusual transactions (Article 20(2)(a) and Artig(8) of Act No 297/2008 reach the conclusion that
in the given case it does not constitute an unusaataction. If this is not possible, solely oe th
basis of information on the customer that the fananinstitution already has available, it may,
according to circumstances, request other necessarynation and documents from the customer,
pursuant to Article 10(5) of the Act.

In cases where the Nominated Officer is unablendtarough this procedure, to identify the
reason for the customer’s transactions and finhrap@rations that do not correspond to the
customer’s risk profile or known or expected atidg, it is sufficient that these operations merely
indicate the fact that their execution may consgitmoney laundering or terrorist financing, and the
Nominated Officer is required to proceed accordmérticle 17 of Act No 297/2008, i.e. to report
the unusual transaction to the FIU.

The assessment of transactions in the framewooki@bding monitoring of the business
relationship is performed, depending on the trainsa@nd financial operation, by staff as well as
the Nominated Officer.
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(c) assessment of transactions and financial operans in the framework of subsequent or
retrospective assessment of a customer’s transaat®

A means of subsequent monitoring of customerg'saations and financial operations is, for
example ex-post random selection of executed tchioss and financial operations in the
framework of an inspection from the side of a mamnagiperior to the employee who executed the
customer’s operations, as well as in the framewadrkn inspection performed by the Nominated
Officer and internal control unit.

(6) The recommended procedure in the processidchandling of internal notifications of
unusual transactions and unusual transaction ieoas follows:
(&) All internal notifications of unusual transacts sent by competent staff to the Nominated
Officer must be documented according to Article3)4{f Act No 297/2008 and must be available
for the purposes of inspection according to Artk®of the Act.
(b) The sending of internal notifications and reépdo the Nominated Officer may not be subject to
the prior consent of any person.
(c) The Nominated Officer shall register and arehiwtifications on internal notifications of
unusual transactions, including the position, firatne, last name, workplace or unit of the findncia
institution and all data on the given customer tadsaction in accordance with Article 19 of Act
No 297/2008.
(d) The Nominated Officer, as well as staff of thencial institution, including its managers (and
members of the statutory body) involved in assgssiansactions under Article 14 of Act No
297/2008 are required to maintain confidentialityreported unusual transactions and on measures
taken by the FIU (Article 18 of the Act), includirtige fulfilment of duties under the provisions of
Article 17(5) and Article 21 of the Act; the finaatinstitution may not, however, cite toward the
Narodna banka Slovenska and the Slovak Ministrifindnce the duty to maintain confidentiality
(Article 18(5) of the Act) in connection with thefformance of supervision and inspection under
Article 29 of the Act. Provided that informationvgn is used exclusively for the purposes of
preventing money laundering or terrorist financitigg duty of confidentiality shall not apply to the
provision of information between credit or finarciastitutions under the conditions set out in
Article 18(8)(a) and (c) of the Act.
(e) The financial institution is required to draw @ procedure covering the period from the moment
of detecting an unusual transaction through to tomeporting of the unusual transaction,
including the procedure and responsibility of stalffo assess the transaction.
(H The Nominated Officer, after receiving an imtak notification of an unusual transaction, may
confirm receipt of the notification on the unustransaction to the member of staff who sent the
notification. The confirmation should contain astnuction on the duty to maintain confidentiality
under Article 18 of the Act. Where the financiastitution has an electronic system of gathering
internal reports that enables the competent merabstaff to monitor the status or receipt of a
submitted internal report of an unusual transadbprithe Nominated Officer, or by the Prevention
Unit, no individual confirmation of receipt of suemoaotification is needed.
(g) The internal notification of an unusual trangag or the conduct of a customer, the transaction
and/or financial operation that the notificatiomcerns shall be the subject of an assessment by the
Nominated Officer, who may, on the basis of resdiitan further assessment of the various
circumstances of the transaction or financial op@naand with regard to the overview of types of
unusual transactions (Article 20(2)(a) of the Aant Article 4(2) of the Act, decide whether it does
or does not constitute an unusual transaction. ifikesnal notification shall contain information on
the economic or lawful purpose of the financial @piens and, in the case that it is a usual
transaction, also sufficient reasoning or statenmérinformation and reasons regarding its usual
nature. Otherwise the process of such assessmamttdae considered trustworthy and objective. If
it is not possible to reach a decision solely om basis of information on the customer that the
financial institution already has available, it magccording to circumstances, request other
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necessary information and documents from the cusmtopursuant to Article 10(5) of the Act.
Where the Nominated Officer reaches the justifiediatusion that in the case of an internally
notified unusual transaction it does not actuatinstitute an unusual transaction, the Nominated
Officer is required to document this decision initwwg and to archive all related data, written
documentation and electronic documentation in atzwe with the period referred to in Article 19
of the Act.

(h) In cases where the Nominated Officer cannohekeough this procedure reach the conclusion
that it is not an unusual transaction, it is suéfit that the transaction and/or financial operatio
indicates that its execution may constitute monayndlering or terrorist financing, and the
Nominated Officer is required to proceed accordiogArticle 17 of the Act, i.e. to report the
unusual transaction to the FIU.

According to Article 17(1) of Act No 297/2008 amusual transaction or attempt at
executing an unusual transaction must be repomedhé¢ FIU promptly, i.e. at the earliest
opportunity. It is always necessary to take intosideration the particular circumstances of the
situation in which the finding of the unusual tracison is made, whilst a financial institution is
required to report an unusual transaction as seqossible. The decision of the Nominated Officer
to report an unusual transaction may not be sulbgettie consent or approval of any other person.
A report of an unusual transaction shall contaita dpecified by the provisions of Article 17(3) and
may not contain data referred to in Article 17(#jhe Act. The reference number of each report of
an unusual transaction should take the form: saraiber / year / character code of the financial
institution.

An unusual transaction may be reported in writieigctronically or by telephone (in this
case it is necessary to report the unusual transaatso in person, in writing or by e-mail). The
specimen form for reporting an unusual transactissiied by the FIU, is given on the website
http://www.minv.sk/?vzory.

An unusual transaction report may be supplemeatethe financial institution’s own
initiative within 30 days. After this period it isecessary to additionally report information and
documentation acquired as another unusual transadh this subsequent unusual transaction the
financial institution shall state the unusual temion to which the additionally acquired
information and documentation relate.

In connection with the reporting of unusual tratess and sending of further
supplementary information, as well as the ovemthmunication and exchange of information with
the FIU, it is recommended in the interest of cotilyily and streamlining of the procedure in the
reporting process, as well as in the interest ofastlining control processes, that financial
institutions communicate with the FIU by electromteans via the electronic registry, while
complying with the conditions for protection of thransmitted data and clear identification and
verification. Only in this way is it possible to@d security risks connected with the reporting of
unusual transactions by post, fax and e-mail,

(i) Article 18(8)(a) of Act No 297/2008 allows fineial institutions, under defined conditions, to
exchange information where this is reasonable afmted to the threat of money laundering or
terrorist financing, and where it helps obligedited to more effectively assess a customer’s
transactions and financial operations, as welbaadrt other obliged entities to identified riske
exchange of information may not contain the fulbse of the reported unusual transaction as a
whole, but only specific information relating toethisk of money laundering or terrorist financing.
Information provided may, pursuant to the Act, Isediexclusively for the purposes of preventing
money laundering or terrorist financing.

(7) The recommended procedure in the postponemkr#n unusual transaction is as
follows:
(a) According to Article 16 of Act No 297/2008, iadncial institution shall postpone an unusual
transaction, i.e. a particular transaction andfoarfcial operation (Article 9(h) of the Act) that
would otherwise be executed
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(b) unless there is from the side of the customeaia or expression of will to execute a transactio
or financial operation, the financial institutioadno transaction to postpone.

(c) The financial institution is required under i8le¢ 16(1) of the Act to postpone an unusual
transaction until the time of its reporting to thRJ, whilst account shall always be taken of the
operating and technical possibilities, as well las inoment when the financial operation was or
should have been assessed as unusual; e.g. a etistoransaction assessed in the framework of
ex-post or retrospective assessment of the cust®in@nsactions can no longer be postponed.

(d) The financial institution is required under ial¢ 16(2) of the Act to postpone an unusual
transaction in the following two cases:

1. the financial institution shall postpone an wraldransaction at its own discretion if executodn
the unusual transaction poses the risk that thexg e frustrated or substantially impeded the
seizure of proceeds from crime or seizure of funtisnded for financing terrorism; in such a case
the financial institution is required to immedigtehform the FIU of the postponement of the
unusual transaction;

2. the financial institution shall postpone an wralgransaction if the FIU requests it to do so in
writing; the reason for postponing an unusual @atisn from the side of the FIU shall always be
stated in the written request.

(e) The financial institution shall not postpone wrusual transaction if it is unable to do so for
operating or technical reasons (it shall immedyatwtify the FIU of this fact) or if postponing the
unusual transaction could, according to a previmatgce from the FIU, frustrate the processing of
the unusual transaction.

() The period of postponement of an operation pans$ to Article 16 of the Act shall be at most 48
hours; therefore, if during this period the FIU ifies the financial institution that it has forwaal
the case to the law enforcement authority, thenfira institution is required to extend the peraid
postponement, though at most by a further 24 hours.

The total duration of postponement of an unuswaalstaction is, therefore, at most 72 hours.
In the case that during the period of postponerméan operation the financial institution receives
no instruction to seize funds from the side of dggior prosecutor pursuant to Article 95 or 96 of
Act No 301/2005 Coll. the Code of Criminal Procexjurs amended (hereinafter referred to as the
“Code of Criminal Procedure”), the financial ingtibn shall execute the postponed operation
following the expiry of the set period. Prior teetexpiry of the postponement period, the financial
institution may execute the operation only in theecthat the FIU notifies it in writing that froimet
aspect of processing the unusual transactionuithdr postponement is not necessary. Weekends
and bank holidays shall not be counted in the pesfgpostponement of an unusual transaction.

The period of postponement of an operation putsigaArticle 16 of Act No 297/2008 shall
be deemed to begin at the moment when the custerpeesses the intention (will) to execute a
financial operation. In the case that the finanitiatitution presumes that the customer will expres
an intention to execute an unusual transactionha future, it is required to take personnel,
organisational and technical measures so that énctise that the customer does give such
instruction, it is not executed and thereby anyeptél postponement of the unusual transaction is
not frustrated.

The period of postponement of an operation puist@mwrticle 16 of the Act may not be
deemed to begin as of when the financial instituBwaluated the executed financial operations as
unusual, or learnt of the customer’'s executed dpei® Likewise, the reason for postponing a
transaction may not be the fact that the custormguested from the financial institution general
information regarding a payment account (informratim the account balance, etc.).

Article 9
Measures against terrorist financing

Terrorism represents one of the most serious fasmbBreaching values such as human
dignity, freedom, equality and solidarity and regder human rights and fundamental freedoms on
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which the European Union is founded. It also repmés one of the most serious attacks on the
principle of democracy and the principle of theerof law, which are common to Member States
and on which the European Union is founded. The gkohibits the financing of terrorism and
requires financial institutions to pay attention transactions that may be related to terrorist
financing.

(1) Definitions of terrorism and terrorist finangt

Act No 126/2011 Coll. on the implementation ofeimtational sanctions, as amended
(hereinafter “Act No 126/2011"), defines an intdramaal sanction as a restriction, instruction or
prohibition issued for the purpose of maintainingr@storing international peace and security, the
protection of fundamental human rights and the tfighbainst terrorism. At the same time it
specifically defines international sanctions in ffedd of trade and non-financial services, in the
field of financial services and financial marketapney transfers, the use of other means of
payment, the purchase and sale of securities aredtiment coupons, in the field of transport, posts,
postal services and electronic communicationdhenfield of technical infrastructure, in the fiedé
scientific and technical relations, in the fieldonfitural and sports contacts.

The aim of sanctions is to maintain or restorermtional peace and security according to
the principles of the UN Charter and Common Forég8ecurity Policy. This primarily concerns
changing the policy of a government, state, indigldor group that does not respect the
fundamental principles of the rule of law, thatdaees human rights, international law or threatens
security.

(2) Procedure in fulfilling the reporting duty:
(@) financial institutions shall, in the framewodf CFT, apply toward customers procedures
analogous to those applied in AML, including thparing of unusual transactions connected with
terrorist financing to the FIU;
(b) financial institutions are required to reportusual transactions to the FIU promptly (Article
17(1) of Act No 297/2008); the Act defines unudmahsactions as, inter alia, a transaction in which
there is a justified assumption that the custonrebemeficial owner is a person against whom
international sanctions have been imposed, or tsam@saction in which there is a reasonable
assumption that the subject of it is or should kiag or service that may relate to a thing or
service against which sanctions are imposed undeNA 126/2011.

(3) Permission for funds transfer
Under Article 4(2) of Act No 126/2011 in conjunatiovith the respective EU Council Regulation
on restrictive measures (e.g. EU Council Regulahlon961/2010 on restrictive measures against
Iran) the Slovak Ministry of Finance is competeanttthe official procedure; e.g. to issue permits fo
a funds transfer following approval by other stabelies referred to in Article 14(5) and (6) of Act
No 126/2011. The requested authority is requiredeilod an opinion within the term set by the
Slovak Ministry of Finance, and this term may netdhorter than 10 days from the delivery date of
the request. A shorter period may be set only aeptional cases and must be thoroughly justified.

The competent unit is ti@nancial Market Section of the Ministry of Finance

(4) Consolidated list of persons subject to samnsti

Lists of persons subject to sanctions (naturasqes and legal persons) form a part of the
annexes to individual regulations and decisionthefEU, which obligate all financial institutions
of Member States to immediately freeze financial asonomic resources of persons subject to
sanctions from states listed in the annexes tinthieidual regulations and decisions of the EU.
The regulations and decisions of the EU concereixgusively persons subject to sanctions and
comprehensive restrictive measures, including tiresalidated list, which contains the names and
identification data of all persons, groups and te#tisubject to financial restrictions of the EU
Common Foreign & Security Policy (in the framewark enforcing the Common Foreign &
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Security Policy) are listed on the website httga®europa.eu/cfsp/sanctions/index_en.htm. In this
regard, the EU sanctions are listed on the websitiee Ministry of Foreign Affairs of the Slovak
Republic, (http://www.foreign.gov.sk/sk/zahranicnpolitika/europske_zalezitosti-sankcie_eu,
http://eeas.europa.eu/cfsp/sanctions/docs/measurgsif).

(5) Adoption of sanctions (restrictive measures):
(a) through the transposition of sanction resohgiof the Security Council of the United Nations
(hereinafter referred to as the “UN Security Colijici
(b) in the case of autonomous sanctions adoptedlynthe EU, the sanctions are adopted through
common positions of the EU and implemented at tdewel; in the case of autonomous sanctions,
the EU may adopt also more stringent and broadwetisas than those of a sanction resolution;
(c) sanctions concerning persons against whom weeg declared pursuant to a regulation of the
Government of the Slovak Republic.

Restrictive measures are adopted in several fofims. concerns, for example, diplomatic
sanctions, suspension of cooperation with a thandntry, boycott of sporting or cultural events,
trade sanctions, arms embargoes, financial samsgtiffight bans, restrictions on entry to the
territory of a member state. UN sanction measuoeg@rning an arms embargo or visa bans are
implemented directly by the member state.

Sanction measures concerning economic relatiotisthird countries, for example freezing
of financial assets and economic resources, areimgnted by an EU regulation (approved by the
Council) and are directly binding and applicablethe EU. Regulations have general application
and are directly applicable in all Member States.légally binding acts they take precedence over
acts of the Slovak Republic, and financial insttin$ in Slovakia are required to directly apply
sanctions declared in EU regulations. They are @deosubject of legal assessment by European
courts.

(a) sanction resolutions of the UN Security Council

The UN Security Council Resolution against Teswriis a document that provides the basis
for criminalisation of incitement to terrorist actd recruitment of persons for such acts.
Resolutions call on states to adopt necessary gm@riate measures and, in accordance with their
obligations arising under international law, prohity law the incitement to commit terrorist acts
and to prevent such activity.

With regard to the above, sanctions are adopteougin the transposition of sanction
resolutions of the UN Security Council. This me#émat following the issuance of a UN Security
Council resolution, it is necessary to implemet tbsolution in the shortest possible time in an EU
regulation or in a common position of the EU.

An overview of comprehensive resolutions, sancttommittees and UN policy against
terrorism is published in English on the UN Segu@ibuncil website http://www.un.org/Docs/sc/.

(b) autonomous sanctions adopted by the EU

The EU Common Position 2001/931/CFSP as amended Cloynmon Position
2008/586/CFSP published a list of persons subgeshanhctions (natural persons and legal persons)
associated with terrorism and against whom it isegsary to apply sanctions in the fight against
terrorism. Persons listed in EU Common Position12081/CFSP are broken down into external
terrorists and internal terrorists (in this casespes marked with an “*”, who are EU citizens oe ar
domiciled in the EU, e.g. members of the Basqueamgation ETA and extremist groups, in
particular from Spain and Northern Ireland).

Financial sanctions are applied against the gafigxternal terrorists under Article 3 of the
EU Common Position 2001/931/CFSP. Implementatiorthelse sanctions is governed by EU
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Council Decision 2005/428/CFSP and Council Regutatlo 2580/2001, which in practice means
that on the basis of directly applicable EU lediska sanctions are binding for everyone in all EU
Member States and are directly enforceable.

Financial sanctions are not applied against iadetarrorists, since this is not permitted
under the EU Treaty, which establishes a mandatenfolementation of restrictive measures within
the single market and financial services only tamdird countries (Article 60 and 301 of the EU
Treaty, i.e. it does not have a mandate to intrediutancial sanctions at the Community level
against the EU’s own citizens). Against internakdasts there is applied at the EU level only
enhanced judicial and police cooperation on thaesbafk Article 4 of the EU Common Position
2001/931/CFSNP, and concurrently in accordance wWitluncil Decision 2005/671/JHA of 20
September 2005 on the exchange of information angeration concerning terrorist offences.

(c) procedure in the case of persons against whonargtions have been declared under
a regulation of the Government of the Slovak Repuin

Persons included in the list of the EU Common #Rwosi2008/586/CFSP, marked with an
“*” are, however, terrorists and, on the basis & Becurity Council Resolution 1373/2001 on the
suppression of terrorist financing, as well as lom basis of Article 2 of the EU Common Position
2001/930/CFSP, all countries have the duty to remznomic and financial assets of all persons
designated as terrorists or who provide assistdrereto, or who are in any way linked to terrorist
structures.

With regard to the above, the Slovak Republicri@sheen able to declare sanctions against
internal terrorists of the EU; therefore it has rbewcessary to codify at the level of national
legislation the freezing of terrorist assets of hsysersons. The Slovak Republic declares
international sanctions through a Government Decrgdess these result directly from the
applicable law of the EU Act in accordance withiélg 3 of Act No 126/2011. Such an act, under
Article 288 of the Consolidated Text of the EU Tiges a Regulation having general application. It
is binding in its entirety and is directly applit@bin all EU Member States. In Slovak law
international sanctions are declared by Slovak @owent Regulation No 397/2005 Coll. declaring
international sanctions ensuring international peaod security, as amended by Government
Regulation No 209/2006 Coll., No 484/2006 Coll., M88/2007 Coll. and No 239/2008 Coll.,
168/2009 Coll. and Decree No 442/2009 Coll. (hextér referred to as “Decree No 397/2005
Coll.”). Decree No 397/2005 Coll. and relevant Etgjulations laying down restrictive measures
include a list of those persons subject to sanstiwhose activity is confined to the territory of EU
Member States, or who are EU citizens. Financstititions are required to immediately freeze all
financial and economic assets of persons subjesagtions included in the list published in the
annex to Slovak Government Regulation No 397/2008. ©r in the relevant EU regulations
governing restrictive measures.

Article 10
Archiving of data and documentation

(1) The financial institution is entitled, for thgurposes of performing customer due
diligence (Articles 10 to 12 of Act No 297/2008)dawithout the customer’s consent and without
informing the customer concerned, to ascertainyiaegrecord, store, use and otherwise process a
customer’s personal data and other data in theesobthe provisions of Article 10(1) and Article
12 of the Act.

(2) Under Article 88 of Act No 492/2009 the fingadcinstitution is entitled to acquire the
necessary personal data are also by copying, staoniother recording of official documents on
information media, as well as to process birthgtgtion numbers and other data and documents
without the customer’s consent and in the scopewwahn the mentioned provisions of the Act.
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(3) The financial institution shall store (archivdgta on the identification of customers and
on the verification of identification, records omstomers’ transactions and financial operations and
records on ascertaining beneficial owners, inclgdgihotocopies of relevant documents.

(4) Under Article 19(1) and (2) of Act No 297/206& financial institution is required to
archive for the period of five years:
(a) from the end of the contractual relationshighwa customer, data and written documents
acquired by way of the procedure under the promssiaf Articles 10 to 12 of the Act,
(b) from the execution of a transaction all datd amitten documents on the customer.

(5) In view of the importance of the informationgaaded by the financial institution in
fulfilling AML/CFT duties under Article 14(2)(a) oAct No 297/2008, it is recommended to
archive in the statutory period (5 years from théten record being made) also written records
referred to in paragraph 3 of the mentioned Article

(6) The financial institution is required to archithis data and written documents also for
longer than five years if the FIU requests it ddogavay of a written request containing the period
and scope of archiving data and written documents.

This duty applies also to a financial institutitvat ceases business, up until the expiry of the
period during which it is required to archive thels¢a and written documents.

(7) The financial institution’s procedure in arcimg data and documentation, and records
relating to AML/CFT shall be governed by the finehenstitution’s Programme, which should, in
accordance with the Act, set out in detalil:

(a) the records that need to be archived (at st on customer identification and records on the
customer’s transactions and financial operationsluding written records under Article 14(3) of
the Act and data on identification of the benefiomaner),

(b) the form of records (paper, electronic),

(c) the place, manner and period for which recarésto be archived, taking account of

1. the end of the contractual relationship with¢bstomer,

2. the execution of a transaction with the custQmea financial operation for the customer, and

3. any written request of the FIU and period speditinder Article 19(3) of the Act.

(a) records that need to be archived

1.records on customers’ risk rating

Documents and information related to customersigassent to risk groups must be
archived. The financial institution shall recorddaarchive important information confirming
circumstances justifying a customer’s reassignneiat different risk group (and therefore change
of risk profile) together with other data on thestmmer.

2. records on transactions and financial operations

Internal regulations of the financial institutiomoglld establish the duty to record all
transactions and financial operations made foratosts in the financial institution’s accounting
and reporting. Records on financial operations si@port accounting entries should be archived in
a form that allows the FIU, supervisory author@gntrol authority and law enforcement authorities
to compile a satisfactory record and to verify eagbtomer’s risk profile. Supporting records shall
contain the customer’s instructions related todirtomer’s financial operations.

The financial institution shall archive records each financial operation made by the
customer, including single financial operationse®&uchiving period in this case is the same as for
archiving identification records and documentation.
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3. records on internal notifications of unusual transactions and unusual transaction reports

The financial institution shall archive all repods the customer’'s suspicious activities,
namely internal notifications of unusual transacsicntended for the Nominated Officer, as well as
unusual transaction reports that the Nominatedc&ffsent to the FIU.

If the Nominated Officer, after assessing the raftvinformation and knowledge
concerning a customer’s suspicious activity decithed it did not constitute an unusual transaction
and did not report it to the FIU, the reasons fattdecision must also be recorded and archived
together with the records on the particular tratisac

4. records on education and training

The financial institution shall archive records staff training, containing the date and
content of the training and the confirmation tha tespective employee attended the training and
was familiarised with the financial institution’sML/CFT Programme, as well as related internal
regulations of the financial institution.

5. Programme

The financial institution shall archive the Progras which shall contain information on
statutory provisions, staff responsibilities anbagderational procedures and duties of staff at the
financial institution in the performance of transaes and financial operations, including the most
frequent forms of unusual transactions.

6. records on inspections performed
The financial institution shall archive recordsingpections performed.

(b) and (c) form of records and place, manner angberiod for which records must be
archived

Archives must be kept of originals or photocopiépaper documents and documentation,
as well as data stored in personal computers antherhanical media holding electronic data.
Archiving periods are the same, regardless of@h@ in which the data is archived.

In view of the need to additionally provide data customers and customers’ financial
operations, particularly for the FIU and law enfarent authorities, it is important that the
financial institution is able to search, withoutlale for the necessary documents (documentation
and media) containing data and records.

The financial institution shall archive such infaton and documents also following the
expiry of the statutory term for those customers teir financial operations in the case of which
an investigation has been started from the sidéawf enforcement authorities, or a criminal
prosecution begun, and for the purposes of invastig and criminal prosecution, on the basis of a
written request by the FIU pursuant to Article 1)9¢8 Act No 297/2008, in the scope and for the
period stated in the request.

In this context, it is necessary to respect the’$-lidstruction published on the website
(http://www.minv.sk/swift_data/source/policia/finfpiasmernenie_paragraf_15.pdf).

(8) Records prepared and archived by the finaniriatitution shall satisfy statutory
requirements for record keeping on customer dafeaéso enable:
(a) an independent party to evaluate the efficiemfcgompliance with basic principles, as well as
the financial institution’s AML/CFT procedures,
(b) reconstruction of the course of financial opierss made by the financial institution for a
customer,
(c) identification and location of each customer,
(d) identification of all internal notifications oftinusual transactions and external unusual
transaction reports,
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(e) fulfilment within a reasonable time of statytwequests by the FIU, supervisory authority and
law enforcement authorities concerning a customdraafinancial operation.

Article 11
Securing the system and ensuring performance of iatnal control

The financial institution must have in place aatally functioning system of control focused
in part on the fulfilment of AML/CFT measures.

(1) The system of control shall comprise a spe&iion of control responsibilities at all
levels of the management as well as the performahcentrol activity itself by:
(a) the financial institution’s supervisory board,
(b) members of the financial institution’s statytbody,
(c) the Nominated Officer (his deputy or the Prai@nUnit),
(d) managerial staff,
(e) staff involved in the processing customergiseactions and/or financial operations,
() staff coming into contact with customers in enirig into transactions or executing financial
operations,
(g) staff responsible for performing internal cahtrwho shall be responsible for controlling all
units, including the Nominated Officer, or PreventiUnit and relevant staff.

(@) and (b) control performed by the financial insttution’s statutory body and supervisory
board

Control shall be based on generally binding leggutations and internal regulations of the
financial institution and derive from the positiam the hierarchy of the financial institution’s
management system. The statutory body of a finhmegtitution and Responsible Person of a
branch shall regularly, at least once a year, etalthe effectiveness of the existing system — the
AML/CFT policy, the Programme and specific measumesuding the activity of the relevant units
and staff.

(c) and (d) control activity performed by the Nomirated Officer and managerial staff

Control activity shall be based on powers, dutied gesponsibilities of the Nominated
Officer and all managerial staff of the financiakiitution and shall be performed as regular and
ongoing controlling the performance of work dutiesnsisting in the verification and approval of
the quality, level or state of the performancehef work activities of subordinate staff in the dielf
AML/CFT.

(e) and (f) control performed by staff

This represents an ongoing control process at warimnits of the financial institution,
performed on a daily basis. It comprises controtma@isms that are a direct component of staff
working procedures as well as their work dutiesk$aand responsibilities in first contact with
customers, as arise from AML/CFT.

(g) control performed by the employee responsibleof performing internal control

The employee responsible for performance of intezaatrol shall control compliance with
the Programme and internal regulations and verif§LACFT procedures adopted, as well as the
performance of duties by staff, managerial stafl #me Nominated Officer (his deputy or the
Prevention Unit).

The performance of control should be focused piignan control of the Programme
(pursuant to Article 20 of Act No 297/2008), thadncial institution’s related internal regulations
and on control of:
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1. the methods of exercising customer due diliggipegformance of the relevant degrees of
customer due diligence),

procedures for ensuring that customer infornmatezeived is up to date (verification),
assessment of specific financial operations, itoong of customers, their financial
operations and business relationships,

4. risk evaluation and management,

5. procedure for assessing unusual transactionstheh the overview of unusual transaction
types is up to date; procedure for internal nadifien of unusual transactions and reporting of
unusual transactions to the FIU,

the content and timetable and performance &ftstéaning, and

record keeping.

w N

No

(2) The annual plan of control activity carried dwy staff responsible for performing
internal control should include comprehensive cantf the AML area and control of the
Programme at least once a year. Based on thisatispgestaff responsible for performing internal
control shall prepare a written report which slatlude assessment of the AML area, information
on identified shortcomings and draft measures lieirtrectification. In the framework of regular
verification of the financial institution’s AML/CFTsystem and processes, the functionality,
effectiveness and efficiency of all elements, tpopgocedures, management and control
mechanisms applied in this area should be evaludiembers of the statutory body and
supervisory board of the financial institution a@mead of a branch should be regularly informed of
the results of controls performed, at minimum oacgear and immediately in the case of finding
serious shortcomings.

Article 12
Final provisions

(1) This methodological guideline shall apply frone date of its publicatiom the Journal
of Narodna banka Slovenska.

Ing. Vladimir Dvo Faéek
Executive Director of the
Financial Market Supervision Unit
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ANNEX

Forms and methods of money laundering and terrorisfinancing,
and indicators for detecting unusualness

Detection and assessment of unusual transactiogis,analysis, processing and subsequent
reporting to the FIU is a purposeful and systemattacess that, with the concurrent application of
the KYC principle, forms the basis for competentedaon of signs of unusualness on the basis of
information available to the financial institutienNominated Officer at the time of assessing a
transaction or other act, or on the basis of inftrom that he can acquire within a time that does
not jeopardise the reporting of an unusual transaetithin the statutory period.

In assessing transactions, financial operations dyusiness relationships, it is necessary to take
particular account of:

1. information from the financial institution’s ndine staff on the customers and on the
circumstances in which the business relationshigstablished or transaction and/or financial
operation executed;

2. internal reports of unusual transactions androescon them,;

3. information acquired in the framework of ongomgnitoring of the business relationship;

4. information acquired in the framework of retresfive assessment of the customer’s transactions
and financial operations;

5. compilation reports and outputs from the finahcnstitution’s internal information system,
which should contain an analytical tool for autoimatvaluation and identification of signs
indicating possible unusual transactions, and whmalst be harmonised with the Programme.

6. information received from other obliged entities

7. information from commercial databases;

8. information from open sources;

9. information arising from requests and instruzsidrom authorised entities, in particular the
police force, prosecutor, courts, executors, etc.;

10. information from the FIU, in particular feedkagn the effectiveness of unusual transaction
reports received and the manner of their handivagnings and information on indicators and new
types of unusual transactions published or targeyetie FIU;

11. analyses and investigation results from AMlffsta

In analysing and assessing transactions and finaratioperations with the aim of determining
whether it does or does not constitute an unusuatansaction it is necessary to always assess
them particularly in terms of:

1. the person making or requesting the executidhefransaction or financial operation;

2. the legal person who, in the case that it de¢sact on its own behalf, is owned by, represented
by, acted for on behalf by, or in any other wayrespnted by such a person;

3. the customer’s transaction, financial opera#ind requests;

4. other available and known relationships, cirdamses and information acquired not only
through the activity of the financial institutioma its staff, but also through the activity of, .e.g
authorities;

6. decisions on the postponement of any unusuadcions.

AML staff in detecting and assessing unusual trangdions should take particular care to
assess:

1. the customer who is a natural person, focusingggpticularly on:

* social status;

 age (young and old age are particular risk factors)
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* nationality (in the case of foreigners identify tteasons for making transactions in Slovakia, a
national of a country supporting international ¢eigm, etc.);

* politically exposed persons;

e risk in terms of corruption (persons with decisimaking powers, representatives of public
authorities);

« criminal activities — ascertained from commerciatathases and open sources whether the person
has not been prosecuted or convicted of a cringygpected of a crime, suspected of affiliatioa to
criminal or terrorist group; a valuable source otls information, besides commercial databases
and open sources, consists in requests and insttadtom the police force, prosecutor and courts.
The use of commercial databases is recommendedregfrd to the subject and scope of the
financial institution’s activity and application ofistomer due diligence;

* debts toward third parties (credit bureau, tax sletie¢bts toward the Social Insurance Agency);

e any positive record in registers of the obligeditgnfregister of unusual transactions, rejected
transactions, fraud, etc.);

» feedback and information from the FIU;

« external signs indicating affiliation to extremigbups and movements;

» documents (homeless person, a person deprivedalf dapacity, suspicion of altered or falsified
documents, lost documents);

* the presence of third parties entering into thearuer-financial institution relationship, or ifig
clear that their presence is connected with theoouwsr’s conduct;

e communication, requirements and behaviour, knowdeafgthe transaction or financial operation,
business, etc.

2. the customer that is a legal person, focusing gecularly on:

« its line of business in relation to the assessatsaction or financial operation, as well as from t
aspect of creating the customer’s risk profile;

» whether the legal person is an obliged entity;

« the form and statute of the legal person;

* the date and place of registration from the aspethe increased level of risk (shell companies,
risk areas, etc., newly-established companies antkxcessively high turnover);

» company shareholders, statutory representativespipe authorised to act, beneficial owner —
applies similarly for each legal or natural perseparately;

» former company shareholders and statutory reprasess;

* the course of its business to date;

« frequent changes of the company’s registered asl@mes business name;

* available information from open sources;

unpaid obligations toward business partners andttte;

information from credit and other available registe

business partners;

misuse and risk of misuse for criminal activity;

» any positive record in registers of the obligeditgnfunusual transaction register, rejected
transactions, fraud, etc.).

3. the transaction orfinancial operation (including its form, executionmethod and value),
focusing particularly on:

the legal and natural persons making the transactidinancial operation, including:

« the plausibility of the transaction or financialesgtionand its purpose;

* the degree of risk inherent in the transactionrarfcial operation;

* the value and volume of the transaction or findrmeration;

* the subject of the transaction or financial operati
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* the method and form of payment;

» documents presented by the customer;

* the customer’s requirements;

* business partners;

« information on similar transactions from open sesfc

* comments on the transaction from the financialtumsdn’s competent and professional units;
» experience with other obliged entities making taes type of transaction.

Each financial institution shall determine the ferand methods of unusual transactions according
to its own criteria, taking account particularlytbé scope and type of activities and servicesithat
provides, its clientele, number of branches andgdaf operation, experience to date, as well as in
the framework of the group of which it is a member.

Indicators of unusualness

Indicators of unusualness in relation to a naturaperson:

Indications that a person may not be acting orotis behalf and may be acting under the direction
of another person, i.e. a “white horse”, or thaeason otherwise represents an above-average risk
of money laundering and terrorist financing, in@ud particular that the person:

» has an unkempt appearance or poor social situation;

 appears to be under the influence of narcotics;

* is ignorant of the transaction or financial opemator line of business;

* behaves in an unusual or abnormal way;

* is homeless, i.e. the person’s only registered paemt residence is a local authority office, or no
street name is stated in the submitted documents,i® known by an employee of the financial
institution that the person is homeless;

» owns several companies that have progressively tbaesferred to him over a period of time;

* is the true owner or executive of a company, bugsdoot have usage rights for the company’s
accounts or never acts alone;

* is accompanied by third persons who direct or clieglactions;

* uses lost, falsified or altered documents;

* intentionally submits false data, particularly anpoyment, place of residence, activities,

etc., or refuses to respond to the financial in8tih’s requests;

* is sought by the police;

* is suspected of committing a crime;

* is known or suspected to be a member of a cringralp;

* is on a wanted list of military or intelligence gees;

* is on a list of persons subject to sanctions;

* is on a list of terrorists or sympathisers of tesm;

» expresses through their appearance or statemantsaflyy to extremism;

* is a foreigner with no apparent relationship tovalaa;

* is a foreigner from areas known to be high-riskrétation to the promotion of international
terrorism;

* is deprived of legal capacity;

* is a child, youth, young adult, or elderly; consgtis a higher corruption risk — e.g. representsative
of government or political parties;

* is a politically exposed person, foreign publidaél;

* represents a foundation, non-profit associatian; et

* has been the subject of an unusual transactiomtrepo
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* is a non-payer or unreliable according to registersther information available to the financial
institution’s staff;

* is engaged in the trade and production of goodgsegithology subject to control by the state and
international community.

Likewise, in terms of the risk of money launderiaugd terrorist financing, staff shall also assess
persons who are close to such persons or about vithisnknown that they act jointly or benefit
from the actions of such persons.

In principle it does not apply that if a transantidinancial operation or any act is made by such a
person this must automatically constitute an unlusaasaction. It is always necessary to take a
comprehensive view in assessing the actions of padons.

Indicators of unusualness in relation to a legal pson

* A natural person posing an increased risk of mdaeydering or terrorist financing represents the
legal person, owns it, or is its beneficial owrmeany demonstrable relationship.

» The legal person’s registered line of busines®tamaccordance with its real business.

» The line of business is high-risk in terms of treemtial for money-laundering — in particular
gambling, exchange offices.

» The line of business requires a special permit.

* The legal person’s ownership structure is unclear.

» The legal person, owner and owner or company shhtehthereof is domiciled in a tax haven or
high-risk area in terms of the support and finag@hterrorism.

» The legal person has only a virtual registeredceffi

» The legal person is a ready-made company.

» Another obliged entity — tendency to not devotergion to the transactions of another obliged
entity,

» The legal person trades with other legal persorssngoa risk of money laundering or terrorist
financing.

» The legal person has misleading business nama®rol business, suggesting that it may be a
bank, financial institution, etc.

* The legal person is a shell bank.

» The financial institution knows from available rstgirs that the legal person is a debtor or has
failed to fulfil its tax obligations.

» The legal person is known to have been misusedvaived in any other way whatsoever in the
commission of a crime.

Methods of recognising an unusual transaction mayiclude, in particular:

1. An artificial increase in turnover in the case iofis dealing with cash. Proceeds from crime in
the form of cash are mixed with proceeds from leglvity, with the result of the mixing
declared as legal income and legal turnover,

2. Funds transfers from abroad to payment accountatoiral persons or legal persons, followed
by the immediate transfer of almost the whole ¢eglamount, or a cash withdrawal attempt,
where there is the risk of frustrating seizure lodttincome for the purposes of criminal
proceedings. This concerns in particular revenuas fsuch activities as phishing, pharming,
vishing, internet fraud, payment card fraud, paymemminal fraud;

3. Transfers between companies with an unclear owiperstiucture that do not have any
apparent economic basis or reason;
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Dealing in arms and hazardous materials that arered by fake transactions and/or financial
operations made by companies domiciled in a taxemawith local payment accounts used
only for transfer and for obscuring financial flaws

Reverse loans, most often using payment accourfir@fyn natural or legal persons, usually
domiciled in a tax haven;

Payments made by non-profit organisations, nonstment funds and foundations, or in their
favour, that do not correspond to the purpose @f flounding;

The use of payment accounts, in particular thoseabfiral persons, for online betting and
online gambling;

A transaction or financial operation in which thestomer refuses to provide information on
the intended transaction or seeks to provide #s litformation as possible or provides only
information that the obliged entity can check owith great difficulty or at great cost;

Loan repayment in a lump-sum amount, or in sevaggbr payments;
Loan repayment by another entity with no apparelattionship to the customer;

Execution of a customer’s transactions with ergitie respect of which the obliged entity has
already recorded information indicating the exemutof unusual transactions in the past, or
with entities only marginally related to the unuswansaction being executed,

A financial institution has doubts about the vetyoif a customer’s data who refuses to submit
to an inspection or refuses to provide identif@atdata of the person on behalf of whom he
acts;

Any financial operation on which a customer refusesprovide further information, or
provides explanations that are difficult to beliereverify;

A customer performs activities that may help cohbeaidentity or the real owner’s identity;

A transaction or financial operation in which thelume of funds that the customer has is in
clear disproportion to the nature or scope of hisitess activity or declared financial
circumstances, or where the customer’'s paymentuatgoovements do not correspond to the
nature or scope of their business activity or tiigt@mer’s usual financial operations;

The number of movements on a payment card or pedoce of a large number of financial
operations on one day or on consecutive days doegarrespond to the customer’s usual
financial operations, while the customer seeksigaificantly overdraw without reason the
financial limit set in the contract with the finaakinstitution;

A transaction or financial operation made by ndtwa legal persons who represent an
increased risk of money laundering or terrorisafiaing;

A transaction or financial operation that, with aed) to its complexity, unusually high volume

of funds or other characteristic clearly deviatesf the ordinary framework or nature of the
transaction of the particular type or particulastomer, or that has no clear economic or lawful
purpose;

A transaction in which the customer requests th@béshment of a contractual relationship or
execution of a transaction with the obliged entitythe basis of an unclear project;
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20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.
33.

34.

35.

36.

37.

A transaction or financial operation in which thestomer submits fake, invalid or stolen
identification documents, falsified documents, jetc.

Repeated and frequent changes to the right toruae@unt on the basis of a power of attorney
from the side of the payment account holder;

The opening of payment accounts or performanceinan€ial operations, particularly for
foreigners, by means of an authorised person;

The transfer of large sums of money to or from atlrasing payment services;

A transaction or financial operation in which thésea reasonable assumption that the subject
of the transaction is or should be a thing or serthat may relate to a thing or service upon
which international sanctions have been impose@uadeparate regulation;

A transaction or financial operation made from @atcountry with increased risk of terrorist
financing or countries with a high security riskuds, weapons, etc.);

Growth in high payment account balances that ateim@ccordance with the customer’s
known and normal turnover, and their subsequenstes to an account (or accounts) abroad;

Transactions or financial operations involving lied liability companies in which there has
been a change of executive, business name, régistcdurt, etc.;

The number of movements on a payment account ondapeor consecutive days does not
correspond to the customer’s usual financial oparaf

Customers’ activity relating to the opening of nplé& payment accounts, the number of which
is in apparent disproportion to the line of bustnaad the related transactions between these
accounts;

Repeated back-transfers of funds to foreign firgnaistitutions and banks domiciled in high-
risk areas or to companies domiciled in high-risdas;

Transactions or financial operations involving ngwicorporated companies registered in tax
havens;

The involvement of a firm or financial institutidrom a high-risk country in a transaction;

The customer transferring large sums of money tivaon abroad apparently at variance with
the information that the financial institution hegilable;

Internet lottery and gambling — an amount beingdited to a player account and then
transferred to a different account without anynegligible, actual gambling;

Funds being transferred from a payment account uetely after being credited there from a
different account;

A notice of a change of address prior to delivgrycburier of the contract on the opening of an
account, as compared to the address stated whiag 6t the data in the contract on opening
an account online via the internet;

Financial operations made on a payment accountemMp@yments are in low nominal values,
though in an extraordinarily high volume;
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38. Repeated settlement for a customer (particulargjeseent of his debt) performed by a third
party whose business activities are unknown tdfitrencial institution, and the settlement of
obligations represents unusually high volume ofigjn

39. The customer is a person from a state that apipisesficient or no AML/CFT measures.

40. In the case where a financial institution enablesustomer to make cash deposits and
withdrawals:

— a one-time cash deposit to a payment account thedt dot correspond to the customer’s
hitherto activities and information that the finaignstitution has available on customer;

— frequent repetition of cash deposits for no apgamason, through which a large deposit
is accrued and then transferred to a place thaeruoddinary circumstances is not
associated with the customer;

— unusually high cash deposits made by a naturalegall person in whose business
activities other instruments would normally be ysed

— a cash deposit to a payment account and subserpoprgst by the customer to issue
a confirmation of the current account balance,ofedd by a withdrawal from the
account;

— a cash deposit or transfer to abroad, where themes states the payment purpose as a
fee or commission;

— repeated cash deposits by a large number of custonte® make payments to the same
payment account with no apparent purpose;

— an unusually large deposit of funds to a paymeobaat of a natural person who is
a foreign politically exposed person, and which ggd®yond the ordinary scope of
movements on that account;

— a payment from abroad, particularly a country al#sthe EU, with the transaction
description stated as donation, aid, loan, etd, immimmediate withdrawal in cash, or
immediate transfer to a different account;

— a large credit transfer to the customer’s accouwtfiowed by cash withdrawals in
amounts;

— acustomer has an unusually high amount in cash ithaot corresponding to his
appearance or demeanour;

— acustomer is accompanied by another person andtoremh while entering into a
contractual relationship or making a cash deposit;

— acash deposit to the customer’s payment accowvea®il5 000.
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