Methodological Guideline No 9/2012 of the Financidllarket Supervision Unit of
Narodn& banka Slovenska of 20 November 2012 regardj the prevention by
banks and foreign bank branches of money launderingnd terrorist financing

The Financial Market Supervision Unit of Narodrenka Slovenska, on the basis of Article
1(3)(a)(3) of Act No 747/2004 Coll. on financial rkat supervision, as amended, in collaboration
with the Ministry of the Interior of the Slovak Regic, Ministry of Finance of the Slovak Republic
and the Slovak Banking Association, has issuedniethodological guideline:

PART |

Article 1
Purpose

(1) The purpose of this methodological guideliree to provide financial institutions
explanatory material for fulfilling their duties ising under legal regulations focused on the
prevention of money laundering and terrorist finagdn the financial system, which are based not
only on binding Slovak legislation, but also intational standards and, not least, on knowledge,
experience and practice gained in the performahsapervision and control by the NBS and FIU.

Financial institutions have been required sin@eftember 2008 to comply with duties and
exercise rights laid down by the Act, whilst prodieg also in accordance with other legal
regulations, in particular Act No 483/2001 Coll. lmanks and on the amendment of certain laws, as
amended and Act No 492/2009 Coll. on payment sesvémd on the amendment of certain laws, as
amended.

In preparing this methodological guideline thehaus have worked from the fact that the
rules laid down by the legal regulations represemimum requirements; the authors, through this
methodological guideline, neither can nor seekive gnstruction for solving all cases that arise in
practice. The rules do, though, give financial itntbns the freedom to use other sources of
information and to set their own rules, if necegsaore stringent than those required by Slovak
legislation. In accordance with the objective pesiby the above-mentioned acts and by this
methodological guideline, financial institutions ynalso use more sophisticated methods,
particularly those already used and proven in thein practice or that of their parent companies
from other member countries of the European EcoooArea (hereinafter referred to as the
“EEA”). In so doing they can better contribute twetimplementation of the global AML/CFT
policy in the framework of the financial group ohieh they are part.

(2) Financial institutions are, in the course oéithbusiness, exposed to the risk that
customers will misuse the financial institutionsngces in the process of money laundering or
terrorist financing. In the case of such misuse, fthancial institution faces the threat not jukt o
financial loss, but also reputational harm. Themiaarriers against efforts to misuse a financial
institution for money laundering or terrorist fir@ng consist primarily in the integrity and honesty
of the management and its commitment to activefgrere the financial institution’s policy for the
prevention and detection of money laundering amdotist financing and to promote strict
compliance with legal regulations relevant to thassas.



Article 2
Definitions

For the purposes of this methodological guidelime following terms and abbreviations are
used. The definitions of other terms and abbrewistimay be stated directly in the text, where

appropriate.

Act

AML or AML area
AML/CFT

bank

Banking Act
employee or staff

financial institution
FIU

foreign branch

International Sanctions Act

money laundering
Payment Services Act

ut

Act No 297/2008 Coll. on the prevention of mgdaundering and
terrorist financing and on the amendment of certaws, as
amended

area regulated by the Act and Inegfonal Sanctions Act
Anti-Money Laundering/Combating the Finangiof Terrorism

legal person domiciled in the Slovak Repulakc a joint-stock
company pursuing activity in the Slovak RepublicdenArticle 2
of the Banking Act

Act No 483/2001 Coll. on banks and ba amendment of certain
laws, as amended

an employee (or collectively emgpks) of a financial institution
performing tasks under the Act

a bank or foreign branch

Financial Intelligence Unit, the Intelligencenit) of the Financial
Police of the Slovak Police Force

a branch of a foreign financial imsion or foreign credit
institution pursuing activity in the Slovak Republinder Article 8
or 11 of the Banking Act

Act No 126/2011 Calh the implementation of international
sanctions, as amended

the legalisation of proceeds fooime

Act No 492/2009 Coll. on pegtrservices and on the amendment
of certain laws, as amended

unusual transaction

PART 11

Article 3

The policy of protecting a financial institution against
money laundering and terrorist financing

() A financial institution is required to have wn policy in the field of the prevention and
detection of money laundering and terrorist finagci(hereinafter referred to as “AML/CFT
policy”). The AML/CFT policy must be set so as tosare effective performance of activities
aimed at preventing and detecting money laundednd terrorist financing at the financial

institution.



(2) In setting and applying the financial instibuts AML/CFT policy a suitable tool and
valuable source of information are Slovak and maé@pnal standards, opinions and guidelines of
Slovak and foreign regulators, analyses by majov&} and foreign institutions or consultancy
firms, and not least also the experience and tipeoaph of other companies within the group of
which the financial institution is part. In creaithe AML/CFT policy, the financial institution
shall take into account its business objectivesstiexy clientele, range of banking activities and
products (types of transaction) and the assocjadéehtial threat of their misuse for the purpoges o
money laundering and terrorist financing.

(3) The AML/CFT policy forms a part of risk managemh, with particular relevance to
operational risk management, at the financial tastn.

(4) Important components of the financial instdaats AML/CFT policy are:
a) a programme of internal activities pursuant tcke 20 of the Act (hereinafter simply the
“Programme”);
b) an organisational structure ensuring effective imdependent performance of AML activities;
c¢) information intended for customers and the galngublic, containing the financial institution’s
approach and objectives in relation to AML, as vesla notice drawing attention to its duties of
prevention and control that may have a direct impaaustomers.

(5) A bank’s articles of association shall defithe bank’s organisational structure and
bank’s system of management, responsibilities odges and units in the framework of managing
risks to which the bank is exposed in its businéssdetermining the organisational structure
pursuant to subparagraph 4(b) the bank shall daga member of the statutory body as
responsible for the area of AML (hereinafter reddrrto as the “Responsible Person”). The
AML/CFT policy, in written form, shall be adopteg the statutory body, which is also responsible
for implementing it.

(6) In determining the organisational structurespant to subparagraph 2, a foreign branch
shall designate a managerial employee as resperfsibthe AML area, or shall designate that the
head of the foreign branch is responsible for thdLAarea (hereinafter simply the “branch’s
Responsible Person”). The AML/CFT policy, in writtéorm, shall be adopted by the branch’s
Responsible Person. The branch’s Responsible Pessesponsible for implementing the foreign
branch’s AML/CFT policy.

(7) The AML/CFT policy shall be published by theancial institution on its website.

Article 4
Employees responsible for implementing AML/CFT task

(1) The statutory body of the financial institutisnresponsible for the financial institution’s
overall prevention of money laundering and tertdrisancing and for implementing the AML/CFT

policy.

(2) A branch’s Responsible Person is responsihighe prevention of money laundering
and terrorist financing at the foreign branch amirhplementing the AML/CFT policy.

(3) Responsibility for the practical implementatiaf activities in the field of AML,
primarily the performance of day-to-day activitiessuring the implementation of the AML/CFT
policy, the reporting of unusual transactions amdoingoing contact with the Financial Intelligence
Unit lies with the Nominated Officer.



In banking terminology, or in the terminology oftemational institutions promoting the
principles of the prevention of money launderingl darrorist financing, the term “anti-money
laundering and counter terrorist financing compgofficer” is used, referring to the employee of
the financial institution in charge of AML/CFT taskin view of the fact that the Slovak language
has no adequate expression for this post, or fomctihe term “Nominated Officer”, or its
abbreviation “NO”, is used in this methodologicaldgline in accordance with Article 20(2)(h).

(4) 1t is not appropriate to outsource the adeegif the NO.

(5) A financial institution shall ensure full suibgtability for the post of the NO, by
nominating a deputy NO.

(6) In filling the posts of the NO and deputy N@etfinancial institution shall require
candidates to demonstrate civic integrity, appmiprieducation and corresponding professional
experience.

(7) The NO and deputy NO of a bank are appointetl dismissed by the statutory body,
following prior consultation with the supervisorgdrd, or its chairman. The NO of a bank reports
to the Responsible Person.

(8) The NO of a foreign branch is appointed arghussed by the Responsible Person or
head of the foreign branch. The NO of a foreigmbhashall report to the Responsible Person of the
branch or to the head of the foreign branch.

Where a financial institution has several placetha Slovak Republic at which it performs
an activity (branches, sub-branches, external pes$ts) it may nominate an employee at these
places, who need not be a member of the unit resplenfor performing activities necessary for
ensuring tasks of the preventive system (hereinaifteply the “Prevention Unit”), and entrust that
employee with the performance of selected actwifertaining to the NO or Prevention Unit
(hereinafter simply the “Authorised Employee”). Thaithorised Employee is in continuous
working contact with the NO. If a financial instiion also establishes a Prevention Unit, the NO
shall be the manager of that unit.

(9) The job description of the NO, or PreventiontUshall include in particular:
a) ongoing preparation and updating of the Progranamd any other necessary regulations and
procedures for the AML field;
b) the fulfilment of management and control tagkshie field that he performs and for which he is
responsible in the framework of the Prevention Uhestablished in this field;
C) communication, cooperation and maintaining ongaiontacts with the Financial Intelligence
Unit, including the timely reporting of UTs;
d) organisation and setting of rules for the tmagniof the financial institution’s relevant staff,
including new staff;
e) analytical and advisory activity in relation toe assessment and reporting of UTs by the
respective staff in connection with the executioh costomers’ transactions and financial
operations.

(10) The NO and his deputy are required to perftimair duties with due diligence.

The NO of a bank shall submit a report on hisvagtior on the activity of the Prevention
Unit, if established, to the bank’s statutory badyeast once a year.

The NO of a foreign branch shall submit a reporth@ activity, or on the activity of the
Prevention Unit, if established, to the Respons®éson of the branch and to the head of the
foreign branch at least once a year.

The activity report shall contain in particular fiedowing information:



a) statistics and a brief description of UTs repoty staff;

b) statistics and a brief description of UTs thatevnot reported to the FIU, with reasoning;
c) statistics and a brief description of UTs repdrto the FIU;

d) overview of identified deficiencies and draftasares and deadlines for their rectification,
e) information from inspections carried out;

f) information or overview of staff training conded.

(11) An important element of AML/CFT policy is tegure that the NO, his deputy and the
Prevention Unit have a sufficiently independentustain the structure of managerial staff and
organisational units. An NO'’s classification iniaancial institution’s organisational structure lkha
contain the following elements guaranteeing an @mpately defined standing of the NO, his
deputy and, as relevant, the Prevention Unit:

a) arrangement of powers and duties of the NO asddéputy in their job descriptions, with
emphasis on the primary area of their operation¢hvls to ensure the prevention and detection of
money laundering and terrorist financing (otherivdtets may not impede them in promoting
effective measures in this primary area);

b) separation from units responsible for executingtomers’ transactions and financial operations,
c¢) unrestricted access of the NO and his depugfltdocuments, databases and information at the
financial institution;

d) autonomous and independent decision-making ef Nl® and his deputy in assessing the
unusualness of customers’ transactions reportethéyrespective staff in the framework of the
internal reporting system;

e) autonomous and independent decision-makingesdhding of UT reports to the FIU;

f) control function of the NO, his deputy and o&tRrevention Unit in relation to units and staff
responsible for executing customers’ transactiowsfenancial operations;

g) separation of the NO, his deputy and Preveritioi from the internal control and internal audit
unit in the organisational structure, whilst pregsey follow-up inspection of their activity
conducted from the side of the internal control amternal audit unit;

h) cooperation with the internal control and intdraudit unit in the procedure under Article 41(2)
of the Banking Act; as well as the powers to pgtite in the process of commenting on or
evaluation of new types of transactions (produatgjer preparation at the financial institution in
terms of the risk related to money laundering adotist financing, and to express a dissenting
opinion to introduced new types of transactionhe tase that they represent a disproportionate
exposure to this risk;

i) in the case of extraordinarily serious circumsts or situations, immediate information to a
member of the statutory body, or the ResponsibtedPeof the branch.

Article 5
Financial institution’s programme of internal activities

(1) A bank’s articles of association, pursuanfttcle 23 of the Banking Act, arrange the
organisational structure and its internal systermahagement. A bank is obliged to clearly divide
and arrange in its articles of association the psvaad responsibilities at the bank for AML/CFT.
The articles of association shall also arrangestistem of risk management and the separation of
risk management from management of banking ad#itiTrhe arrangement of risk management
shall include also a system of risk managementwinmch AML/CFT forms a component of
operational risk.

(2) A financial institution shall draw up the Praghme as an internal regulation, approved
by the statutory body of the bank or head of threifm branch. The Programme shall be based on
generally binding legal regulations, in particulae Act, the Banking Act, NBS Decree No 13/2010
on additional types of risk, on details of the rislkhnagement system of banks and foreign bank
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branches and on defining a sudden and unexpectuyehin market interest rates, and on the
methodological guidelines of the FIU published aadularly updated on the website of the FIU
(http://www.minv.sk/?aplikacia).

The Programme shall also take into account thek'baarticles of association and the
financial institution’s AML/CFT policy.

The Programme shall represent a transposition ef AML/CFT policy into practical
principles, tasks, procedures, duties and respiitis® in the fields of AML and prevention of
terrorist financing. It shall also contain specifiathorisations, duties, responsibilities and tagks
the NO, the Prevention Unit and relevant staff led financial institution in the performance of
banking activities, types of transactions and faahoperations of customers in terms of statutory
requirements (in particular Article 20(2) of thetpthat require the prevention of money laundering
and terrorist financing, as well as the control poswof these subjects and control powers of the
internal control and internal audit unit (see A#icl2). The Programme shall also define
information flows, information systems, control pesses and mechanisms in this field.

(3) In creating the Programme the financial institu shall take into account its own
specific characteristics, in particular its sizel anarket share, organisational arrangement, the typ
and range of permitted and performed banking disyithe types of transactions and their range
and specifics, the type and number of customerstlamdpecifics and range of these customers’
operations. The Programme shall contain not onfgrination on statutory provisions, staff
responsibilities, but also all operational procesguand duties of staff at the financial institution
the performance of the relevant type of customasisactions and financial operations, as well as
the most common types of UTs at the given finanastitution.

(4) The Programme shall set out in particular:
a) the specification of tasks, duties and respditgb for the financial institution's comprehéres
prevention of money laundering and terrorist finage at the individual levels of management
from the board of directors of the financial ingtibn, or from the Responsible Person of the
foreign branch down to the units of first contadtwthe customer, including the Prevention Unit;
b) the nomination of the NO pursuant to Article 2)f) of the Act;
c) the specification of persons at the financiatitntion who assess whether an intended or ongoing
transaction is unusual;
d) the specification of the time when the assessnseto be performed (where possible, always
before execution of a transaction or in the prooé#s preparation);
e) the specification of the method of performingemsment pursuant to points (c) and (d), i.e. to
state what needs to be performed in an assesswiaattaids are to be used (e.g. an overview of the
types of UTs, publicly available information on ¢t&s and defaulters, internal lists of customers,
etc.), how and where to record the assessment;resul
f) arrangements for the prevention of money laumdeand terrorist financing, the receipt of
notifications on identified UTs from organisationalits, the evaluation of these notifications and
the reporting of UTs to the FIU and arrangementigng ongoing working contact with the FIU,
or law-enforcement bodies;
g) the specification of basic tasks of the respeditaff at all levels of management, the deteation
STs and the reporting of internal notificationddfs to the NO (possibly also a specimen form for
internal notifications of a UT) and the manner ns@ring the protection of the respective staff in
connection with the UT they identified and reportedhe NO;
h) the duty to identify customers in executing s@etions and individual financial operations and
the duty to verify this identification;
i) the duty to record the identification made ahe verification of customer’s identification, aslive
as all financial operations executed for customers;



]) the obligation to retain records on customerntdieation and on the verification of their
identification and on the financial operations coctéd by customers, and this for the period set by
the Act;

k) an overview of known types of UTs, broken dowrdtivity and type of transaction executed,

) the evaluation and management of risks assatiaith money laundering and terrorist financing,
including customer assessment procedures basedrisk-ariented approach and risk analyses,
taking account of the results of initial and ongpoustomer identification and verification of their
identification, broken down by type of transactamd type of operation and account;

m) the specification of the nature and extent efithplementation of customer due diligence on the
basis of risk evaluation results pursuant to Aetit0(4) of the Act;

n) detailed signs of unusualness by which a custerhd's can be recognised;

0) the manner and scope of feedback at the fineinsiitution on internal notifications of STs;

p) the procedure of the respective staff and NPostponement a unusual transaction under Article
16 of the Act;

g) the content and timetable of staff trainingjrnirag staff for performing AML/CFT tasks in the
performance of particular banking activities, typésustomer transactions and operations;

r) the duty to maintain confidentiality regarding iaternal notification of a UT and its reportiny t
the FIU and regarding measures performed by the(Riticle 18 of the Act), primarily in relation

to the customer concerned, as well as toward psrsaving a certain relationship to the customer
(e.g. other authorised users of the customer'swuatc@r where this concerns multiple owners of
funds on one account or owners of a legal persoottuer beneficial owners associated with the
operation), as well as toward third parties, othan exceptions as provided for by the Act;

S) measures and control mechanisms preventing litheeaof position or function by staff to
knowingly engage in money laundering or terroriisafcing in the exercise of their function,

t) the method and periods for retaining data armineentation (see details in Article 11);

u) an internal control system focused on AML/CFonsisting of control mechanisms, process
controls of managerial staff, including controlstbg NO and internal audits;

v) definition of information flows and descriptiaf information systems focused on the collection,
processing and reporting of information for AML/CHihcluding regular reports submitted to the
board of directors and supervisory board of tharfmal institution and Responsible Person of the
branch, or head of the foreign branch.

(5) The AML/CFT issue requires that the Programmaaltawn up as an integral regulation
accessible to all the financial institution’s stath an internal computer network.

(6) It is necessary to update the Programme natiorthe case of a change in the relevant
generally binding legal regulations, but also ie dase of changes concerning the own performance
of activity and transaction types, as well as ia tase of changes to the financial institution’s
organisational arrangement. An appropriate pemodipdating is once a year.

Article 6
Staff awareness and training

(1) Managers and staff must be aware that bothstomer’s knowing facilitation and a
customer’s unwitting involvement through negligencemoney laundering or terrorist financing
represents an operational risk. The financial tagtin can ultimately suffer financial losses if it
executes operations with proceeds from any crimactVity, whilst its reputation may also suffer.
Not only financial institutions as legal persons aubject to penalties for a violation or failuoe t
fulfil duties in this field, but members of the steory body, supervisory board, head of a foreign
branch, the Responsible Person of a branch, maabge&ff performing control and the respective
staff in direct contact with the customer and wkeaaite the customer’s instructions for performing
transactions and financial operations may alsodbe lrable.



Success in applying an ongoing AML/CFT processeddp on effective staff training and
their proper familiarisation with duties and powerie statutory body of a bank or Responsible
Person of a foreign branch, jointly with the NO, shensure that staff are aware of the financial
institution’s responsibility, as well as aware abthe personal liability of staff and their protect
in identifying STs in this area.

(2) A financial institution shall publish in an appriate manner information for staff as
regards who performs the function of the NO and a#putises for the NO.

(3) A financial institution shall determine in tReogramme the optimal regime and method
for:
a) informing its staff about the AML/CFT systemgdamelated procedures, duties and powers;
b) making the Programme and any other relevaniaggaos available to the respective staff;
c) organising regular staff training and educaticectivities for staff, where regular training is
performed via e-learning, it is recommended indage of finding the need to raise staff awareness
of the Programme, to appropriately supplement giyleg training by personal or other training so
that the training system is effective.

(4) The financial institution, in informing andatning staff, shall take account of its
conditions, in particular its size and organisaglomarrangement (branches, or other smaller
workplaces), banking activities and types of tratisas and financial operations performed for
customers, so that all necessary information reaahetaff for whom the information is intended.

It is important that the mechanism of providindonmation to staff from the side of the
statutory body, the Responsible Person of the daréranch, the NO and respective managerial
staff of the financial institution, as well as theodel for performing staff training is effective,
flexible and fulfils the desired objective; theredat is essential that it be updated with regard t
changing conditions.

(5) The effectiveness of a financial institutionpgevention of money laundering and
terrorist financing depends in large part on theellef knowledge on the side of management and
staff of the financial institution about the givenoblem, consisting in familiarisation with basic
legal regulations, the Programme and other relatednal regulations of the financial institution.

The diversity of banking activities and types @fnsaction and, in particular, the diversity in
the structure of customers give rise to varyingreleg of risk and different techniques of money
laundering or terrorist financing.

The relevant staff (staff of first contact with tlmistomer) must have all necessary
information on the banking activities and typedrahsaction they execute for customers and they
must learn as soon as possible the criteria (fnsusualness) for assessing, or detecting, UTs.
These staff must be able to assess the conduee dinancial institution’s customers, as well as th
content of financial operations performed by custmin terms of their degree of risk, unusualness
or suspiciousness. Staff training should signifiganontribute to staff acquiring the prerequisites
for mastering procedures for applying the Know YGuistomer principle (hereinafter referred to as
“KYC") and for recognising the degree of risk frahlme customer’s actions, also with regard to the
customer’s categorisation into one of the thre@igsdor mandatory customer due diligence:

- basic,

- simplified, and

- enhanced customer due diligence.

The relevant staff are an important element forve@néng the misuse of the financial
institution for money laundering or terrorist fireang. Likewise, however, they can also be its
weakest element, if they do not fulfil the set dsatior if they knowingly or unwittingly participate
in the execution of a customer’s UTs.



(6) Before an employee enters employment at then@ial institution in a post or function
where they will, in direct contact with customeessure the execution of financial operations, the
financial institution shall check a copy of the gratial employee's entry in the Criminal Register to
establish that he has not been convicted of anpeptp, economic or other serious crime. The
financial institution may require from the potehtiamployee information also beyond the
framework of an excerpt from the Criminal Registarso doing though, it should take account of
the fact that pursuant to Act No 300/2005 Collg @riminal Code, as amended, if the conviction of
a person has been expunged, this person is toeveedias having a clean criminal record. The
financial institution should require from a potahtiemployee also a sufficiently satisfactory
reference, or assessment of his prior work intggissued by his previous employer.

(7) In the framework of training, the financial iitgtion shall ensure that staff are
familiarised with the consequences of negligenceegligent fulfilment of their work duties and of
any knowing or unwitting participation in money talering or terrorist financing, as well as the
consequences of a breach of the prohibition ofidmog a customer with information to which the
duty of confidentiality applies (Article 18 of thfect); as well as with the manner of their proteatio
in the case of detecting a UT.

(8) The financial institution must have a projeciptan of staff training, taking into account
the employee’s work classification (own categor@atccording to job positions, taking account of
the employee’s exposure to opportunities for arnengtts at misuse for the purposes of money
laundering and terrorist financing) and the resgltresponsibilities, duties and the level and
frequency of training pertaining thereto. In deteimg the appropriate frequency of training, the
financial institution shall observe the provisiarfsArticle 20(3) of the Act (once per calendar year
and always before an employee is assigned to wowkhich he performs tasks under the Act). The
plan of training, or its basic principles, shoutstirh a part of the Programme and should determine
the basic outline, periodicity and content of staHining, in particular the provisions of the
respective acts, internal regulations and ruleshef financial institution or group to which the
financial institution belongs, as well as an aniglysf the content and circumstances of the most
frequently occurring types of internal notificatgonof UTs within the financial institution, or withi
the group.

(9) The financial institution is required under idke 20(3) of the Act to ensure staff training
focused on familiarisation with the Programme asteonce per calendar year and always before an
employee is assigned to work in which he will parfdasks set by the Act and by the Programme.
Each competent employee who performs tasks underAitt must be familiarised with the
applicable Programme governing procedures in asgesastomers and their financial operations,
and concurrently the financial institution is rema to ensure that each employee has permanent
access to the Programme.

Staff training shall include in particular:

a) familiarisation with the Programme,;
b) knowledge arising from the NO'’s activity, frofmetactivity of other financial institutions, as Wwel
as available knowledge arising from the activitytted FIU, or supervisory authority.

Specialised training that staff should completeoleetthey process customers’ instructions
for the execution of financial operations shouldegihem the necessary knowledge for ascertaining
and verifying a customer’s identity upon the creatdf a business relationship and in the execution
of transactions and operations. Through partiajpatn training events (seminars, educational
stays) staff shall acquire the necessary skillsblema them to know the expected type of a
customer’'s commercial activities from their relat@thncial operations, and, therefore, also the
necessary knowledge and capability to identify Samtitside the customer’s expected behaviour,
and specific manifestations of their UTs.



A financial institution should repeat and suppdentraining with new knowledge, where
necessary, also more frequently than in a 12-mowytle, so as to ensure that the relevant staff are
able to continuously perform their duties and eserc¢heir powers. Forms of training (classic
lecture, electronic, or other) should be regulattgrnated. It is appropriate that the relevarft b
tested on the knowledge acquired.

(20) A financial institution shall draw up records staff training conducted, containing the
date the respective staff participated in the inginthe content and form of the training, and, sghe
relevant, an evaluation of the test completed, af as the employees’ signatures or other
electronic confirmation. In addition to this, it ilecessary to obtain from the respective staff a
written or electronic confirmation that they haweeh familiarised with the Programme and related
regulations governing AML/CFT procedures.

Article 7
Information system at a financial institution

(1) A systematic approach to the financial insimio's risk management and AML/CFT
requires the creation of appropriate informatiawi for ensuring the smooth, timely and regular
flow of information between individual levels of megement at the financial institution, including
its statutory body, the NO, the deputy NO and thev@éntion Unit, the internal control and internal
audit unit and the relevant staff. A systematicrapph for ensuring information flows also requires
support in the form of application software, i.esg@ecialised information system, or systems. In
broad terms this means a system of acquiring, psieg, evaluating, transferring and also using
information concerning this area. This shall induflows of AML/CFT information in the
processes of the financial institution’s individaaitivities and types of transaction performed. For
effective prevention it is essential to ensure thigtregularly updated, with emphasis on the tyme
introduction of new types of transaction (whichioprto their inclusion in the existing range of
banking products and services, are assessed ByQhalso in terms of the risk of their misuse for
the purposes of money laundering and terroristftirag) in the information systems.

In addition to the information systems and appiaratsoftware for ensuring information
flows for the system of AML/CFT, the financial irstion may for support use a specialised
automated system for detection of UTs and designagesons (i.e. persons subject to sanctions) in
the financial institution’s relevant information stgms, and which operates on the basis of set
scenarios on databases of customers, transactidinsuocial operations.

(2) The financial institution is required to ensimformation flows for:
a) the transmission of information to staff on ANIIET principles, procedures, duties and powers
and the related performance of day-to-day tasks;
b) making the Programme and other relevant inteagallations available to employees;
c) transmission of necessary information betweerRésponsible Person and NO;
d) transmission of information between staff and MO and vice versa, including the internal
reporting of UTs;
e) record-keeping, i.e. the recording, processing apdating of data on customers and the
recording and monitoring of customers’ transactions
f) communicating to the statutory body or Respdesi®erson the results of control performed by
the NO and internal control and internal audit uagt well as informing staff of these results,
g) transfer of information between the NO and RHg|uding the reporting of UTs and provision of
other necessary information and source documentatiothe FIU, as well as the provision of
feedback from the FIU to the financial institution;
h) searching for UTs in the financial institutiom&levant information systems that contain data on
customers and their operations.
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(3) The form, content and rules of information flowehould be set by the financial
institution depending on its size, focus, scopethedcomplexity of its activities and on the typds
transactions and services offered by it, as welbrmshe characteristics of its customers and their
transactions.

The information system(s) shall conform to the €peaconditions of the financial
institution and, from the technical aspect, haveypeeters so that the financial institution is cdpab
of fulfilling the duties arising to it under the A¢in particular Article 24(4) of the Act) as an
obliged entity.

(4) An essential component of a financial instaats information system is an electronic
information system (hereinafter referred to as BI8") that complies with statutory requirements,
with the aim of ensuring sufficient quality in thpeevention of money laundering and terrorist
financing.

An EIS, recording and processing data on custoaraigheir financial operations must take
account of the requirements provided for in Arti@(e) of the Act:

a) in the case of a natural-person customer, tBentilst contain records of at least the first name,
last name, date of birth or birth registration neménd the customer’s account numbers, and in the
case of a sole proprietorship also the identifaratiumber, if assigned;

b) in the case of a legal-person customer, the rRlSt contain records containing at least the

customer’s name (business name) and identificationber.

The EIS must also contain information or recordgt@nature of the customer’s business
relationship. The nature of a business relationghigiven by the type of transaction pursuant to
Article 9(i) of the Act or solely by a transactipnrsuant to Article 9(h) of the Act, whilst the o
of the business relationship is primarily predeieed by the actual product or service that the
customer uses. The EIS and the manner of usin@patld make it possible to identify UTs
performed by customers, and, as relevant, monisar their course or development, as well as the
connections between the financial operations oérdam customer and, where possible, also the
unusual transactions of different customers.

A special part of information recorded and monitbtey the EIS consists in data on
politically exposed persons (Article 6 of the Aat)d on shell banks (Article 9(d)) and Article 24(1)
of the Act), which the respective staff receivegh@rforming their work tasks.

The EIS may also serve the financial institution tfee needs of monitoring the necessary
data for the purpose of keeping a register of ualusustomers pursuant to Article 92(7)(a) of the
Banking Act and for exchanging information with etHinancial institutions under Article 92(7)(b)
of the Banking Act. Other situations in which theahcial institution may use the EIS in providing
information arise from Article 18(8) of the Act.

The EIS should enable the financial institution ilemediately provide the FIU, upon
request, information as to whether it has or hasaausiness relationship with a specified person
in the past five years, as well as on the naturthaff business relationship (Article 24(4) of the
Act).

The EIS should also be capable of providing inreety manner and sufficient scope data to
the FIU, the Narodna banka Slovenska — FinanciatkBtaSupervision Unit as the supervisory
authority and law enforcement authorities in cagpesified by the Act.

Last, but not least, the EIS should satisfy requésts for the purposes of control for the
bank’s own needs and for the needs of the FIU ¢&rB0 of the Act) and for statistical purposes.

Article 8

Client identification and customer acceptance, cusimer risk profile; basic, simplified,
enhanced customer due diligence, performance by tii parties
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(1) The basic obligations of a financial institutiin these areas are laid down in particular
in the provisions of Articles 7, 8 and 10 to 13tteé Act, Article 89 and Article 93a of the Banking
Act and Articles 31, 80, 88, and 88a of the Paynsatices Act.

(2) A financial institution shall perform all elemis of basic customer due diligence (natural
person and legal person) under Article 10(1) ofAbkealways in situations referred to in paragraph
2 of that provision of the Act.

In the case of one-off transactions outside of @ifass relationship, the financial institution
shall identify and verify identification alwaysttie transaction value is at least €2000.

It shall observe the duty to ascertain whetherctigomer is acting on their own behalf. For
the purposes of this methodological guideline eetution of a transaction on the customer’s own
account” or with their “own funds” should be undeml as the customer acting on their own
behalf. According to Article 10(10) of the Act & necessary to ascertain this fact always in the
situations referred to in Article 10(2) and in acance with Article 89(3) of the Banking Act even
where this concerns a transaction at least in theuat of €15 000 (i.e. not only an “occasional”
transaction as implied by the Act).

(3) The process of determining and, to an apprtpeatent also verifying, the beneficial
owner is governed primarily by the provisions oftidles 9 and 10 of the Act, whilst also the
Banking Act partially addresses this important edemof basic and enhanced customer due
diligence in Article 93a. This means that it is al@ necessary to determine the beneficial owner in
the case of legal persons, whilst the legal formra abmpany (e.g. joint-stock company with bearer
shares or an asset pool) may not obstruct the taetecof the beneficial owner. Verification of
information acquired on the beneficial owner in@dance with the Act should be performed to an
appropriate extent, e.g. by requesting a writtetladtation on the beneficial owner and subsequent
verification of this information from available swes.Where the customer’s risk profile so allows,
the financial institution in applying basic custantkie diligence may determine the beneficial
owner on the basis of information from availablerses, without the need to contact the customer
or verify this information with the customer.

In this regard it is necessary to respect the dguelef the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/finpeEPS-usmernenie-20052011.pdf) (second
part of the guideline).

To illustrate possible situations in determining ttustomer’s beneficial owner in the case of
legal persons there is an overview of practicacedores used in EU Member States, which are
listed in the material drawn up and published inriIA@012 in the Anti-Money Laundering
Committee — AMLC) operating in the Joint Committee European Supervisory Authorities,
available on the website (http://www.esma.europaystem/files/jc_2011_096.pdf).

(4) The importance of the provisions of Article 1J{f) to (c) and Article 10(10) of the Act
is highlighted in the provisions of Article 15 addticle 24(2) of the Act, which impose on the
financial institution the duty to refuse a new cuseér, terminate an existing business relationship
with a customer, or refuse to perform a specifamsaction in the case where it is not possible to
perform basic customer due diligence.

A comparable duty arises also under Article 89¢lthe Banking Act. Under Article 17(1) a
financial institution is required to immediatelypt such cases to the FIU.

In this context, it is necessary to respect thelgiine of the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/finfpiasmernenie_paragraf_15.pdf).

(5) In the case of new customers, the customerptacee process should include basic
customer due diligence, as well as the customeat®gorisation into a certain risk group,
accompanied by thorough application of the KYC gipfe, meaning the acquisition of sufficient
information on the nature of the customer’s expdtansactions and any foreseeable scheme of

12



operations to be performed by the customer. Bardtis it is possible to create the customer’s risk
profile.

In applying basic customer due diligence, a finahanstitution may not enter into a
business relationship with a customer without b#jiaascertaining all relevant circumstances
concerning the customer (including ascertaining Blemeficial owner and taking appropriate
measures for verifying this information), as wedl ascertaining the expected nature of trading,
business or other activity anticipated by the cm&io Managers and staff of a financial institution
must know its customers and their usual commertiasiness or other activity. Based on the
information acquired, staff of the financial ingtibn and their direct superiors are then ableindur
the existence of the financial institution’s busiseelationship with the customer, to assess each
instruction of the customer for handling funds ¢ ttustomer’'s account against the expected
behaviour of that customer. In so doing they staddé account of circumstances that may indicate a
change in the nature of the customer’'s business @hange in its usual activity and shall
appropriately verify these facts.

The financial institution shall continuously upelahe customer’s risk profile according to
the risk group to which the customer is assignediHis purpose it shall require from the customer
the updating of data that the customer originatiyvled it, or has previously adjusted, and this in
appropriate time intervals and depending on chawgeserning the customer’s person, or their
commercial or other activities with which the cust’s financial operations performed by the
financial institution are connected. Updating may feerformed also by way of requesting the
customer to complete the relevant form, for exanagplee a year, unless more frequent updating is
necessary, or by agreeing a contractual conditidh e customer on the duty to notify the
financial institution of relevant changes.

(6) By means of categorising customers accordinghtr risk profile the financial
institution can then in practice apply Article 1) of the Act, namely ongoing monitoring of the
business relationship, which leads to recognitiod also reporting of STs. (6) In connection with
the risk categorisation of customers, the finaniiatitution should consider also Article 10(1)(d)
and Article 10(8) of the Act, which establish thetydto continuously update the customer risk
profile on the basis of a permanent monitoring loé tusiness relationship. The appropriate
frequency for updating depends on the financiditutgon’s assessment and decision, in each case
this duty should be included in the internal regalaarranging the Programme.

In connection with the consideration of risk inessng a financial institution’s customers,
it is appropriate to use materials prepared by egpef the Financial Action Task Force (the
intergovernmental body is the lead institution a@ttieg international standards in the fight against
money laundering and terrorist financing on a gldzale; hereinafter referred to as the “FATF”)
and the MONEYVAL Committee of the Council of Eurgpegularly published (updated three
times a year) conclusions from the ongoing momtpriof countries that have significant
shortcomings in the enforcement of AML/CFT measuess.:

a) the FATF Public Statement available on the webéhttp://www.fatf-gafi.org/topics/high-
riskandnon-cooperativejurisdictions/documents/iaffcstatement-19october2012.html); i.e. the
“pblack list”;

b) Improving Global AMLCFT Compliance: ongoing pess available on the website
(http://www.fatf-gafi.org/topics/high-riskandnon-
cooperativejurisdictions/documents/improvingglobaletcomplianceongoingprocess-
190ctober2012.html); i.e. the “grey list”;

c) valid conclusions from FATF monitoring availablen the website of the FIU
(http://www.minv.sk/?vyhlasenia-fatf);

d) the Public Statement on a member state, confgrthiat the country does not comply with the
basic reference documents for appropriate prevertianoney laundering and terrorist financing,
available on the website (http://www.coe.int/t/dgidnitoring/moneyval/);
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e) currently valid conclusions from monitoring greblished also on the website of the financial
police intelligence (http://www.minv.sk/?moneyvathlasenia);

f) detailed evaluation reports on each member stadets system of prevention and repression in
the field of money laundering and terrorist finarge(in the form of a “Mutual Evaluation Report”),
available in English on the website (http://wwwifgafi.org/topics/mutualevaluations/ and
http://www.coe.int/t/dghl/monitoring/moneyval/Evalions/Evaluation_reports_en.asp);

g) the list of equivalent third countries, which svereated on the basis of agreement of the EU
Member States in the European Commission comn{it&d@MLTF” — Committee on Prevention of
Money Laundering and Terrorist Financing), avakablbn the Committee’'s website
(http://ec.europa.eu/internal_market/company/dowsftial-crime/3rd-country-equivalence-
list_en.pdf) as well as on the website of the At/ www.minv.sk/?ekvivalent).

(7) The Act, in accordance with the implemented &téctives, defines only the basic
situations that pose an increased risk of monegdarng and terrorist financing. However, the
financial institution must apply a more stringenbgedure for the identification and verification of
facts ascertained and subsequent monitoring obtisness relationship with a customer also in
other situations, according to the customer’s pilfile or according to the degree of risk inherent
in the service or type of transaction provided e tustomer (legal persons not entered in the
commercial register, e.g. political parties, legatsons in the form of joint-stock companies with
bearer shares, joint accounts, accounts connegteatustodianship, etc.).

(8) Enforcement and compliance of all these prooesiuand rules (identification,
verification, KYC) provides, besides the recogmtiaf STs and minimisation of the risk of money
laundering and terrorist financing, also protectagainst fraud. At the same time it enables the
financial institution to select and offer from trenge of transaction types those that are suifable
particular customers according to the content awages of their activities. This helps the financial
institution retain customers not connected with eyotaundering and fraud and concurrently
eliminate the risk of financial loss and reputasibrsk.

(9) Where the customer poses a high risk, thisiregunore detailed assessment of the
customer, the customer’s behaviour and orders dwyetine customer for financial operations. It is
then necessary to take measures to eliminategkéarian acceptable level.

The financial institution shall exercise enhancedteamer due diligence in situations that,
with regard to their nature, may pose a high riEknoney laundering or terrorist financing. The
financial institution shall pay particular attentito selected groups of subjects, in addition ® th
already mentioned politically exposed persons @(heti6, Article 10 and Article 12 of the Act),
particularly corporations (Article 25(2)) and shiefinks (Article 24(1)).

In the case of identifying politically exposed pmrs, financial institutions are
recommended, in accordance with the new FATF iatevnal standards published in February
2012 on the website (http://www.fatf-
gafi.org/topics/fatfrecommendations/documents/ggidmmendations2012.html) to exercise
enhanced customer due diligence not just to therspdf persons referred to in Article 6(1) of the
Act, but also to persons with permanent residendka Slovak Republic.

In the process of the identification and verifioatiof politically exposed persons it is
recommended to use the existing commercial datahzfskigh-risk customers, e.g.: World-Check
database of high risk individuals and companiedysite (http://www.world-check.com/).

In monitoring existing customers it is essentiafdcus also on the ongoing monitoring and
verification as to whether the customer has becarpelitically exposed person; in such a case the
consent of a managing employee, meaning an employeeor more management levels higher
must be required for continuing the business @hatiip. Where a politically exposed person owns
or works in the managing structure of a customimgal person, or is a beneficial owner, in such a
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case this constitutes a situation requiring thdiegon of enhanced customer due diligence toward
the customer — legal person.

In this regard it is necessary to respect the dguelef the FIU published on the website
(http://www.minv.sk/swift_data/source/policia/fingeEPS-usmernenie-20052011.pdf) (first part
of the instruction).

A financial institution shall apply enhanced cusesrdue diligence also if it is preparing to
establish:

a) a new business relationship or account withmeicistomer being physically present, and
b) new correspondent relationships with foreignksaor credit institutions outside the EEA.

A correspondent relationship is, pursuant to thendens of the new FATF standards, the
provision of banking services by one bank (the respondent”) to another bank (which in this
relationship is the “respondent”), where one of tisaal mutually provided services is the opening
of nostro and loro accounts in different currencies

In assessing the risk of foreign banks or foreiggdit institutions from a non-member state
in the situation where the financial institutioreke to commence a correspondent relationship, it is
recommended, in accordance with the European sthnidarequire and analyse, in addition to the
information defined in Article 12(1)(b) of Act, alghe documenting of duties and powers in the
AML/CFT field, where in so doing it is important &dd this information within an appropriate
period also in the case of existing correspondaationships.

(10) The Act in Article 13 allows the use of basistomer due diligence already performed
by a different credit or financial institution irpplying customer due diligence procedures, i.e.
performance by third parties, other than the omgononitoring of a business relationship under
Article 10(1)(d) of Act. This means that, as regacdmpliance with the conditions referred to in
this provision of the Act, it is possible to rely already-performed identification and verification
of the customer and beneficial owner and to receivg@rovide data on this identification and
verification from/to a credit or financial institah (in the scope under Article 5(1)(b) points 11t
of the Act) operating within the EEA (i.e. a thjpdrty), including those institutions operating e t
territory of the Slovak Republic.

Bureaux de change and payment institutions aradeutee sphere of obliged entities from
which it is possible to accept identification aretification of a customer and beneficial owner.

Responsibility for the fact that data thus acquiredet the requirements for exercising
customer due diligence under the provisions of Alsg nonetheless remains with the financial
institution that decided to rely on the third-pamperformance approach. In such cases, in
accordance with the practice in EEA member cousitites not necessary to specifically require the
customer’s consent to the provision of data tara fharty.

Under Article 13(4) the Act considers outsourciade an activity performed for a financial
institution on the basis of its rules and regulagioand therefore such situations are not deemed to
constitute third-party introduction.

(11) In Article 11 the Act defines the scope anddibons for exercising simplified
customer due diligence; it must be emphasisedthatehis concerns the possibility to apply a less
demanding procedure in customer identification.

The financial institution may use this option aftareful consideration with the use of a
risk-based procedure in the case of such situatiadscustomers where it is possible to obtain and
verify basic information from publicly available émeliable sources — as referred to in Article
11(1) of the Act.

Article 11(2) of the Act lays down the types of guat in which simplified customer due
diligence approaches may be used.

It is important that before deciding to use simetif customer due diligence the financial
institution first obtain information about the toser or type of transaction (product) that jussfi
the application of simplified customer due diligenc
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The use of simplified customer due diligence inway represents an exemption from the
duty to monitor the business relationship on amnoorgybasis (Article 10(1)(d) of the Act), or from
other duties defined by the Act, so that it is gassto comply with the provisions of Articles 14
and 17 of the Act, as well as others, including diaées to process and archive data according to
the provisions of Articles 19 and 21 of the Act.

In connection with the use of simplified customéwe diligence there comes into
consideration also the possibility to use a lisegfiivalent third countries, as created by agre¢men
of the EU Member States, and published in Englishtte CPMLTF website, and on the FIU
website. The fact that a country is included in lisg however, does not preclude that a particular
customer from the country may be included in a @igisk category. Indeed, it is always necessary
to consistently fulfil duties under the provisiasfsArticle 10(1)(d), Article 10(4) and (8) of thecA

Article 9
Detection, reporting and postponement of UTs

(1) For identifying UTs it is crucial that a finaat institution apply the provisions of
Articles 2 to 4, 10 to 12, 14 and 20 of the Act.

Under Article 14(1) of the Act of a financial intiion is required to assess whether an
intended or ongoing transaction is unusual. Undeticlé 20(1) and (2)(d) of the Act a financial
institution must regulate this part of the procedun its Programme.

Duties referred to in Article 14(1) and (2)(a) afio) of the Act must be fulfilled
demonstrably so that the financial institution daraccordance with Article 30(3), in the case of a
inspection, provide information and written docunseon the fulfilment of these duties.

Article 14(3) of the Act also emphasises the dotyltaw up records on transactions under
Article 14(2)(a) of the Act (i.e. internal reporgjrof UTs), which must be archived for 5 years on
the basis of Article 30(3) of the Act in conjuneatiwith Article 33(4) of the Act.

(2) Under Article 4 of the Act a UT is a legal actother act that indicates that its execution
may lead to money laundering or terrorist financing

Article 4(2) of the Act gives a demonstrative mneimtion of UTs. In each UT listed in this
provision there are, however, several indicatorsirafsualness (e.g. an unusually high volume of
funds with regard to the type of transaction, amsually high volume of funds without clear
economic or legal purpose, etc.) that the finanastitution is required to assess and concurrently
apply the KYC principle (the Act does not defineyddYC principles, though where an obliged
entity applies them in practice, it is necessarthtes define them in the Programme). Only by such
action can it competently assess whether a custeiméended or ongoing transaction is or is not
unusual. The Act in Article 4 does not stipulatg anteria, e.g. in the form of threshold amourits o
funds that would lead to the automatic finding lne ttase of a certain type of financial operation
that it undoubtedly constitutes a UT. The deciglament for assessing a customer’s transactions is
the application of the KYC principle and the propecognition of indicators of unusualness, as
well as other signs or criteria that the finandiadtitution is required to determine for itself,
depending on the subject and scope of its actiaitgt the type and extent of transactions and
financial operations performed for customers, i@ ftamework of drawing up an overview of the
types of ST (Article 20(2)(a) of the Act).

(3) The conditions for the proper application leé KKYC principle derive from the duties of
the financial institution and customer, as setiauhe provisions of Articles 10 to 12 of the Act.
The crucial provisions are those of Article 10(#), and (5) and Article 11(3) of the Act.

The procedure under the provisions of Article 1({ayl Article 11(3) of the Act enables a
financial institution to satisfy itself as to thetaal identity of each customer and identify the
purpose and planned nature of commercial activitids a customer will probably conduct. This
procedure is also the starting point for a finahaiatitution in determining the customer’s risk
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profile, and then determining the degree of custodue diligence pursuant to Article 10(4) of the
Act and for accepting a customer. A financial ingion then, depending on the result, shall apply
procedures in the framework of basic customer diligedce under Article 10 of the Act or
simplified customer due diligence under Article dfithe Act or enhanced customer due diligence
under Article 12 of the Act.

(4) Irrespective of whether a financial institutiproceeds under Article 10, 11 or 12 of the
Act, it is required always to also proceed in adeoce with Article 14 of the Act. A financial
institution is required, in applying each type afstomer due diligence, to assess whether an
intended or ongoing transaction is unusual (Articl¢1) of the Act) and to pay particular attention
to all complicated, unusually large transactiong alh transactions of an unusual nature that do not
have a clear economic purpose or clear legal perpod to make an appropriate record on them in
accordance with Article 14(3) of the Act (i.e. imtal reporting of a UT); it is also necessary to
archive these records in accordance with the peafmired to in Article 19 of the Act.

(5) A financial institution shall perform skilledssessment of intended and ongoing
transactions under Article 14 of the Act at variduse intervals and at various levels. The
assessment process takes place:

a) on the frontline, where the financial institut® staff are in contact with an existing or potaint
customer;

b) in the framework of ongoing monitoring of ansMg business relationship;

c) in the framework of subsequent (retrospectiwspasment of a customer’s transactions.

a) assessment of transactions at initial contact t the customer before and during execution
of a transaction

The assessment of a customer’s transactions isrpextl by staff of the financial institution
who, in fulfilling their duties, are in contact \nithe customer, particularly those staff who reeeiv
or process a customer’s instructions for executdrthe customer’s transactions or financial
operations. This means in particular cashiersf stainging the execution of money transfers, or
payments and other staff involved in the provisidrservices to customers and processing of data,
as well as their direct superiors. The assessnfeatt@ansaction by an employee of the financial
institution is, thus, performed largely at the glaof executing the transaction and prior to its
performance, or at an attempt to execute a transast that a UT can be postponed and promptly
reported. The assessment of transactions is dependehe staff's expertise and knowledge that
they have acquired in the framework of mandataining (Article 20(3) of the Act).

Each of the relevant staff is required to haveRhmgramme permanently available, either in
paper or electronic form and is required to learand proceed according to it. An employee of a
financial institution is governed in this stagenparily by Article 10(1) as well as by Article 11(3)
of the Act, which enables the employee to ascettasn appropriate degree the real identity of the
customer and to know the purpose and planned natihe commercial activities that the customer
will probably perform. This procedure is also thitarsng point for the financial institution in
accepting a customer, determining the customesis profile and then determining the degree of
customer due diligence pursuant to Article 10(4fhef Act.

Another crucial element for assessing a customé&@ssactions is the appropriate
application of the KYC principle and its proceduraead skilled identification of signs of
unusualness. This procedure enables the employessiess a customer’s intended or ongoing
transactions by comparing them against an overaetypes of UTs (Article 20(2)(a) of the Act),
as well as against forms referred to in Article)4§2the Act and to detect those that are unusual i
relation to the customer and his otherwise usaalsictions.

If an employee judges an intended or ongoing tretisato be unusual, he shall make a
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written record on this transaction in accordancthwirticle 14(3) of the Act and promptly notify
this finding to the Nominated Officer (hereinafs@mply “notification of a UT”).

b) assessment of transactions in the framework of ngoing monitoring of a business
relationship

Depending on whether this concerns:

1. contracting of a business relationship (Artib0€2)(a) of the Act), or

2. an occasional transaction (Article 10(2)(b) &jdof the Act),
the competent staff of the financial institutiorablassess the customer’s transactions also in the
framework of ongoing monitoring of the businesstienship.

The assessment of intended or ongoing transadtiahe framework of ongoing monitoring
of the business relationship is specific in tha thusiness relationship has already arisen and
continues (Article 10(2)(a) of the Act). The custmmay also be known to the financial institution
where the customer has already executed severasiooal transactions (Article 10(2)(b), or (c) of
the Act). This, therefore, is not the first contadth the customer and the financial institutionyma
take account of the customer’s existing risk peofind history of transactions performed by the
customer.

The procedure according to Article 10(1)(d) of tAet, including verification of the
completeness and validity of identification data amformation under Article 10(8) of the Act and
the customer’s duty under Article 10(5) of the Aotm the basis for ongoing monitoring the
business relationship. This type of monitoring tieegithe creation of customer risk profiles and
their classification with regard to the possiblskriof money laundering and terrorist financing
under Article 10(4) of the Act. Ongoing monitorinfithe business relationship requires the use of
an appropriate EIS that enables the financialtuisdn, in accordance with risk-based prevention,
to create financial or other criteria or limitsiadicators of unusualness in customers’ transastion
so as to allow their differentiation into certa@véls of the monitoring process, correspondindpéo t
degree of risk inherent in the operations perforiagaustomers. The criteria or limits defined by
the institution for this purpose must be regulargyified so that it is possible to determine their
adequacy in regard to the identified levels of .riske financial institution is required also to
regularly review the adequacy of the existing systnd individual processes of protection and
prevention.

For assessing transactions, importance shall bengiin the framework of ongoing
monitoring of the business relationship, to inteahde ongoing transactions of a customer that do
not correspond to the customer’s known or expeetdwity or that correspond to types of UTs
referred to in the Programme or in Article 4(2)tbé Act. Such transactions of a customer shall
form the subject of assessment (Article 14(2) & Act) and it is necessary to make a written
record of them (Article 14(3) of the Act); theseasds must be archived in accordance with the
period referred to in Article 19 of the Act. The Nigay, on the basis of results from the assessment
of the various circumstances of a transaction, witd regard to the overview of types of UTs
(Article 20(2)(a) and Article 4(2) of the Act reate conclusion that in the given case it does not
constitute a UT. If this is not possible, solely the basis of information on the customer that the
financial institution already has available, it magccording to circumstances, request other
necessary information and documents from the custopursuant to Article 10(5) of the Act.

In cases where the NO is unable, even throughptisisedure, to identify the reason for the
customer’s transactions that do not correspontidactistomer’s risk profile or known or expected
activities, it is sufficient that these operatiomerely indicate the fact that their execution may
constitute money laundering or terrorist financiagd the NO is required to proceed according to
Article 17 of the Act, i.e. to report the UT to tRéJ.

The assessment of transactions in the frameworaingbing monitoring of the business
relationship is performed, depending on the tramsacby staff as well as the NO.
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c) assessment of transactions in the framework ofissequent or retrospective assessment of a
customer’s transactions

A means of subsequent monitoring of customersisaations is, for example ex-post
random selection of executed transactions in thenéwork of an inspection from the side of a
manager superior to the employee who executedustemer’s instructions and operations, as well
as in the framework of an inspection performedh®/NO and internal control unit (see part I).

(6) The recommended procedure in the processidghandling of internal notifications of
UTs and UT reports is as follows:
a) All internal notifications of UTs sent by comeet staff to the NO must be documented
according to Article 14(3) of the Act and must haikable for the purposes of inspection according
to Article 29 of the Act.
b) The sending of internal notifications and repda the Nominated Officer may not be subject to
the prior consent of any person.
c) The NO shall register and archive notificatiamms internal notifications of UTs, including the
position, first name, last name, branch or unithef financial institution and all data on the given
customer and transaction in accordance with Aroteé the Act.
d) The NO, as well as staff of the financial ingiitn, including its managers (and members of the
statutory body) involved in assessing transactionder Article 14 of the Act are required to
maintain confidentiality on reported UTs and on mweas taken by the FIU (Article 18 of the Act),
including the fulfilment of duties under the prawiss of Article 17(5) and Article 21 of the Act;eth
financial institution may not, however, cite towaftte Narodna banka Slovenska and the Slovak
Ministry of Finance the duty to maintain confidetity in connection with the performance of
supervision and inspection under Article 29 of that (Article 18(5) of the Act). Provided that
information given is used exclusively for the pusps of preventing money laundering or terrorist
financing, the duty of confidentiality shall notyp to the provision of information between credit
or financial institutions under the conditions get in Article 18(8)(a) and (e) of the Act.
e) The financial institution is required to draw aprocedure covering the period from the moment
of detecting a UT through to prompt reporting & thT, including the procedure and responsibility
of staff who assess the transaction.
f) The NO, after receiving an internal notificatioha UT, may confirm receipt of the notification
on the UT to the member of staff who sent the matifon. The confirmation should contain an
instruction on the duty to maintain confidentialitpder Article 18 of the Act. Where the financial
institution has an electronic system of gathermtgmal reports that enables the competent member
of staff to monitor the status or receipt of a siuted internal report of a UT by the Nominated
Officer, or by the Prevention Unit, no individuabrdirmation of receipt of such a notification is
needed.
g) The internal notification of a UT, or the contdwt a customer, the transaction or financial
operation that the notification concerns shall e $ubject of an assessment by the NO, who may,
on the basis of results from further assessmettieo¥zarious circumstances of the transaction and
with regard to the overview of types of UTs (Ai@0(2)(a) of the Act) and Article 4(2) of the Act,
decide whether it does or does not constitute a UAis internal notification shall contain
information on the economic or lawful purpose c# thansactions and, in the case that it is a usual
transaction, also sufficient reasoning or statenmérinformation and reasons regarding its usual
nature. Otherwise the process of such assessnmemitdae considered trustworthy and objective. If
it is not possible to reach a decision solely om basis of information on the customer that the
financial institution already has available, it magccording to circumstances, request other
necessary information and documents from the cumtopursuant to Article 10(5) of the Act.
Where the NO reaches the justified conclusion ithdhe case of an internally notified UT it does
not actually constitute a UT, the NO is requiredlé@ument this decision in writing and to archive
all related data, written documentation and eledxtradocumentation in accordance with the period
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referred to in Article 19 of the Act.

h) In cases where the NO cannot even through timseplure reach the conclusion that it is not a
UT, it is sufficient that the transaction or fingdcoperation indicates that its execution may
constitute money laundering or terrorist financiagd the NO is required to proceed according to
Article 17 of the Act, i.e. to report the UT to tRéJ.

According to Article 17(1) of the Act a UT or attptrat executing a UT must be reported to
the FIU promptly, i.e. at the earliest opportunityis always necessary to take into consideration
the particular circumstances of the situation iniclwhthe finding of the UT is made, whilst a
financial institution is required to report a UT s®on as possible. The decision of the NO to report
a UT may not be subject to the consent or approf/ainy other person. A report of a UT shall
contain data specified by the provisions of Artidl&(3) and may not contain data referred to in
Article 17(4) of the Act. The reference number atle report of a UT should take the form: serial
number / year / character code of the financidltutson, e.g.: 1/2009/SUBA.

A UT may be reported in writing, electronically loy telephone (in this case it is necessary
to report the UT also in person, in writing or bynail). The specimen form for reporting a UT,
issued by the FIU, is given on the website httpmdwminv.sk/?vzory.

A UT report may be supplemented at the financiatitation’s own initiative within 30
days. After this period it is necessary to addaitynreport information and documentation acquired
as another UT. In this subsequent UT the finanicisfitution shall state the UT to which the
additionally acquired information and documentatielate.

In connection with the reporting of UTs and sendafidurther supplementary information,
as well as the overall communication and exchamgef@mation with the FIU, it is recommended
in the interest of compatibility and streamlininigtiee procedure in the reporting process, as veell a
in the interest of streamlining control procesgslsf financial institutions communicate with the
FIU by electronic means via the electronic registshile complying with the conditions for
protection of the transmitted data and clear idieation and verification. Only in this way is it
possible to avoid security risks connected withrédporting of UTs by post, fax and e-mail,

i) The financial institution may, under Article 93(a) of the Banking Act keep a register of
customers whose conduct has been assessed asutimgsa UT and against whom international
sanctions apply, and under Article 92(7)(b) of Bamking Act may provide, without the customer’s
consent, information from this register (under tbendition of protection of the provided
information) to other financial institutions.

J) Article 18(8)(a) of the Act allows financial itisitions, under defined conditions, to exchange
information where this is reasonable and relatedhto threat of money laundering or terrorist
financing, and where it helps obliged entities toreneffectively assess a customer’s transactions,
as well as to alert other obliged entities to idfest risks. An exchange of information may not
contain the full scope of the reported UT as a whblt only specific information relating to the
risk of money laundering or terrorist financingfdrmation provided may, pursuant to the Act, be
used exclusively for the purposes of preventing @ydaundering or terrorist financing.

(7) The recommended procedure in the postponeafienUT is as follows:
a) According to Article 16 of the Act, a financialstitution shall postpone a UT, i.e. a particular
transaction (Article 9(h)) of the Act that woulchetwise be executed.
b) Unless there is from the side of the customeacror expression of will to execute a transaction
or operation, e.g. where the customer does notr emtg payment order, does not make any
withdrawal of funds from the account, etc., thafinial institution has no transaction to postpone.
¢) The financial institution is required under &téd 16(1) of the Act to postpone a UT until thedim
of its reporting to the FIU, whilst account shallvays be taken of the operating and technical
possibilities, as well as the moment when the @eien was or should have been assessed as
unusual; e.g. a customer’'s transaction assessdtieinframework of ex-post or retrospective
assessment of the customer’s transactions camgetde postponed.
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d) The financial institution is required under &l8 16(2) of the Act to postpone a UT in the
following two cases:

1. the financial institution shall postpone a UTitatown discretion if execution of the UT poses th
risk that there may be frustrated or substantiafipeded the seizure of proceeds from crime or
seizure of funds intended for financing terrorismsuch a case the financial institution is recgire
to immediately inform the FIU of the postponemefithe UT;

2. the financial institution shall postpone a UThé FIU requests it to do so in writing; the reaso
for postponing a UT from the side of the FIU sladays be stated in the written request.

e) The financial institution shall not postpone & if)it is unable to do so for operating or tectatic
reasons (it shall immediately notify the FIU ofsliact) or if postponing the UT could, according to
a previous notice from the FIU, frustrate the pesoeg of the UT.

f) The period of postponement of an operation pamsto Article 16 of the Act shall be at most 48
hours; therefore, if during this period the FIUifies the financial institution that it has forwaal
the case to the law enforcement authority, thenfira institution is required to extend the peraid
postponement, though at most by a further 24 hours.

The total duration of postponement of a UT is, ¢fi@e, at most 72 hours. In the case that
during the period of postponement of an operatenfinancial institution receives no instruction to
seize funds from the side of a judge or prosegotimsuant to Article 95 or 96 of Act No 301/2005
Coll. the Code of Criminal Procedure, as amendedefhafter referred to as the “Code of Criminal
Procedure”), the financial institution shall exexthe postponed operation following the expiry of
the set period. Prior to the expiry of the postpoeet period, the financial institution may execute
the operation only in the case that the FIU natiftein writing that from the aspect of processing
the UT, its further postponement is not necesdaigekends and bank holidays shall not be counted
in the period of postponement of a UT.

The period of postponement an operation pursuaAttiole 16 of the Act shall be deemed
to begin as of when the customer expresses thatioe(will) to handle funds on an account. In the
case that the financial institution presumes thatdustomer will express an intention to execute a
UT (handle funds) in the future, it is required take personnel, organisational and technical
measures so that in the case that the customergiesuch instruction, it is not executed and
thereby any potential postponement of the UT isfrustrated.

The period of postponement of an operation putstawrticle 16 of the Act may not be
deemed to begin as of when the financial instituewaluated the executed transactions as unusual,
or learnt of the customer’s executed operationkewise, the reason for postponing a transaction
may not be the fact that the customer requested fhe financial institution general information
regarding an account (information on the accouldruz, etc.).

Article 10
Measures against terrorist financing

Terrorism represents one of the most serious fasmbreaching values such as human
dignity, freedom, equality and solidarity and regder human rights and fundamental freedoms on
which the European Union is founded. It also regmés one of the most serious attacks on the
principle of democracy and the principle of theerof law, which are common to Member States
and on which the European Union is founded. The gkohibits the financing of terrorism and
requires financial institutions to pay attention transactions that may be related to terrorist
financing.

(1) Definitions of terrorism and terrorist finangin

The International Sanctions Act defines an inteonal sanction as a restriction, instruction
or prohibition issued for the purpose of maintagnor restoring international peace and security,
the protection of fundamental human rights andfiplet against terrorism. At the same time it
specifically defines international sanctions in ffedd of trade and non-financial services, in the
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field of financial services and financial marketapney transfers, the use of other means of
payment, the purchase and sale of securities aredtiment coupons, in the field of transport, posts,
postal services and electronic communicationdhenfield of technical infrastructure, in the fiedé
scientific and technical relations, in the fieldonfitural and sports contacts.

The aim of sanctions is to maintain or restorerima@onal peace and security according to
the principles of the UN Charter and Common Forég8ecurity Policy. This primarily concerns
changing the policy of a government, state, indigldor group that does not respect the
fundamental principles of the rule of law, thatdoees human rights, international law or threatens
security.

(2) Procedure in fulfilling the reporting duty:
a) financial institutions shall, in the framework GFT, apply toward customers procedures
analogous to those applied in AML, including theaeing of UTs connected with terrorist
financing to the FIU;
b) financial institutions are required to report D the FIU promptly (Article 17(1) of the Act);
the Act defines UTs as, inter alia, a transactiorwhich there is a justified assumption that the
customer or beneficial owner is a person againgtmvinternational sanctions have been imposed,
or is a transaction in which there is a reasonabgmption that the subject of it is or should be a
thing or service that may relate to a thing or menagainst which sanctions are imposed under the
International Sanctions Act;
c¢) financial institutions are required, under Agi®1(8) of the Banking Act to provide the Ministry
of Finance of the Slovak Republic within the terses by it (quarterly) a list of customers subject t
international sanctions under the InternationalcBans Act and relevant decrees. The list shatl als
contain the account numbers and account balancésesé customers (hereinafter referred to as
“persons subject to sanctions”).

(3) Permission for funds transfer

Under Article 4(2) of the International SanctionstAn conjunction with the respective EU
Council Regulation on restrictive measures (e.g.Guncil Regulation No 961/2010 on restrictive
measures against Iran) the Slovak Ministry of Fagars competent for the official procedure; e.g.
to issue permits for a funds transfer following egwal by other state bodies referred to in Article
14(5) and (6) of the International Sanctions AdbeTrequested authority is required to send an
opinion within the term set by the Slovak Ministf/Finance, and this term may not be shorter than
10 days from delivery date of the request. A shigrégiod may be set only in exceptional cases and
must be thoroughly justified.

The competent unit is tHenancial Market Section of the Ministry of Finance Banking
Department, telephone contact: (02) 5958 2545, or (02) 59%812

(4) Consolidated list of persons subject to samnsti

Lists of persons subject to sanctions (naturalgersand legal persons) form a part of the
annexes to individual regulations and decisionghef European Union (hereinafter referred to as
the “EU”), which obligate all financial institutienof Member States to immediately freeze
financial and economic resources of persons sulyesdnctions from states listed in the annexes to
the individual regulations and decisions of the EU.
The regulations and decisions of the EU concerexgusively persons subject to sanctions and
comprehensive restrictive measures, including tiresalidated list, which contains the names and
identification data of all persons, groups and tegtisubject to financial restrictions of the EU
Common Foreign & Security Policy (in the framewark enforcing the Common Foreign &
Security Policy) are listed on the website httga®europa.eu/cfsp/sanctions/index_en.htm. In this
regard, the EU sanctions are listed on the welo$itbe Ministry of Foreign Affairs of the Slovak
Republic, (http://www.foreign.gov.sk/sk/zahranicnpolitika/europske_zalezitosti-sankcie_eu,
http://eeas.europa.eu/cfsp/sanctions/docs/measurgsif).
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(5) Adoption of sanctions (restrictive measures):
a) through the transposition of sanction resoliohthe Security Council of the United Nations
(hereinafter referred to as the “UN Security Colijici
b) in the case of autonomous sanctions adoptedlpnthe EU, the sanctions are adopted through
common positions of the EU and implemented at tdewel; in the case of autonomous sanctions,
the EU may adopt also more stringent and broadwtisas than those of a sanction resolution;
C) sanctions concerning persons against whom thexg weclared pursuant to a regulation of the
Government of the Slovak Republic.

Restrictive measures are adopted in several fofims. concerns, for example, diplomatic
sanctions, suspension of cooperation with a thandntry, boycott of sporting or cultural events,
trade sanctions, arms embargoes, financial samgtifhight bans, restrictions on entry to the
territory of a member state. UN sanction measuoeg@rning an arms embargo or visa bans are
implemented directly by the member state.

Sanction measures concerning economic relatioristhvitd countries, for example freezing
of financial assets and economic resources, areimgnted by an EU regulation (approved by the
Council) and are directly binding and applicablethe EU. Regulations have general application
and are directly applicable in all Member States.légally binding acts they take precedence over
acts of the Slovak Republic, and financial insttn$ in Slovakia are required to directly apply
sanctions declared in EU regulations. They are @deosubject of legal assessment by European
courts.

a) sanction resolutions of the UN Security Council

The UN Security Council Resolution against Termoris a document that provides the basis
for criminalisation of incitement to terrorist a@ed recruitment persons for such acts. Resolutions
call on states to adopt necessary and approprieésunes and, in accordance with their obligations
arising under international law, prohibit by lawetincitement to commit terrorist acts and to
prevent such activity.

With regard to the above, sanctions are adoptedugfir the transposition of sanction
resolutions of the UN Security Council. This meémat following the issuance of a UN Security
Council resolution, it is necessary to implememt isolution in the shortest possible time in an EU
regulation or in a common position of the EU.

An overview of comprehensive resolutions, sancttommittees and UN policy against
terrorism is published in English on the UN Segqu@buncil website http://www.un.org/Docs/sc/.

b) autonomous sanctions adopted by the EU

The EU Common Position 2001/931/CFSP as amended Claynmon Position
2008/586/CFSP published a list of persons subgeshtnhctions (natural persons and legal persons)
associated with terrorism and against whom it isegsary to apply sanctions in the fight against
terrorism. Persons listed in EU Common Position12881/CFSP are broken down into external
terrorists and internal terrorists (in this casespes marked with an “*”, who are EU citizens oe ar
domiciled in the EU, e.g. members of the Basqueamsgation ETA and extremist groups, in
particular from Spain and Northern Ireland).

Financial sanctions are applied against the gréwgxi@rnal terrorists under Article 3 of the
EU Common Position 2001/931/CFSP. Implementatiorthese sanctions is governed by EU
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Council Decision 2005/428/CFSP and Council Regutablo 2580/2001, which in practice means
that on the basis of directly applicable EU lediska sanctions are binding for everyone in all EU
Member States and are directly enforceable.

Financial sanctions are not applied against inter@@iorists, since this is not permitted
under the EU Treaty, which establishes a mandatenfolementation of restrictive measures within
the single market and financial services only tamdird countries (Article 60 and 301 of the EU
Treaty, i.e. it does not have a mandate to intrediutancial sanctions at the Community level
against the EU’s own citizens). Against internakdasts there is applied at the EU level only
enhanced judicial and police cooperation on thasbakArticle 4 of the EU Common Position
2001/931/CFSNP, and concurrently in accordance wWitluncil Decision 2005/671/JHA of 20
September 2005 on the exchange of information angeration concerning terrorist offences.

c) procedure in the case of persons against whomrgdions have been declared under a
regulation of the Government of the Slovak Republic

Persons included in the list of the EU Common Rwsi2008/586/CFSP, marked with an
“*” are, however, terrorists and, on the basis & Becurity Council Resolution 1373/2001 on the
suppression of terrorist financing, as well as lom lhasis of Article 2 of the EU Common Position
2001/930/CFSP, all countries have the duty to fles@nomic and financial assets of all persons
designated as terrorists or who provide assistdrereto, or who are in any way linked to terrorist
structures.

With regard to the above, the Slovak Republicr@sbeen able to declare sanctions against
internal terrorists of the EU, therefore it has rbeecessary to codify at the level of national
legislation the freezing of terrorist assets of hsysersons. The Slovak Republic declares
international sanctions through a Government Decrgdess these result directly from the
applicable law of the EU Act in accordance withiélg 3 of the International Sanctions Act. Such
an act, under Article 288 of the Consolidated Taixihe EU Treaty is a Regulation having general
application. It is binding in its entirety and isattly applicable in all EU Member States. In Sl&v
law international sanctions are declared by SloGkvernment Regulation No 397/2005 Coll.
declaring international sanctions ensuring inteomal peace and security, as amended by
Government Regulation No 209/2006 Coll., No 484f800Doll., No 488/2007 Coll. and No
239/2008 Coll., 168/2009 Coll. and Decree No 44Q®@Coll. (hereinafter referred to as “Decree
No 397/2005 Coll.”). Decree No 397/2005 Coll. amelevant EU regulations laying down
restrictive measures include a list of those peysuject to sanctions whose activity is confired t
the territory of EU Member States, or who are Etizens. Financial institutions are required to
immediately freeze all financial and economic assétpersons subject to sanctions included in the
list published in the annex to Slovak Governmengaion No 397/2005 Coll. or in the relevant
EU regulations governing restrictive measures.

Article 11
Archiving of data and documentation

(1) Financial institutions are entitled, for therposes of performing customer due diligence
(Articles 10 to 12 of the Act) and without the ausier's consent and without informing the
customer concerned, to ascertain, acquire, recode, use and otherwise process a customer’s
personal data and other data in the scope of thvagiwns of Article 10(1) and Article 12 of the
Act.

(2) Financial institutions are entitled to acquihe necessary personal data are also by
copying, scanning or other recording of officialcdments on information media, as well as to
process birth registration numbers and other datadocuments without the customer’s consent
and in the scope set out in the mentioned provssafrthe Act.
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(3) Financial institutions shall store (archive}adan the identification of customers and on
the verification of identification, records on cwmsters’ transactions and financial operations and
records on ascertaining beneficial owners, inclggihotocopies of relevant documents.

(4) Under Article 19(1) and (2) of the Act, finaaktinstitutions are required to archive for
the period of five years:
a) from the end of the contractual relationshiphwét customer, data and written documents
acquired by way of the procedure under the pronsiaf Articles 10 to 12 of the Act;
b) from the execution of a transaction, all datd amnitten documents on the customer.

(5) In view of the importance of the informationgaaed in fulfilling AML/CFT duties
under Article 14(2)(a) of the Act, financial institons are recommended to archive for the statutory
period (5 years from the written record being maasd written records referred to in paragraph 3
of the mentioned Article.

(6) Financial institutions are required to archiis data and written documents also for
longer than five years if the FIU requests it ddogavay of a written request containing the period
and scope of archiving data and written documents.

This duty applies also to a financial institutitvat ceases business, up until the expiry of the
period during which it is required to archive thels¢a and written documents.

(7) The procedure followed by financial institutsom archiving data and documentation,
and records relating to AML/CFT shall be governedtbe financial institution’s Programme,
which should, in accordance with the Act, set oufetail:

a) the records that need to be archived (at leaist dn customer identification and records on
customer transactions, including written recordslannArticle 14(3) of the Act and data on
identification of beneficial owners);

b) the form of records (paper, electronic);

c) the place, manner and period for which recordg@be archived, taking account of

1. the end of the contractual relationship with¢bstomer,

2. the execution of a transaction with the custoraed

3. any written request of the FIU and period speditinder Article 19(3) of the Act.

a) records that need to be archived
1. records on customers’ risk rating
Documents and information related to customersigassent to risk groups must be
archived. The financial institution shall recorddaarchive important information confirming
circumstances justifying a customer’s reassignnerat different risk group (and therefore change
of risk profile) together with other data on thestmmer.

2. records on financial operations

Internal regulations of the financial institutiomaosild establish the duty to record all
financial operations made for customers in therfa@ institution’s accounting and reporting.
Records on financial operations that support aciogrentries should be archived in a form that
allows the FIU, supervisory authority, control aarty and law enforcement authorities to compile
a satisfactory record and to verify each customaslsprofile. Supporting records shall contain the
customer’s instructions related to the customeaigpents.

The financial institution shall archive records each financial operation made by the
customer, including single financial operations f@ened for customers who do not have an
account open at the financial institution. The ascly period in this case is the same as for
archiving identification records and documentation.
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3. records on internal notifications of UTs and UTreports

The financial institution shall archive all reportgé the customer’s unusual activities,
namely internal notifications of UTs intended foetNO, as well as UT reports that the NO sent to
the FIU.

If the NO, after assessing the relevant informatiod knowledge concerning a customer’s
unusual activity decided that it did not constitat®) T and did not report it to the FIU, the reasons
for that decision must also be recorded and ardhtegether with the records on the particular
transaction.

4. Records on education and training

The financial institution shall archive records staff training, containing the date and
content of the training and the confirmation thag tespective employee attended the training and
was familiarised with the financial institution’sML/CFT Programme, as well as related internal
regulations of the financial institution.

b) and c) form of records and place, manner and p®d for which records must be
archived

Archives must be kept of originals or photocopiépaper documents and documentation,
as well as data stored in personal computers antherhanical media holding electronic data.
Archiving periods are the same, regardless of@h@ in which the data is archived.

In view of the need to additionally provide data customers and customers’ financial
operations, particularly for the FIU and law enfarent authorities, it is important that the
financial institution is able to search, withoutlale for the necessary documents (documentation
and media) containing data and records.

The financial institution shall archive such infaton and documents also following the
expiry of the statutory term for those customers teir financial operations in the case of which
an investigation has been launched by law enforoémgthorities, or a criminal prosecution begun,
and for the purposes of investigation and crimpralsecution, on the basis of a written request by
the FIU pursuant to Article 19(3) of the Act, iretecope and for the period stated in the request.

In this context, it is necessary to respect the’$lguideline published on the website
(http://www.minv.sk/swift_data/source/policia/finiasmernenie_paragraf 15.pdf).

(8) Records prepared and archived by the finanitiatitution shall satisfy statutory
requirements for record keeping on customer daleaéso enable:
a) an independent party to evaluate the efficimfaompliance with basic principles, as well as the
financial institution’s AML/CFT procedures;
b) reconstruction of the course of financial opersg made by the financial institution for a
customer,
c) identification and location of each customer;
d) identification of all internal notifications &fTs and external UT reports;
e) fulfilment within a reasonable time of statutegguests by the FIU, supervisory authority and
law enforcement authorities concerning a customdraafinancial operation.

Article 12
Securing the system and ensuring performance of iatnal control

The financial institution must have in place aatally functioning system of control focused
in part on the fulfilment of AML/CFT measures.
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(1) The system of control shall comprise a spe&iibn of control responsibilities at all
levels of the management and performance of banketiyities, as well as the performance of
control activity itself by:

a) the bank’s supervisory board;

b) members of the bank’s statutory body;

c) the Nominated Officer (his deputy and Preventiont);

d) managerial staff;

e) staff involved in the processing customers’ringions (financial operations);

f) the internal control and internal audit unit, ialh shall be responsible for controlling all units,
including the NO, Prevention Unit and relevantfstaf

a) and b) control performed by the bank’s statutorybody and supervisory board

Control shall be based on generally binding leggutations and internal regulations of the
financial institution and derive from the positiam the hierarchy of the financial institution’s
management system. The statutory body of a bankRewponsible Person of a branch shall
regularly, at least once a year, evaluate the ®ffatess of the existing system — the AML/CFT
policy, the Programme and specific measures, imufuthe activity of the relevant units and staff.

c) and d) control activity of the NO and manageriaktaff

Control activity shall be based on powers, dutiad sesponsibilities of the NO and all
managerial staff of the financial institution arith be performed as regular and ongoing activity
of controlling the performance of work duties, astiag in the verification and approval of the
quality, level or state of the performance of therkvactivities of subordinate staff in the field of
AML/CFT.

e) control performed by staff

This represents an ongoing control process at warimits of the financial institution,
performed on a daily basis. It comprises controtma@isms that are a direct component of staff
working procedures as well as their work dutiesk$aand responsibilities in first contact with
customers, as arise from AML/CFT.

f) internal control and internal audit

The internal control and internal audit unit st@deck compliance with the Programme and
internal regulations and verify AML/CFT procedusetopted, as well as the performance of duties
by staff at various workplaces who execute, reggivecess instructions for customers’ financial
operations, as well as the performance of dutiesnapagerial staff and the NO (his deputy and
Prevention Unit).

The performance of control should be focused prilgnan checking:

1. the performance of the relevant degrees of oustaue diligence;

2. procedures for ensuring that customer infornmatéxeived is up to date (verification);

3. assessment of specific financial operations,itaong of customers, their financial operations
and business relationships;

4. risk evaluation and management;

5. internal notification of UTs and reporting of 8§70 the FIU;

6. performance of staff training; and

7. record keeping.
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The AML/CFT system and processes should be sulpecegular internal audit, which
should evaluate the functionality, effectivenesd afficiency of all elements, tools, procedures,
management and control mechanisms applied in tb& a

(2) Members of the statutory body of the bank aeddhof a foreign branch should be
regularly informed of the results of controls andliés performed, e.g. once a year and immediately
in the case of finding serious deficiencies.

Internal audit of this kind should be performedaiccordance with the tasks plan of the
internal control and internal audit unit in a fregay determined according to an evaluation of the
risk posed by individual areas of the financiatitoadion’s activity. In view of the reputationalsi
to the financial institution associated with unwahinvolvement in money laundering or terrorist
financing, it is appropriate that this thematicemmal audit be performed at least once per calendar
year.

Article 111
Final provisions
(1) This methodological guideline replaces in thik Methodological Guideline No 4/2009
of the Financial Market Supervision Unit of Narodnabanka Slovenska of 17 December 2009
regarding the prevention by banks and foreign bankbranches of money laundering and
terrorist financing .

(2) This methodological guideline shall enter ifboce on the date of its approval by the

Executive Director of the Financial Market SupeimisUnit of the Narodna banka Slovenska.

Ing. Vladimir Dvo Faéek
Executive Director of the
Financial Market Supervision Unit
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ANNEX

Forms and methods of money laundering and terrorisfinancing,
and indicators for detecting unusualness

Detection and assessment of UTs, their analysigessing and subsequent reporting to the
FIU is a purposeful and systematic process thath wie concurrent application of the KYC
principle, forms the basis for competent detectmnsigns of unusualness on the basis of
information available to the financial institutienNominated Officer at the time of assessing a
transaction or other act, or on the basis of inftram that he can acquire within a time that does
not jeopardise the reporting of an ST within theggbry period.

In assessing transactions or business relationshipis is necessary to take particular account
of:

1. information from the financial institution’s findine staff on the customers and on the
circumstances in which the business relationshgsiablished or transaction executed;

2. internal reports of UTs and records on them;

3. information acquired in the framework of ongomgnitoring of the business relationship;

4. information acquired in the framework of retresfve assessment of the customer’s
transactions;

5. compilation reports and outputs from the finahgnstitution’s internal information system,
which should contain an analytical tool for autoimatvaluation and identification of signs
indicating possible UTs, and which must be harmamhig/ith the Programme. Today, given the
emphasis placed on electronic banking and the digsnof transactions made daily, practically 24
hours/7 days a week, a financial institution innigying and assessing UTs cannot work solely
from information provided by frontline staff;

6. information from the financial institution’s reters established under the Banking Act;

7. information received from other obliged entities

8. information from commercial databases;

9. information from open sources;

10. information arising from requests and instiutsi from authorised entities, in particular the
police force, prosecutor, courts, executors, etc.;

11. information from the FIU, in particular feedkaon the effectiveness of UT reports received
and the manner of their handling, warnings andrmédion on indicators and new types of STs
published or targeted by the FIU;

12. analyses and investigation results from AMLugrstaff.

In analysing and assessing transactions in order tdetermine whether they do or do not
constitute a UT, it is necessary to have particularegard to:

1. the person making or requesting the executiotheftransaction or purchase of a product or
service;

2. the legal person who, in the case that it de¢sact on its own behalf, is owned by, represented
by, acted for on behalf by, or in any other wayespnted by such a person;

3. the customer’s transaction and requests;

4. other available and known relationships, cirdamses and information acquired not only
through the activity of the financial institutioma its staff, but also through the activity of, .e.g
authorities;

6. decisions on the postponement of any UTSs.

AML group staff in detecting and assessing UTs shdditake particular care to assess:

1. the customer who is a natural person, focusing padularly on:
. social status;
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. age (young and old age are particular risk factors)

. nationality (in the case of foreigners identify tlheasons for making transactions in
Slovakia, national of a country supporting interorl terrorism, etc.);

. politically exposed persons;

. risk in terms of corruption (persons with decisioaking powers, representatives of public
authorities);

. criminal activities — ascertained from commerciatalbbases and open sources whether the

person has not been prosecuted or convicted ofn@egciis suspected of a crime, suspected of
affiliation to a criminal or terrorist group; a wable source of such information, besides
commercial databases and open sources, consigquasts and instructions from the police force,
prosecutor and courts. The use of commercial daggbis recommended with regard to the subject
and scope of the financial institution’s activitydaapplication of customer due diligence;

. debts toward third parties (credit bureau, tax slebebts toward the Social Insurance
Agency);

. any positive record in registers of the obligeditgn{ST register, rejected transactions,
fraud, etc.);

. feedback and information from the FIU;

. external signs indicating affiliation to extremggbups and movements;

. documents (homeless person, a person deprivedgaf tapacity, suspicion of altered or
falsified documents, lost documents);

. the presence of third parties entering into théasusr-financial institution relationship, or if
it is clear that their presence is connected withdustomer’s conduct;

. communication, requirements and behaviour, knowdeafghe transaction, business, etc.

2. the customer that is a legal person, focusing padularly on:

. its line of business in relation to the assessadstaction, as well as from the aspect of
creating the customer’s risk profile;

. whether the legal person is an obliged entity;

. the form and statute of the legal person;

. the date and place of registration from the aspécthe increased level of risk (shell
companies, risk areas, etc., newly-established aomep with an excessively high turnover);

. company shareholders, statutory representativesope authorised to act, beneficial owner
— applies similarly for each legal or natural perseparately;

. former company shareholders and statutory repratess;

. the course of its business to date;

frequent changes of the company’s registered asgléms business name;
available information from open sources;

. unpaid obligations toward business partners andttte;

. information from credit and other available registe

. business partners;

. misuse and risk of misuse for criminal activity;

. any positive record in registers of the obligeditgntUT register, rejected transactions,
fraud, etc.).

3. the transaction, including its form, execution metlod and value, focusing particularly
on:

the legal and natural persons making the transgaticluding:

. the plausibility of the transaction and its purpose

. the degree of risk inherent in the transaction;

. the value and volume of the transaction;
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. the subject of the transaction;

. the coverage of the transaction;

. the method and form of payment;

. documents presented by the customer;

. the customer’s requirements;

. business partners;

. information on similar transactions from open sesic

. comments on the transaction from the financialimsbn's competent and professional
units;

. experience with other obliged entities making thee type of transaction.

Each financial institution shall determine the fermand methods of STs according to its own
criteria, taking account particularly of the sca type of activities and services that it proside
and products that it sells, its clientele, numbebmanches and places of operation, experience to
date, as well as in the framework of the group biclv it is a member.

Indicators of unusualness
Indicators of unusualness in relation to a naturaperson
Indications that a person may not be acting orotis behalf and may be acting under the direction

of another person, i.e. a “white horse”, or thgeason otherwise represents an above-average risk
of money laundering and terrorist financing, in@ud particular that the person:

. has an unkempt appearance or poor social situation;

. appears to be under the influence of narcotics;

. Is ignorant of the transaction or line of business;

. behaves in a unusual or abnormal way;

. is homeless, i.e. the person's only registered geemt residence is a local authority office,

or no street name is stated in the submitted dootsner it is known by an employee of the
financial institution that the person is homeless;

. owns several companies that have progressively traesferred to him over a period of
time;

. is the true owner or executive of a company, butsdaot have usage rights for the
company's accounts or never acts alone;

. is accompanied by third persons who direct or cheglactions;

. uses lost, falsified or altered documents;

. intentionally submits false data, particularly anpoyment, place of residence, activities,
etc., or refuses to respond to the financial tastin’s requests;

. is sought by the police;

. is suspected of committing a crime;

. is known or suspected to be a member of a cringralp;

. is on wanted list of military or intelligence sesgs;

. is on a list of persons subject to sanctions;

. is on a list of terrorists or sympathisers of tesm;

. expresses through their appearance or statemantsaflyy to extremism;

. is a foreigner with no apparent relationship tovaloa;

. is a foreigner from areas known to be high-riskdlation to the promotion of international
terrorism;

. is deprived of legal capacity;

. is a child, youth, young adult, or elderly;
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. constitutes a higher corruption risk — e.g. repneseses of government or political parties;

. is a politically exposed person, foreign publidaél;

. represents a foundation, non-profit associatian; et

. has been the subject of a UT report;

. is a non-payer or unreliable according to registarther information available to the
financial institution’s staff;

. is engaged in the trade and production of goodstacihology subject to control by the

state and international community.

Likewise, in terms of the risk of money launderiaugd terrorist financing, staff shall also assess
persons who are close to such persons or about vithisnknown that they act jointly or benefit
from the actions of such persons.

In principle it does not apply that if a transantior any act is made by such a person this must
automatically constitute a UT. It is always necegsa take a comprehensive view in assessing the
actions of such persons.

Indicators of unusualness in relation to a legal pson

. A natural person posing an increased risk of molaeyndering or terrorist financing
represents the legal person, owns it, or is itefeal owner in any demonstrable relationship.
. The legal person’s registered line of busines®ismaccordance with its real business.
. The line of business is high-risk in terms of thetemtial for money-laundering — in

particular gambling, bureaux de change, trade iceivables, restaurant services and other
operations working with cash.

. The line of business requires a special permit.

. The legal person's ownership structure is unclear.

. The legal person, owner and owner or company shhitehthereof is domiciled in a tax
haven or high-risk area in terms of the supportfarahcing of terrorism.

. The legal person has only a virtual registerecteffi

. The legal person is a ready-made company.

. Another obliged entity — tendency to not devoteraibn to the transactions of another
obliged entity,

. The legal person trades with other legal persorsngoa risk of money laundering or
terrorist financing.

. The legal person has misleading business namaepfibusiness, suggesting that it may be
a bank, financial institution, etc.

. The legal person is a shell bank.

. The financial institution knows from available rsigirs that the legal person is a debtor or
has failed to fulfil its tax obligations.

. The legal person is known to have been misusedvohied in any other way whatsoever in

the commission of a crime.
Indicators of unusualness in relation to a transaa@bn or request for its execution

1. A transaction made by natural or legal persons vepoesent an increased risk of money
laundering or terrorist financing.

2. A transaction that, with regard to its compleximusually high volume of funds or other

characteristic clearly deviates from the ordinargnfework or nature of the transaction of the
particular type or particular customer, or that haslear economic or lawful purpose.
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3. A transaction in which the customer requests thabéishment of a contractual relationship
or execution of a transaction with the obligedtgrdn the basis of an unclear project.

4, A transaction in which the customer submits documéssued by a financial institution
(mostly foreign) where the authenticity of such wlments can be verified only with difficulty.

5. A transaction in which the customer submits falgealid or stolen identification
documents, forged banknotes, falsified documenseourities, etc.

6. A transaction in the case of which the customeuses$ to or cannot submit supporting
documentation.
7. High-value credit transfer to the customer’s act¢ofatiowed by cash withdrawals in

amounts corresponding to the maximum unreporteld witkdrawal.

8. An attempt by the customer to obtain credit forafining activities unrelated to the
customer’s line of business.

9. The use of money transfer services provided byfitrencial institution, in parallel with
ordinary payments, despite being disadvantageautdéacustomer.

10. A refusal to provide information on the basis ofieth under ordinary circumstances
customers could obtain credit or other bankingises/

11. An attempt by the customer to obtain credit whéwe source of the customer’s financial
contribution for the transaction is unclear.

12. Repeated and frequent changes to the right toruse@unt, made by the account holder on
the basis of a power of attorney.

13. Repeated deposits by a large number of customevsweke payments to the same account
with no apparent purpose.

14. An attempt to perform financial transactions usimgrious unknown guarantees and
warranties.

15. The opening of accounts or performance of transasti particularly for foreigners, by
means of an authorised person.

16. The transfer of large sums of money to or from alirasing payment services.
17. A transaction in which there is a reasonable assomghat the subject of the transaction is
or should be a thing or service that may relate tthing or service upon which international

sanctions have been imposed under a separatetregula

18. Transaction made from or to a country with increlassk of terrorist financing or countries
with a high security risk (drugs, weapons, etc.).

19. Fund transfers via postal orders made by a reptasen of a legal person in favour of an
account of a different legal person or sole prdprghip.
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20. The refund of an excessive deduction of VAT or otpayment from a state treasury
account (usually to a newly opened account nosteggd by the tax administrator, or unused for a
long period) and its immediate withdrawal in cashransfer to another account and its subsequent
withdrawal in cash, or subsequent immediate chamdbe form of funds, e.g. in the form of an
investment in securities, etc.

21. Transactions on a personal account that have tlweenaf business activity or a link to such
activity, where these actions may be masking illegaome, since the customer creates the
impression that it constitutes management of peldomances.

22.  Growth in high account balances that are not iance with the customer’'s known and
normal turnover, and their subsequent transfentacgount (or accounts) abroad,

23. A significant increase in deposits of cash or niadpb¢ securities from the side of a legal

person, with the use of accounts of a differentamsr or internal accounts of a company or
securities accounts, in particular where the dep@se immediately transferred between a different
company of the customer and the securities accounts

24. A customer's request for investment (securitieshagament services, where the source of
funds is unknown or not consistent with the custtsregpparent, in particular financial, situation,

25.  Transactions involving limited liability compani@s which there has been a change in the
position of executive, a change of business natrenge of registration court, etc.,

26. A payment from abroad, particularly a country adsithe EU, with the transaction
description stated as donation, aid, loan, etc.inohmediate withdrawal in cash, or immediate
transfer to a different account.

27. A cash deposit to an account and subsequent relguésé customer to issue a confirmation
of the current account balance, followed by a wiglnhl from the account.

28.  Several movements on an account in one day or cotige days, not corresponding to the
customer’s ordinary financial operations,

29. A cash deposit or transfer abroad, where the custetates the payment purpose as a fee or
commission.

30. An unusually large deposit of funds to an accouna matural person who is a foreign
politically exposed person, and which goes beydmsl @ardinary scope of movements on that
account.

Methods of money laundering or terrorist financing by UTs may include in particular those
listed as follows.

1. An artificial increase in turnover in the case iofifs dealing with cash. Proceeds from crime
in the form of cash are mixed with proceeds fromaleactivity, with the result of the mixing
declared as legal income and legal turnover.

2. Funds transfers from abroad to accounts of napsaons or legal persons, followed by the

immediate withdrawal, or transfer of almost the lghcredited amount, where there is the risk of
frustrating seizure of that income for the purposéscriminal proceedings. This concerns in
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particular revenues from such activities as phghgharming, vishing, internet fraud, payment card
fraud, payment terminal fraud.

3. Depositing proceeds from crime in bank accountsiirhavens or in accounts of companies
that are registered in offshore areas; the acanagtbe set up virtually anywhere.

4, Transfers between companies with an unclear owigersghucture that do not have any
apparent economic basis or reason.

5. Dealing in arms and hazardous materials that avered by fake transactions made by
companies domiciled in a tax haven, with local acts used only for transfer and for obscuring
financial flows.

6. Misuse of lawyers’ or notaries’ customer accounke& primary objective not being to
provide services, but to create a credible sourdenals.

7. Reverse loans, most often using accounts of foreigtural or legal persons, usually
domiciled in a tax haven.

8. Investments by foreign entities committing crimeSiovakia and vice versa. This concerns
particularly investments in real estate, securitiregh-value goods and the purchase of shares in
companies.

9. Payments made by non-profit organisations, nonsitment funds and foundations, or in
their favour, that do not correspond to the purpmigéeir founding.

10. The use of domestic and foreign accounts, in pdaicdhose of natural persons, for online
betting and online gambling.

Types of UT include in particular those listed asdllows.
A. Private Banking

1. A transaction in which the customer refuses to @®vinformation on an intended
transaction or seeks to provide as little inforimatas possible or provides only information that th
obliged entity can check only with great difficulby at great cost.

2. A transaction in which the volume of funds that tiustomer has is in clear disproportion to
the nature or scope of his business activity oraded financial circumstances, or where the
customer’s account movements do not corresportaetodture or scope of their business activity or
the customer’s usual financial operations.

3. A one-time cash deposit to an account that doecomwespond to the customer’s hitherto
activities and information that the financial imstion has available on the customer.
4, Frequent repetition of cash deposits for no appamsason, through which a large deposit

accrued and was then transferred to a place tlkgrwrdinary circumstances is not associated with
the customer.

5. Frequent cash deposits to an account used foriogveank drafts, money transfers or for
other negotiable and highly liquid cash instruments

6. Unusually high cash deposits made by a naturagallperson in whose business activities
cheques and other instruments would normally bd.use

7. Client activity relating to the opening of multipdecounts, the number of which is in clear
disproportion to the line of business and the eelatansactions between these accounts.

8. Cashless deposits by third parties and subsequesht withdrawals of the funds by the
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customer for purposes for which other forms of pagme.g. cheques, letters of credit, bills of
exchange, are normally used.

9. Frequent deposits of large quantities of low-dem@ation banknotes to an account.

10. The frequent exchange of large quantities of lowesaination banknotes for higher-
denomination banknotes.

11. The frequent exchange of cash for other curren@dsmpt to conceal the origin of the
money through conversion to a different currency).

12.  Transactions of a customer who promises custommersually high returns.

13. The use of letters of credit and other forms ofrpagt usual abroad, in cases where such
forms of payment are not usual in the customersknbusiness activities.

14.  Arequest for a loan against assets held by tladial institution or a third party, where the
origin of those assets is not known or the assetsotl correspond to the customer’s situation.

15. The provision of a loan that is secured by a ca&gjoslit in a foreign currency by a third

party that is not known to the financial institution the same scope as the customer to whom it
provided the loan.

16. The securing of a loan by funds “in cash”, i.e. @®@fed on deposit accounts, or deposits in
savings books.

17. The prepayment of a loan, particularly where thigiorof the funds from which the loan
was prepaid by the customer is unclear or wherectistomer in the past had loan repayment
problems.

18. Repeated back-transfers of funds to foreign banbidled in high-risk areas or to
companies domiciled in high-risk areas.

19. The purchase and sale of securities outside throes's normal practice without proper
justification.

20. Large cash deposits through night-safe deposiice=vwhere it is possible to avoid direct
contact with staff.

21. Withdrawals of large amounts of money from a praslg sleeping or inactive account, or
from an account on which they had just arrived anexpectedly high deposit.

22. Increased activity on the side of natural persarfsaquent use of safe-deposit services.

23. The rental of a safe-deposit box to which multiplersons have access, and whose
personnel, business or other similar connectigroiknown.

24. A purchase of traveller's cheques in cash and tkalvsequent sale to the financial
institution.

25. The use of letters of credit and other forms ofuoentary payment by customers who had
not previously used in their business activitiegehs of credit or other payment instruments, and
who began within a certain period, without givingper reasons, to use these payment instruments
to a greater degree.

26.  Alarge or unusual settlement of securities in cash

27. The purchase and sale of securities without didglerpurpose or under circumstances that
seem unusual.

28.  Any transaction with a broker where the identitytloé beneficial owner or counterparty is
secret, contrary to standard practice for the gtype of transaction.

29. Transactions involving newly-incorporated compameggstered in tax havens.

30. Repeated back-transfers of funds to foreign bardksiclled in high-risk areas and from
these banks.

31. Transactions relating to acts by notaries and lasvpa behalf of customers, or a payment
from abroad, outside the EU, and its withdrawatash and subsequent closure of the account.

32. The involvement of a firm or financial institutidrom a high-risk country in a transaction.
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B. Retail banking (combined into universal banking)

1. A large credit transfer to the customer’s accowafibived by cash withdrawals in amounts
corresponding to the maximum unreported cash watldr.

2. A cash withdrawal in an amount that does not #& fitamework of the customer’s ordinary
withdrawals.

3. Repeated and frequent changes to the right toruse@unt, made by the account holder on
the basis of a power of attorney.

4. A large number of people making payments to the esamcount without adequate
explanation.

5. Cash withdrawals immediately following receipt gb@yment from a state treasury account,
or transfer of such a payment to a different actauth subsequent cash withdrawal.

6. The refund of an excessive deduction of VAT, usuadl a newly-opened or sleeping
account and its immediate withdrawal in cash.

7. Business transactions on a personal account.

8. The accumulation of substantial funds within oneg da on a preceding day acquired
through a combination of cashless and cash transact

9. The accumulation of a large balance on account twiscnot in accordance with the

customer’s known company turnover and its subsddtemsfer to an account (or accounts) abroad.
10. A payment of a commercial nature between two custerof the same branch made as two
transactions, namely a cash withdrawal and subs¢@ash deposit, usually without movement of
the cash.

11. A customer's attempt to enter into a contractuakionship with the financial institution or
perform a banking operation on the basis of uncfeajects, or to set up an account with the
minimum balance, with a request for a confirmatédthe account balance.

C. Electronic — internet banking

1. A large credit transfer to the customer's accoalibied by cash withdrawals by payment
card in amounts corresponding to the maximum umtegaash withdrawal.

2. The customer transferring large sums of money aboyafrom abroad clearly at variance
with the information that the financial institutitias available.

3. A payment from abroad, particularly outside the Bbd its immediate cash withdrawal by
payment card.

4, A payment from abroad, particularly outside the Blith the purpose stated as "donation".
5. Operations made via Internet banking, where therissing data on the payment purpose.
6. Internet lottery and gambling — an amount beingliteel to a player account and then

transferred to a different account without anynegligible, actual gambling.
7. Frequent changes of the telephone number for receithe SMS code generated by the
system, needed for identifying the customer in m@lan account transaction.

8. Funds being transferred from an account immediadéigr being credited there from a
different account.
9. Operations made in connection with the performaoic®usiness activity (payments for

goods, invoices, payments from the state treasury).

10. A notice of a change of address prior to delivieyycourier of the contract on the opening
of an account, as compared to the address stated filimg out the data in the contract on opening
of an account online via the internet.

11. Operations made on an account where payments dosvimominal values, though in an
extraordinarily high volume.

12. Frequent ATM cash withdrawals, even at the costnofeased charges for individual
withdrawals.
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D. Investment banking

1. Cashless deposits by the customer and third pantidssubsequent cash withdrawals of the
funds by the customer for purposes for which otbans of payment, e.g. cheques, letters of credit,
bills of exchange, are normally used.

2. Payments by the customer in cash for payment df Heafts or other negotiable securities.

3. The use of letters of credit and other methodgadé finance for moving money between
countries, whilst the transaction is not consisteitit the customer’s normal business activity.

4, Frequent requests for traveller's cheques, foretgmency drafts or other negotiable
securities that are not consistent with the custm®rmal business activity.

5. A customer's request for investment (securitieshagament services, where the source of
funds is unknown or is not consistent with the costr’'s apparent situation,

6. The use of letters of credit and other forms ofrpagt usual abroad, in cases where such
forms of payment are not usual in the customer@knbusiness activities.

7. A purchase of traveller's cheques in cash and tkalbsequent sale to the financial
institution.

8. The use of letters of credit and other forms ofudoentary payment by customers who had

not previously used in their business activitiegehs of credit or other payment instruments, and
who began within a certain period to use these paynmmstruments to a greater degree.

9. The settlement of securities in cash, which isimn@tccordance with the customer’s apparent
situation.

10. The purchase and sale of securities without disiclerpurpose or under circumstances that
seem unusual.

11. A transfer of funds in connection with investingreal estate, securities, high-value goods
and purchase of shares in companies.

E. Home savings

1. The prepayment of a loan on a home savings accoamhich the customer had in the past
been recorded as insolvent.

2. The repayment of instalments to a home savingsuatdoom accounts of legal or natural
persons not held by the saver, or from multipleoaats.

3. The termination of a home savings account with payof the balance to an account
different from that from which regular repaymergtadlments were made.

4, The payment of a balance from several home sawioggacts of various customers to the
same account number.

5. Multiple repeated changes to a saver’'s accounnguhe course of a year for regular or
lump-sum payment of insurance premiums.

6. Payments to several home saving accounts of the sastomer in a high volume, with the
funds deposited in the account in cash.

7. The payment of saving instalments by the custome&tusively in low-denomination
banknotes.

8. The payment of instalments in a lump-sum amounveld5 000 per contract.

9. The payment of saving instalments by transfer femtounts registered offshore.

10. A customer requesting that a payment erroneousty t&e his home savings account be
reimbursed to an account different from that frolmal the payment was made.
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